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AWS Lambda

About the Tutorial

AWS Lambda is a service which computes the code without any server. It is said to be
serverless compute. The code is executed based on the response of events in AWS services
such as adding /removing files in S3 bucket, updating Amazon DynamoDB tables, HTTP
request from Amazon API Gateway etc.

Audience

This tutorial is designed for software programmers who want to learn the basics of AWS
Lambda and its programming concepts in simple and easy way. This tutorial will give you
enough understanding on various functionalities of AWS Services to be used with AWS
Lambda with illustrative examples.

Prerequisites

To work with AWS Lambda, you need a login in AWS. The details on how to get free login is
discussed in tutorial. AWS Lambda supports languages like NodelS, Java, Python, C# and Go.
If you are novice to any of these technologies, we suggest you to go through tutorials related
to these before proceeding with this tutorial.

Copyright &Disclaimer

© Copyright 2018 by Tutorials Point (I) Pvt. Ltd.

All the content and graphics published in this e-book are the property of Tutorials Point (I)
Pvt. Ltd. The user of this e-book is prohibited to reuse, retain, copy, distribute or republish
any contents or a part of contents of this e-book in any manner without written consent of
the publisher.

We strive to update the contents of our website and tutorials as timely and as precisely as
possible, however, the contents may contain inaccuracies or errors. Tutorials Point (I) Pvt.
Ltd. provides no guarantee regarding the accuracy, timeliness or completeness of our website
or its contents including this tutorial. If you discover any errors on our website or in this
tutorial, please notify us at contact@tutorialspoint.com
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1. AWS Lambda — Overview

AWS Lambda is a service which performs serverless computing, which involves computing
without any server. The code is executed based on the response of events in AWS services
such as adding/removing files in S3 bucket, updating Amazon dynamo dB tables, HTTP
request from Amazon API gateway etc.

To get working with AWS Lambda, we just have to push the code in AWS Lambda service.
All other tasks and resources such as infrastructure, operating system, maintenance of server,
code monitoring, logs and security is taken care by AWS.

AWS Lambda supports languages such as Java, NodelS, Python, C# and Go. Note that AWS
Lambda will work only with AWS services.

What is AWS Lambda?

Definition of AWS Lambda as given by its official documentation is as follows :

AWS Lambda is a compute service that lets you run code without provisioning or managing
servers. AWS Lambda executes your code only when needed and scales automatically, from
a few requests per day to thousands per second. You pay only for the compute time you
consume - there is no charge when your code is not running.

How AWS Lambda Works?

The block diagram that explains the working of AWS Lambda in five easy steps is shown
below:

lc:> Pk
VRN -

Amazon 53 Amazon APl Gateway DynamoDB Amazon Kinesis CloudFront

g

Amazon SNS
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Step 1: Upload AWS lambda code in any of languages AWS lambda supports, that is NodelsS,
Java, Python , C# and Go.

Step 2: These are few AWS services on which AWS lambda can be triggered.

Step 3: AWS Lambda which has the upload code and the event details on which the trigger
has occurred. For example, event from Amazon S3, Amazon API Gateway, Dynamo dB,
Amazon SNS, Amazon Kinesis, CloudFront, Amazon SES, CloudTrail , mobile app etc.

Step 4: Executes AWS Lambda Code only when triggered by AWS services under the
scenarios such as:

e User uploads files in S3 bucket

e http get/post endpoint URL is hit

e data is added/updated/deleted in dynamo dB tables
e push notification

e data streams collection

e hosting of website

e email sending

e mobile app, etc.

Step 5 : Remember that AWS charges only when the AWS lambda code executes, and not
otherwise.

Advantages of using AWS Lambda

AWS Lambda offers multiple benefits when you are working on it. This section discusses them
in detail:

Ease of working with code

AWS Lambda gives you the infrastructure to upload your code. It takes care of maintaining
the code and triggers the code whenever the required event happens. It allows you to choose
the memory and the timeout required for the code.

AWS Lambda can also execute parallel requests as per the event triggers.

Log Provision

AWS Lambda gives the details of number of times a code was executed and time taken for
execution, the memory consumed etc. AWS CloudWatch collects all the logs, which helps in
understanding the execution flow and in the debugging of the code.

Billing based on Usage

AWS Lambda billing is done on memory usage, request made and the execution, which is
billed in increments of minimum 100ms. So for a 500ms execution, the billing will be after
every 100ms. If you specify your AWS lambda code to be executed in 500ms and the time
taken to execute is just 200ms, AWS will bill you only for the time taken, that is 200ms of
execution instead of 500ms. AWS always charges for the execution time used. You need not
pay if the function is not executed.
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Multi Language Support

AWS Lambda supports popular languages such as Node.js, Python, Java, C# and Go. These
are widely used languages and any developer will find it easy to write code for AWS Lambda.

Ease of code authoring and deploying

There are many options available for Lambda for authoring and deploying code. For writing
your code, you can use AWS online editor, Visual Studio IDE, or Eclipse IDE. It also has
support for serverless framework which makes writing and deploying of AWS Lambda code
easy. Besides AWS console, we have AWS-cli to create and deploy code.

Other features

You can use AWS Lambda for free by getting a login to AWS free tier. It gives you service for
free for 1 year. Take a look at the free services offered by AWS free tier.

Disadvantages of using AWS Lambda

In spite of many advantages, AWS Lambda possesses the following disadvantages:

e It is not suitable for small projects.

¢ You need to carefully analyze your code and decide the memory and timeout. Incase
if your function needs more time than what is allocated, it will get terminated as per
the timeout specified on it and the code will not be fully executed.

e Since AWS Lambda relies completely on AWS for the infrastructure, you cannot install
anything additional software if your code demands it.

Events that Trigger AWS Lambda

The events can trigger AWS Lambda are as follows:

e Entry into a S3 object

e Insertion, updation and deletion of data in Dynamo DB table

e Push notifications from SNS

e GET/POST calls to API Gateway

e Headers modification at viewer or origin request/response in CloudFront
e Log entries in AWS Kinesis data stream

e Log history in CloudTrail
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Use Cases of AWS Lambda

AWS Lambda is a compute service mainly used to run background processes. It can trigger
when used with other AWS services. The list of AWS services where we can use AWS Lambda
is given below:

S3 Object and AWS Lambda

Amazon S3 passes the event details to AWS Lambda when there is any file upload in S3. The
details of the file upload or deletion of file or moving of file is passed to the AWS Lambda. The
code in AWS Lambda can take the necessary step for when it receives the event details. For
example, creating thumbnail of the image inserted into S3.

DynamoDB and AWS Lambda

DynamoDB can trigger AWS Lambda when there is data added , updated and deleted in the
table. AWS Lambda event has all the details of the AWS DynamoDB table about the insert
/update or delete.

API| Gateway and AWS Lambda

API Gateway can trigger AWS Lambda on GET/POST methods. We can create a form and
share details with API Gateway endpoint and use it with AWS Lambda for further processing,
for example, making an entry of the data in DynamoDB table.

SNS and AWS Lambda

SNS is used for push notification, sending SMS etc. We can trigger AWS lambda when there
is any push notification happening in SNS. We can also send SMS to the phone number from
AWS Lambda when it receives the trigger.

Scheduled Events and AWS Lambda

Scheduled Events can be used for cron jobs. It can trigger AWS Lambda to carry out the task
at regular time pattern.

CloudTrail and AWS Lambda

CloudTrail can be helpful in monitoring the logs on the account. We can use AWS Lambda to
further process the CloudTrail logs .

Kinesis and AWS Lambda

Kinesis is used to capture/store real time tracking data coming from website clicks, logs, social
media feeds and a trigger to AWS Lambda can do additional processing on this logs.
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CloudFront and Lambda@Edge

CloudFront is a content delivery network where you can host your website and Lambda@Edge
can be used to process the headers coming from viewer request, origin request, origin
response and viewer response. The headers modification includes tasks such as modifying
cookie data, URL rewrite, used for AB testing to change the response send to the user back,
adding extra headers info for security purpose etc.



2. AWS Lambda — Environment Setup

Before you start working with AWS Lambda, you need to have a login with Amazon console.
AWS Lambda supports two IDEs: Visual studio and Eclipse. In this chapter, we will discuss
about the installation of AWS Lambda stepwise in detail.

Create login in AWS Console

You can create your login in AWS Console for free using Amazon free tier. You can follow
these steps given below to create a login with amazon to make use of the Amazon services:

Step 1
Go to https://aws.amazon.com/free/ and click on create free account. You can see the
screenshot as given below:

& (& ‘ @ Secure | https://aws.amazon.com/free/ &

English ~ My Account ~

AWS Free Tier

The AWS Free Tier enables you to gain free,

hands-on experience with the AWS platform,
products, and services.

Free Tier Details Get Started Free Tier Software

AWS Free Tier Details

% FEATURED [ 12MONTHSFREE < ALWAYSFREE O TRIALS Y PRODUCT CATEGORIES v ALL


https://aws.amazon.com/free/
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Step 2
Click on Create a Free Account button and you will be redirected to the screen as shown
below:

Create an AWS account

Email address

AWS Accounts Include
12 Months of Free Tier Access

Password

Including use of Amazon EC2, Amazon S3, and Amazon DynamoDB Confirm password
Visit aws.amazon.com/free for full offer terms

AWS account name @

Continue

Sign in to an existing AWS account

® 2018 Amazon Web Services, Inc. or its affiliates.
All rights reserved
Privacy Policy Terms of Usa

Now, fill in the details of email address, password and AWS account name as per your choice
in this form shown above and click Continue.
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Step 3
Now, you can find the screen as shown below:

Contact Information

All fields are required.

Please select the account type and complete the fields below with your contact details.

Account type

®) Professional Personal

Full name

Company name

Fhone number

Country/Region

United States T

Enter all the required details in this form.

Note that there are minimum charges to be paid based on country selected. The same is
refunded once the details entered are validated. You need credit or debit card details to create
the free account. For Indian users Rs 2/- is deducted and for US $1 is charged.The same is
refunded to the respective card user once the user is validated.

Please note the account is free and there is limit to the usage of the services. If the usage
exceeds the limit, the user will be charged for it.

Once the details are entered in the form shown above click Create Account and Continue.

You will be redirected to the next screen as shown below.
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Step 4
You need to enter the payment details, that is either credit card or debit card, along with its
expiry date and the card holder's name as shown below:

Payment Information

Please type your payment information so we can verify your identity. We will not charge
you unless your usage exceeds the AWS Free Tier Limits. Review frequently asked
questions for more information.

@ As part of our card verification process we will charge INR 2 on your card when you click the
"Secure Submil® buthon below. This will be refunded once your card has been validated. Your
bank may lake 3-5 business days 1o show the refund. Masiercard/Visa cuslomers may be
redirected to your bank websile lo authorize the charge

Credit/Debit card number

Expiration date

05 v 2019 v

Cardholder's name

Billing address
= Use my contact address



Step 5

AWS Lambda

Once all the details are entered, click Secure Submit and it will validate the card with the
bank and will give you the OTP on your mobile which is linked with the card. You can find a
window as shown below:

MasterCard OSBI
Merchant CAMAZON INTERNET SERVICES
Transaction Amaount CINR 2.00

SBI Debit Card © A0 0000 0000 X000

Authenticate Payment
OTP sent to your mobile number ending xxxx

Enter One Time Password (OTF)

Make Payment

Resend OTF

Cancel and Go back to merchant

@ FClDSS Certified

Now, enter the OTP details and click Make Payment.You are charged based on the country

selected.

10
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Step 6
Once the payment is done the next step is phone verification.You need to enter your mobile
number as shown below:

Phone Verification

AWS will call you immediately using an automated system. When prompted, enter the
4-digit number from the AWS website on your phone keypad

Provide a telephone number
Please enter your information below and click the
Call Me Now™ button

Country/Region code

India (+91) v

Phone number Ext

XXX XXXX XX
Security Check

©

Q

f252yg|

Call Me Now

Once details are filled click Call Me Now. AWS will call immediately using automated system.
When prompted on call, enter the 4-digit number that will appear on your AWS site to your
phone using your phone keypad. This will verify your number and you will get the mail
activation in the mail id specified at the start while creating login.

11
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Click the mail link and enter the account name or email id and the password and login to you
to the AWS services as shown below:

< C & Secure | hitps

Services v

console.aws.amazon.com

Resource Groups v

*

N. Virginia v Suppart v

AWS services

v Recently visited semvicas

v All services

e -
i0f Compute m
EC2

Lightsan 4

Elastic Contaner Service
EKS

Lambda

Batch

Clastic Deanstalk

B

Luto Scaling
CloudFormation
Cloudrz

Config

OpsWorks
Service Catalog
Systems Manager

Trusted Advisor

Managed Services

Media Services

Elastic Transcoder

Mobile Hub

Mobile Analyhcs

My Account
tips

My Organization

My Biling Dashboard

danage your costs

ir AWS costs

My Security Cradentials fonitor yo

Sign Oul

basad managemant of m

accounts. Stan now

Explore AWS

Amazon Sumenan

Step Funclions

Amazon MQ

Machine Learning with Amazon
SapeMaker

s et way 4 lrain. and deploy

machina lsaming models. Leam more. 7

The account name is displayed at top right corner as shown above. You can now start using
the AWS Lambda service. For AWS Lambda service the languages supported are NodelS,

Python, Java, C# and Go.

12
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Installation of Visual Studio 2017

There are 2 IDEs compatible with AWS: Visual Studio and Eclipse. In this section, we will
discuss installation of Visual studio 2017 on Windows, Linux Mac. Go to the official site of
Visual Studio : https://www.visualstudio.com/downloads/. You can find the welcome screen
as shown:

Download the community version ie Visual Studio Community 2017 as its a free now for
practice. Once installed, it will run you through the installation steps where you need to select
packages to be used later. You can select nodejs, python, c# package for us to work later.

@& Secure | https://www.visualstudio.com/downloads,

Visual Studio Downloads

Visual Studio

Community 2017
Free, fully-featured IDE for

students, open-source and
individual developers

Free download &

Release Notes & Docs »

Visual Studio
Professional 2017

subscription benefi
small teams

Free trial &

Release Notes & Docs »

Visual Studio
Enterprise 2017

End-to-end solution to
meet demanding quality

and scale needs of teams of

all sizes

Free trial &

Release Notes & Docs »

Visual Studio
Code

Code editing, redefined
Free, open source, and runs
everywhere.

Free download &
By using VS Coe you agreeto s s and ey et

Download Visual Studio Preview & Compare Visual Studio editions @ How to install offline g

13
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AWS Toolkit Support for Visual Studio 2017

Once you have Visual Studio 2017 installed, you will have to follow the given steps for
installing AWS Toolkit support for Visual Studio 2017:

Step 1

Go to https://aws.amazon.com/visualstudio/ and download the AWS toolkit for Visual Studio.

The display is as shown below:
€ X | @ Secure | https://marketplacevisualstudio.com/items?itemName=AmazonWebServices. AWSToolkitforVisualStudio2017

o Visual Studic | Marketplace

Visual Studio > Tools > AWS Toolkit for Visual Studio 2017

AWS Toolkit for Visual Studio 2017

aws Amazon Web Services | & 745864 installs | ¢ 4 % % H (25)

The AWS Toolkit for Visual Studio is an extension for Microsoft Visual Studio on Windows that
makes it easier for developers to develop, debug, and deploy .NET applications using Amazon
Web Services. With the AWS Toolkit for Visual Studio, you'll be able to get started faster ...

Note that the package downloaded for Visual Studio 2017 is vsix package. If your visual
studio version is between 2013-2015, it will install a msi installer. Click the Download button
as shown below.

AWS Toolkit for Visual Studio

The AWS Toolkit for Visual Studio is an extension for Microsoft Visual Studio running Download

deploy .NET applications using Amazon Web Services. With the AWS Toolkit for Visual

on Microsoft Windows that makes it easier for developers to develop, debug, and ‘

Studio, you'll be able to get started faster and be more productive when building AWS

applications.

The AWS Toolkit for Visual Studio 2017 is available via the Visual Studio Marketplace.
The AWS Toolkit for 2013 and 2015 is contained in the AWS SDK and Tools for NET
install package.

At this time, the AWS Toolkit for Visual Studio does not support Visual Studio for Mac.

Getting Started » Developer Blog »

»

AWS Toolkit for Visual Studio 2017 ‘

2015 »

AWS Toolkit for Visual Studio 2013- ‘

Legacy version downloads:
AWS Toolkit for Visual Studio 20710-2012
AWS Toolkit for Visual Studio 2008

14
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Step 2

Now, double click the vsix package downloaded and it will run you through installation steps
as shown below:

Installing AWS Toolkit for Visual Studio 2017...

Madifying Visual Studio Community 2017:

Cancel

Once Visual Studio is successfully installed, you can see a window, as shown below:

% vsix Installer o

Install Complete

AWS Toolkit for Visual Studio 2017 has been successfully
installed. Please close and restart all target application instances
for changes to take effect.

@) visual Studio Community 2017

View Install Log

15
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Now, open Visual Studio 2017 and you should see a welcome page from AWS as shown below:

4] AWS Getting Started - Microscft Visual Studio

Fle Edit View Project Debug Team Tools Test Analyze  Window

T L

b Attach.. - B9 _

Help

AWS ting Started with the AWS Toolkit for Visual Studio
\W‘7

Sefore using AWS services from within Visual Studio you need to set up credentils. You use these to explore services and your AWS resources from withen the AWS Explorer and

o deplay your apphcations to AWS,

This page will guide you in setting up credentials and importing them into the IDE

Credential Setup
ogin £ the Uszers page in nzole

r account with programmatic access

Attach an admiritrator or power user pOiicy to the user

Copy arel paste the credenbals into the fields below, or dowriosd the CSV

file contaming the credentials and use the Impant button to locate and load

the credentials from the downloaded file.

...

These credentials will be saved in a profile with a suggested name of 'default’. The
ANS Explorer wil use these credentisls. You can also use them with the AWS Tools
for Windows PowearShell and in your own SDK-based aoplications

Toolkit Analytics

By lesving this bax checked, you agree that AWS may anomymously collect
analytics about your usage of AWS Toolkit [such as serice/feature usage and view,
Ul instrumentation usage, AWS Toolkt version and user platiorm). AWS will use
thes information to mmprove the AWS Tosoikn and other Amazon products and

services and wil hande all information recewed In acordance with the AWS

| acknowdedge the legal notice sbove and agree 1o let AWS collect anonymous

snaiytics about my AWS Toolkit usege

Profie Name: default
Access Key:

Secret Key

Account Number:

Account Type: Standard AWS Account

Documentation and Tutorials

* Using the Tosolit for Visus Studic

amazen.comiociiat for

* Deploying {# Functons to AWS Lambda
e SN I LR =

| Open the AWS Explorer window on close

RURisslssrguiasiiam -

Note that you need to add the access key, secret key, account number to get started and use

the AWS services from visual studio.s
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AWS Lambda BoilerPlate for NodeJS

You can use it with visual studio code as shown below.

Step 1
You can download Visual studio code for free from the official

website:https://www.visualstudio.com/downloads/. The home page of Visual Studio
downloads looks like this:

& Secure | htips:y//www.visualstudio.com/downloads/

Visual Studio Downloads

Visual Studio Visual Studio Visual Studio Visual Studio

Community 2017

Free, fully-featured IDE for
students, open-source and

Professional 2017

Enterprise 2017

End-to-end solution to
meet demanding quality

Code

Code editing, redafined
Free, open source, and runs

individual developers subscription benefits for and scale needs of teams of everywhere.

small teams all sizes

Free download &

Release Notes & Docs »

Free trial &

Release Notes & Docs »

Free trial &

Release Notes & Docs >

Free download &
2y using VS Cose jou sgras s ST —

macos @ 0

Download Visual Studio Preview & Compare Visual Studio editions @ How to install offline g

17
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Step 2
Now, open Visual Studio code as shown below:

__"J Welcome - Visual Studic Code

AWS Lambda

File Edit Selection View Go Debug Tasks Help
Command Palette...

Open View...

Explorer

Search
T Wy SCM

Debug

Extensions

Cutput
Problems
Debug Conscle

Integrated Terminal

Toggle Full Screen
Toggle Zen Mode [Ctri+K ]
Teggle Centered Layout

Toggle Menu Bar

Split Editor
Toggle Editor Group Layout

Maove Side Bar Right

Toggle Side Bar

Teggle Panel
Hide Status Bar

Hide Activity Bar

Toggle Word Wrap
Toggle Minimap
Teggle Render Whitespace

Teggle Control Characters

Zoom In
Zoom QOut

Reset Zoom [Ctrl+NumPad(O]

Ctrl+5Shift+X

18
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support
support

Step 3

To install

for AWS _"‘JWelcome—"u’isual Studio Code - -
for File Edit Selection View Go Debug Tasks Help

option is

available

/ 4 TNSTALLED

AWS Lambda Boilerplate Snippets for N... 0.
|IE Simple boilerplate AWS Lambda functions for Nc -dF-JJ

extensions. You can search for AWS and it will display the option as follows:

Step 4
Now, install the boilerplate for AWS Lambda in nodejs as shown:

= Extension: AWS Lambda Boilerplate Snippets for NodeJS X

AWS Lambda Boilerplate Snippets for Node.JS
| I Logan Armett | g 7651 | ki | Repository | License

Simple boilerplate AWS Lambda functions for Node.JS

Disable v  Uninstall

Details Contributions Changelog Dependencies

Lambda Boilerplate Snippet for VS Code

Snippet Example:

nodejs

inside

19
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Step 5

Click the repository and clone it in Visual Studio to start writing the Lambda function in Visual
Studio. It redirects you to this repository which we can clone in Visual Studio
https://github.com/loganarnett/vscode-lambda-snippets. Now, open command palette from
View option in Visual Studio.

ﬂ] Visual Studio Code - ¥ - -
File Edit Selection View Go Debug Tasks Help

Command Palette... Ctrl+Shift=P

Open View..

Explorer
Search
SCM
Debug

Extensions

Cutput
Problems
Debug Conscle

Integrated Terminal

Toggle Full Screen
Toggle Zen Mode [Ctri+K Z]

Toggle Centered Layout

Toggle Menu Bar

Step 6
Click on it and choose git clone as shown below:

20
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4] Visual Studio Code - . . — P - - B - —.;.- v - Th e
File Edit Selection View Go Debug Tasks Help

arl + K M

Ctrl + Shift + W

Step 7
Enter the repository url and save it as per your choice locally. Create index.js file as shown
below to work with lambda function:

__"u vscode-lambda-snippets - Visual Eudin Code
File Edit Selection View Go Debug Tasks Help

G‘l EXPLORER
4 OPEN EDITORS
p 4 VSCODE-LAMBDA-SNIPPETS

b images

b snippets

gitignore

. gignore
fi LICENSE
{} packagejson
[.'] README.md

21
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AWS Lambda

File Edit Selection View Go Debug Tasks Help

)

4 OPEN EDITORS

4 VSCODE-LAMBDA-SNIPPETS
» images
ippets
.gitignore

fl LICENSE
{} package.json
README.md

J5 index.js

x

handler =
.log(J

22
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Installation of Eclipse IDE

Now, you will have to install latest eclipse Java EE IDE.You can download it from Eclipse official
site: https://www.eclipse.org/downloads/

&« (RN BB tips://www.eclipse.org/downloads,

& Createaccount 4 Login

(ECLIPSE

Members Working Groups Projects More~
FOUNDATION

YV

~

= RraAPDCclipse”

Download Eclipse Technology
that is right for you

& Download Free!

Register now for EclipseCon France 20

~ Toulouse, France ~ June 13 -

_—
- Eclipse Che
-~ . Eclipse Che is 2 developer
(_;e‘t EC| DSS workspace server and cloud IDE. ORI N e
installvoligfavorteiballpselpackases A modern, open source software Install, launch, and share your
LEARE NORE development environment that Eclipse IDE. Stop configuring.
runs in the cloud. Start Coding.
) eclipse-workspace - Eclipse — — —y  pe »

File Edit Navigate Search Project Run Window Help

5 | @ Welcome 5

by

Eclipse Java EE IDE for Web Developers

Review the IDE's most fiercely contested preferences Get an overview of the features

Create a new Edipse project for Java EE Web development Go through tutorials

Create a new Edipse project for Javascript development Try out the samples
Checkout Eclipse projects hosted in a Git repository Find out what is new
Import existing Eclipse projects from the filesystem or archive

Enhance your IDE with additional plugins and install your Marketplace favorites

Open a file from the filesystem

23
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AWS Toolkit Support for Eclipse IDE

Once Eclipse is installed, perform the following steps:

Step 1
Go to help from the menu and click Install New Software.

Step 2
Enter https://aws.amazon.com/eclipse in the text box labeled Work with at the top of the
dialog.

Step 3
Now, select the required AWS Core Management Tools and other optional items from the
list shown below.

@} Insta ] 2

Available Software
Check the items that you wish to install. ‘)‘:.

Work with:  https://aws.amazon.com/eclipse - Add... ” Manage... ]

type filter text

MName Version
> [] 000 AWS Core Management Tools

> [] 000 AWS Deployment Tools

> [C]000 AWS Developer Tools

> [C]000 Optional - AWS Android Development (requires Eclipse Android Developn

> [C]000 Optional - AWS Data Management Tools

Select All | | Deselect Al

Details

Show only the latest versions of available software Hide iterns that are already installed
Group items by category What is already installed?

[] Show only software applicable to target environment

Contact all update sites during install to find required software

'i?:' < Back Mext = Finish Cancel

Step 4
Now, click Next. Eclipse will guide you through the remaining installation steps as given in
the further steps given below.

24
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Step 5
The AWS core modules are displayed in the grid below as shown in the screenshot given
below:

B Insta Bl B2
Available Software

Check the items that you wish to install. { J’_i|m

Work with:  https://aws.amazon.com/eclipse

type filter text

MName

Wersion
> [] 000 AWS Core Management Tools

> [] 000 AWS Deployment Tools
> [C]000 AWS Developer Tools

>

[] 000 Optional - AWS Android Development (requires Eclipse Android Developn
> [C1000 Optional - AWS Data Management Tools

SelectAll | [ Deselect Al

Details

V| Show only the latest versions of available software

Hide items that are already installed
V| Group items by category

What is already installed?
| Show only software applicable to target environment

V| Contact all update sites during install to find required software

< Back Mext = Finish

Cancel

25
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Step 6
Once installed the AWS tool will be available in Eclipse as shown below:

E eclipse-workspace - Eclipse

File Edit Mavigate 5Search Project Run  Window Help
il @-RiN| P U EN LS SR O R Qi

7 Project Explorer 532 = <_El>| e - — O

[* Markers [T] Properties &L Servers [

. W) Amazon EC2
- I AWS CodeDeploy
I AWS Lambda
- W8 Amazon 53
» & Amazon 5305
. Amazon DynamoDB
- i) AWS CodeCommit
- §F AWS Elastic Beanstalk
- ¥ Amazon Identity Management
> . Armazon RDS
. @ AWS CloudFormation
> # Amazon CloudFront
s . Amazon SimpleDB
W Amazon SMS
> B AWS OpsWorks

26



8 eclipse-worispace - Edlipse & g i s i T i i i

File

N-HR@-Bie P IENL e ISR B B0 QGO S

Edit Mavigate Search Project Run  Window Help

AWS Lambda

Mew AWS Java Project...

MNew AWS Lambda Java Project...
MNew AWS Lambda Function...
Mew AWS Serverless Project...
Import AWS CodeStar Project...
MNew AWS Java Web Project...

MNew AWS5 Elastic Beanstalk Environment...

Show AWS Explorer View

Connect to Amazon SimpleDE...
Show Data Source Explorer View

Launch Amazon EC2 Instances...

Show View

Open AWS Management Perspective
Go to AWS Management Console
Report Bug or Enhancernent

Preferences...
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Step 7
You can see the following screen when you click on the Amazon service.

E eclipse-workspace - AWS Toolkit for Eclipse Cverview - Eclipse » g ;
File Edit Mavigate Search Project Run  Window Help

- ' @-Biw|BIEN L SR -Q Q-

5’ [*] Markers [T] Properties il Servers [ Data Source Explorer 3 Snippets 3 AWS Explorer 57 &

o)) E%|'§'}®|Ev =
= . WP Amazon EC2
I AWS CodeDeploy

s » $ Amazon 505
E] & Amazon DynamoDB
> W) AWS CodeCommit

- AWS Elastic Beanstalk

s ? Amazon Identity Management

5 . Amazon RDS

. @) AWS CloudFormatien

> # Armazon CloudFront

s ' Armazon SimpleDE
iy Armazon SMS

> B AWS OpsWorks

Now, click on AWS Explorer to see the services available. We shall discuss how to work with
the installed IDE in upcoming chapters.
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3. AWS Lambda — Introduction

AWS Lambda is a service which takes care of computing your code without any server. It is
said to be serverless compute. The code is executed based on the response of events in AWS
services like adding /removing files in S3 bucket, updating Amazon DynamoDB tables, HTTP
request from Amazon Api gateway etc.

AWS Lambda code can be written in NodelS, Java, C#, Python and Go. This chapter will talk
in detail about creating AWS Lambda function in AWS console.

AWS Console

Login to AWS Console at the link https://aws.amazon.com/console.Once you login into
it, it will redirect you to the screen where AWS services are displayed.

aws Services v Resource Groups ~ *

AWS services

|

v Recently visited services

~ All services

{@} Compute Management Tools
EC2 CloudWatch
Lightsail & AWS Auto Scaling
Elastic Container Service CloudFormation
CloudTrail

Bat Run Code without Thinking about Servers ionﬁg
Elasi CpsWaorks

Service Catalog

Storage Systems Manager
Trusted Advisor
33 IManaged Services
EFS
Glacier
Storage Gateway E,‘J] Media Services
Elastic Transcoder
Kinesis Video Streams
@ Database MediaConvert
RDS MediaLive
DynamoDB MediaPackage
ElastiCache MediaStore
Amazon Redshift MediaTailor
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Example: Creating a Function

Let us understand the functionality of AWS Console with the help of an example. Click on
Lambda (marked above), it will redirect to create function as shown below:

Lambda Functions
Functions (40) G | Create function |
Q. Filter by tags and attributes or search by keyworc [7] 1 2 3 4 » {&

Click Create function button and the screen displays following details:

Lambda Functions Create function

Create function

Author from scratch (o] Blueprints Serverless Application
Start with a simple "hello world” Choose a preconfigured template Repository
example. as a starting point for your Find and deploy serverless apps
Lambda function. published by developers,
companies, and partners on AWS.
— >
= |

Note that, by default, the option is Author from scratch. This option lets you to write the
Lambda code from scratch.It will just have a simple function with helloworld message.
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The second option Blueprints has following details.

Blueprints info

O, Filter by tags and attributes or search by keyword

kinesis-firehose-syslog-to-json

An Amazon Kinesis Firehose stream processor that
converts input records from RFC3164 Syslog format to
JSON.

nodejs - kinesis-firehose

s3-get-object-python

An Amazon 53 trigger that retrieves metadata for the
object that has been updated.

python2.7 - 53

dynamodb-process-stream

An Amazon DynamoDB trigger that logs the updates
made to a table.

nodejs - dynamodb

sNns-message

An Amazon SNS trigger that logs the message pushed
to the SNS topic.

nodejs - sns

It gives details of code already written for some of the aws services in languages available
with AWS Lambda. In case you need to write AWS Lambda code for any services you can

check in blueprints and get started.

The third option Serverless Application Repository has the setup of serverless application

which will help to deploy the AWS Lambda code.

In the discussion futher, we will work on the first option where we create the AWS lambda

function using Author from scratch.

Before we create Lambda function, will need a role i.e, permission for working with AWS
services and aws lambda. Later the Role has to be assigned to aws lambda function.
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Role creation in AWS Console

AWS Lambda

For creating a role in AWS Console, go to AWS console services and click on IAM as shown

below:

@ Security, Identity & Compliance

Cognito

Secrets Manager
GuardDuty
Inspector

Amazon Macie £
AWS Single Sign-On
Ceriificate Manager
CloudHSM
Directory Service
WAF & Shield
Artifact

Now, if you click IAM, you will the screen as shown below:

Search 1AM

Dashboard
Groups

Users

Roles

Folicies

Identity providers
Account settings

Credential report

Encryption keys
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If you select Roles, you can see the following buttons on the screen:

Now, click Create role.It will ask you to choose the service where you need to use the role
created.

Choose the service that will use this role

EC2
Allows EC2 instances to call AWS services on your behalf.

Lambda
Allows Lambda functions to call AWS services on your benalf.

API Gateway Config ElastiCache Kinesis SMS

Appsync DMS Elastic Beanstalk Lambda SNS
Application Auto Scaling Data Pipeline Elastic Container Service Lex SWF

Auto Scaling DeeplLens Elastic Transcoder Machine Leaming SageMaker
Batch Directory Service ElasticLoadBalancing MediaConvert Service Catalog
CloudFormation DynamoDB Glue OpsWorks Step Functions
CloudHSM EC2 Greengrass RDS Storage Gateway
CloudWatch Events ECZ2 - Fleet GuardDuty Redshift

CodeBuild EKS Inspector Rekognition

CodeDenlov EMR InT 83

* Required Cancel

Since we need to use this role with AWS Lambda , select Lambda and click
Next:Permissions button as shown above. The next screen displays the policy hame which
is available as per AWS services.You can select the policy from here:

Attach permissions policies

Chonse ane or maere palices to 3ftach o your neaw roks

Filter: Palicy typs ~ Q search Showing 401 results
Policy name - Attachmenis = Description
3 AdminsralorAcoess 2 Provides full 3access o AWS senaces and resources -
» AlexaForBusinessDeviceSelup 0  Provide device setup access o AlexaForBusiness senices
3 AlexaForBusinesshullicoess 0 Grams full access 10 AlexaFarBUsingss resouves and ace
L3 AlexaForBusinesszatewaySxecution 0 Provide gateway execution access to Alsearorfusiness &
L AlxaForBusinessReadonlyAccess 0 Provide read only access o AlexaForGusiness services
] AmazonaPlGatewayAdminisrator 1 Provides full access to creale/sdilidelzie APIS in Amazan
3 AmaranAPIGatewEy e FUllACress 5 Provides full acoess o invoke AP1s in Amazon AP Galeway

L AmazonAPIGateway PushToCoudWatchLogs 1] Allows AR Galoway 1o push oG5 1o users account.

* Required cancel | provious [

For example, if you want permission for AWS Lambda to work with S3 and DynamoDB, you
need to select the policy. In the searchbox, enter the AWS service and click on the checkbox.
You can select multiple policies and later click on Next:Review.
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It is also possible to create policy of your own.For example, there is dynamodb table and you
need to give permission only to that table, under such cases you can create policy.

Click on Create policy button as shown in the screen above.Following are the details
displayed on screen.

A policy defines the AWS permissions that you can assign o a user, group, or role. You can create and edit a policy in the visual
editor and using JSON. Learn more

Visual editor JSON Import managed policy
Expand all | Collapse all

« Select a service Clone Remove

Service Choose a service
Actions Choose a service before defining actions
Resources Choose actions before applying resources

Request conditions Choose actions before specifying conditions

© Add additional permissions
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Choose a Service for which you are creating the policy. Later it will display data for Actions,
Resources and Request conditions.

Service Select a service below

close

Enter service manually

Q Find a service

Alexa for Business EC2 Container Registry Mobile Hub
API Gateway ECZ Container Service MG
Application Auto Scaling ECZ Messages Meptune
Application Discovery EFS OpsWorks
AppStream EKS OpsworksCM
AppSync Elastic Beanstalk Organizations
Artifact Elastic Transcoder Pinpoint
Athena ElastiCache Polly

Auto Scaling Elasticsearch Service Price List
Auto Scaling Plans ELB RDS

Batch ELB v2 Redshift
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Now, we should choose the service. Let us select AWS Dynamodb from search. Actions has
following details:

Service DynamoDB

Actions Specify the actions allowed in DynamoDB
close

Q, Filter actions

Manual actions (add actions)
«| All DynamoDB actions (dynamodb:™)

Access leveal
3 List (3 selected)

3 Read (18 selected)
3 Write (19 selected)

Now, enter the Access level you want to give to DynamoDB. Then, Resources will display
the following details:

Resources “ou chose actions that require the backup resource type.
You chose actions that require the global-table resource type.
You chose actions that require the stream resource type.
You chose actions that require the table resource type.
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Now, select the table resource type. You can see the following output:

Resources @ Specific

close All resources

backup You chose actions that require the backup resource Any
type.
Add ARN to restrict access

global-table You chose actions that require the global-table Any
resource type.
Add ARN to restrict access

index You have not specified resource with type index Any
Add ARN to restrict access

stream You chose actions that require the stream resource Any
type.
Add ARN to restrict access

table You chose actions that require the table resource Any

type.

Add ARN to restrict access

For permission on table, you need to Add ARN. ARN is the details which is unique to the table
created in AWS DynamoDB. You will get the details when the table is created in dynamodb.
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If you click Add ARN and it will display following details:

Add ARN(s) ¥

Amazon Resource Names (ARNs) uniquely identify AWS resources. Resources are
unique to each service. Learn more

Specify ARN for table List ARNs manually

am:aws:dynamodb:::table/

Region Any
Account Any
Table name Any

= -
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Now, if you enter the ARN and the Region, Account and Table name will get populated.
You should click Add button to add the policy. Similarly, you can create policies for other
services.

Role name® rolecreatedforlambdal

Use alphanumeric and '+=_.@-_' characters. Maximum 64 characters

=1

Role description Allows Lambda functions to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=_{@-_" characters.

Trusted entities AWS senvice: lambda.amazonaws.com

Policies AmazonS3FullAccess

AmazonDynamoDBFullAccess &

Cancel Previous

Here, we have selected two policies AmazonS3FullAccess and
AmazonDynamoDBFullACcess.We have given full access to S3 and DynamoDB in that role.
However, it is suggested that you give permission only to necessary buckets and tables.
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You can follow the steps discussed earlier to create the policies using ARN.
Step 1

Click Create role button to create the role. All the roles created are displayed as shown:

Delete role Fs 2 - T -]

Q, search Showing 22 results
Role name - Description Trusted entities
eventswithlambda Allows Lambda functions to call AWS servi...  AWS service: lambda “
kinesisandlambda Allows Lambda functions to call AWS servi...  AWS service: lambda
lambdaandcloudfront Allows Lambda functions to call AWS servi...  AWS service: edgelambda and 3 more
lambdaapipolicy Allows Lambda functions to call AWS servi...  AWS service: lambda
lambdalogs Allows Lambda functions to call AWS servi...  AWS service: lambda
lambdapalicyjava Allows Lambda functions to call AWS servi...  AWS service: lambda
lambdawithdynamodb  Allows Lambda functions to call AWS servi..  AWS service: lambda
lambdawiths3 Allows Lambda functions to call AWS servi...  AWS service: lambda
lambdawiths3service Allows Lambda functions to call AWS servi...  AWS service: lambda
newrolefordynamod...  Allows Lambda functions to call AWS servi...  AWS service: lambda
phonevalidationrole Allows Lambda functions to call AWS servi...  AWS service: lambda -
Step 2

Note that you can select the role you require incase you need any modification for the role
created. If we select Author from scratch option, you have to enter Name, Runtime and
Role.

Author from scratch info

Name

Runtime
Node js 6.10 v
Role

Defines the perr
more about Lambd

your function. Note that new roles may not be available for a few minutes after creation. Learn
ion roles

Choose an existing role v

Existing role
You m an existing role with this function. Note that the role must be assumable by Lambda and must have Cloudwatch
ons
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Step 3

You can observe the following details in Runtime dropdown:

Runtime

Mode.js 6.10 v

C# (.NET Core 1.0) -
C# (NET Core 2.0)

Go 1.x

Java 8

Mode.js 4.3

Mode.js 6.10

Mode.js 8.10
Python 2.7
Python 3.6 -

Step 4

You can select the runtime of your choice and proceed as shown.

Role
Defines the permissions of your function. Mote that new roles may not be available for a few minutes after creation. Learn
more about Lambda execution roles.

Create new role from template(s) v |

Lambda will automatically create a role with permissions from the selected policy templates. Note that basic Lambda
permissions (logging to CloudWatch) will automatically be added. If your function accesses a VPC, the required permissions will
also be added.

Role name
Enter a name for your new role.

@ This new role will be scoped to the current function. To use it with other functions, you can modify it in the IAM console.

Policy templates
Choose one or more policy templates. A role will be generated for you before your function is created. Learn more about the
permissions that each policy template will add to your role.

| v ]

‘ S3 object read-only permissions X ‘ ‘ Basic Edge Lambda permissions X ‘
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Role dropdown has following options:

¢ Choose an existing role: This will display all the roles created in the IAM roles.

e Create new role from template(s): This will allow you to create role and will display
permission to be selected for that role. Observe the scrrenshot for a better
understanding.

e Create a custom role: This allows the user to create policies as we discussed earlier.

Step 5

Select the runtime, role and add the function. Click on Create function button to create
the lambda function. The next screen displayed is as follows:

() Congratulations! Your Lambda function "myfirstlambdafunction” has been successfully created. You can now X
change its code and configuration. Click on the "Test" button to input a test event when you are ready to test
your function.

Configuration Monitoring

Parts of AWS Lambda Function

There are two parts for AWS Lambda function: Configuration and Monitoring. Let us discuss
each in detail.

Configuration

The following functionalities are included in the Configuration.

Add Triggers

The triggers that are needed to added to AWS Lambda function are displayed as follows:

v Designer

Add triggers ﬂ
ek o = s from the et |I|n myfirstlambdafunction
AP| Gatewa .
v Add triggers from the list on the left m AWS CloudFormation
AWS loT
Alexa Skills Kit ‘ AWS loT

Alexa Smart Home
. AWS Key Management Service

CloudFront

CloudWatch Events

|||n AWS Lambda

CloudWatch Logs

CodeCommit m AWS XRay
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Note that when we select a trigger, we need to add the configuration details for that
trigger.For example for S3 trigger, we need to select the bucket name; for Dynamodb trigger
we need to select the table name .

Example

Let us see an example of configuration details for a S3 trigger:

~

B a myfirstlambdafunction

S3 m AWS CloudFormation
@ Configuration required
Add triggers from the list on the left ‘ AWS loT

Now, add configuration details for S3 trigger added:

Configure triggers

Bucket

Please select the 53 bucket that serves as the event source. The bucket must be in the same region as the function.
aws-api-prod-serverlessdeploymentbucket-1fwevxuppvecl v

Event type

Select the events that you want to have trigger the Lambda function. You can optionally set up a prefix or suffix for an event. However, for each
bucket, individual events cannot have multiple configurations with overlapping prefixes or suffixes that could match the same object key.

Object Created (All) v

Prefix
Enter an optional prefix to limit the notifications to objects with keys that start with matching characters.

Filter pattern
Enter an optional filter pattern.

Lambda will add the necessary permissions for Amazon 53 to invoke your Lambda function from this trigger. Learn more about the Lambda permissions model.

Enable trigger

Enable the trigger now, or create it in a disabled state for testing (recommended).

Cancel Add

Here you need to select the bucket name, event type on which you want to trigger Lambda,
prefix and filter pattern if any and Add the trigger.
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Adding Code in Lambda

Now, we should focus on the Lambda code to be written.To add code in aws lambda there are
three options:

e Using the inline editor
e Using .zip file
e Upload file from Amazon S3

It is shown in the screenshot given below:

Code entry type

Edit code inline v

Edit code inline }‘

Upload a .ZIP file

Upload a file from Amazon 53
I

Let us discuss each of them in detail.
Using the inline editor

The inline code editor where you can write you code is as follows:

Funcuaon coae nto

Code entry type Runtime Handler Info
Edit code inline v Node.js 6.10 v index.lambdahandler
-~ File Edit Find View Goto Tools Window 3 o
v myfirstlambdafunctionf¥+ B index.js b

43| index.js Exports.handler = (event, context, callback) =» {
/4 TODO implement
console.log(event.keyl);

1
2
3
4 console.log(event.key2);
5
3
7
8

Environment

console.log(event.key3);
callback{null, 'Lambda test');

i

You can write your code by choosing the language of your choice. You are allowed to choose
the runtime again here.
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Observe the following screenshot for a better understanding:

Runtime

Mode.js 6.10 v

1 C# ((NET Core 2.0) i
Go1.x
1 Java 8

N MNode.js 4.3 44

Mode.js 6.10 [r

Mode.js 8.10
Python 2.7
Python 3.6

The code has to be written in index.js.Handler. Details will differ based on runtime. For
nodejs, it is filename.exportfunction which is right now index.lambdahandler.

Upload a .ZIP file

You can first write the code, zip it and upload the zip file by selecting Upload a .ZIP file.
Upload a file from Amazon S3

You can upload the file in S3 bucket and choose the option Upload a file from Amazon S3.

Note that for .ZIP and S3 it will not be possible to change the runtime.

Environment variables

They take in key value pairs and share them with AWS Lambda code.We can use environment
variables in AWS Lambda for storing the database connection details, file details as to store
the output, log file details etc.

Environment variables

You can define Environment Variables as key-value pairs that are accessible from your function code. These are useful to store configuration settings without the need to change function code
Learn more.

P Encryption configuration
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Tags

They are key-value pairs added to AWS Lambda for better organizing the function when used
across different regions. For a simple use case, it is not required. When there are lot of Lambda
functions created, the tagging helps in filtering and managing the Lambda functions.

Tags

You can use tags to group and filter your functions. A tag consists of a case-sensitive key-value pair. Learn more

Execution role

You can change the role again here if not done properly at the start of creating Lambda
function. You can update or create new role here. It provides same options which were
displayed at the start of creating Lambda function.

Execution role

Defines the permissions of your function. Note that new roles may
not be available for a few minutes after creation. Learn more about
Lambda execution roles.

Choose an existing role v

Existing role

You may use an existing role with this function. Note that the role
must be assumable by Lambda and must have Cloudwatch Logs
peErmissions.

lambdaapipolicy v
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Basic Settings

Here you need to enter the short description of what your Lambda function is doing. Select
the memory and timeout which are required for the Lambda function.

Basic settings

Description

Memory (MB) Info
Your function is allocated CPU proportional to the memory
configured.

g

256 MB

Timeout Info

0 min | 3 =ln

Network

This allows you to select the VPC which will allow you to access the Lambda function from the
VPC. By default, no VPC is selected.

Network

VPC Info

Select a VPC that your function will access.

No VPC v
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Debugging and Error Handling

For debugging and errors handling, you can select AWS service to send the details.The options
available are None, SNS and SQS.

Debugging and error handling

DLQ Resource Info

maximum retnes.

None v

Enable active tracing Info

Concurrency

This allows you to allocate a specific limit of concurrent executions allowed for this function.

Concurrency

Unreserved account concurrency 1000

© Use unreserved account concurrency

Reserve concu mency

Auditing and Compliance
This contains logs which are managed with the help of AWS CloudTrail.

Auditing and compliance

This function's invocations can be logged by CloudTrail for operational and
risk auditing, governance, and compliance. Visit the CloudTrail console to get
started.
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Once done you need to save the changes using the Save button as shown here:

Throttle

H Qualifiers ¥ H Actions ¥ Select a test even

=3

ARl -

Now, if you click Test button, it will ask for a test event.You can pass a sample test event as

follows:

The test event created is as shown here:

Configure test event

X

A function can have up to 10 test events. The events are persisted so you can switch to another computer or web browser
and test your function with the same events.

Create new test event

© Edit saved test events

Saved Test Event

ab

VoW om

Now, save
function:

"key3™: "wvalue3™,
"key2™: "walue2",
"keyl™: "wvaluel”

the test event and click the test button to see the execution of AWS

Execution result: succeeded (logs) X

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your function.

"Lambda test”

Summary

Code SHA-256 11hfhl8hpgXyYJurBy1jdAn6penH1+OgFjA3MKkDMuwg= Request ID bc2fe937-6d39-11e8-918e-5b84e36f4e75
Duration 10.84 ms Billed duration 100 ms

Resources configured 256 MB Max memory used 19 MB

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group corresponding to this Lambda
function. Click here to view the CloudWatch log group.

START ReguestId: bc2fe937-5d39-11e8-918e-5b84e36F4e75 Version: SLATEST

2018-06-11T@5:38:57.479Z DC272937-6039-118-9182-5bB4236F4e75 valuel

2015-05-11T@5:35:57.4797 be2fe937-6039-118-918e- 5hB4e36F4e75 valuel

2018-85-11T@5:38:57.4797 Dc2e937-5039-11e8-918e- 5hB4e36F4e75 value3

END RequestId: bc2fe937-5d39-11=8-918e-5b84e36F4275

REPORT RequestId: bc2fe937-6d39-11e8-918e-5b8423674e75 Duration: 10.84 ms Billed Durztion: 100 ms Memory Size: 256 MB Max Memery
Used: 19 MB

Lambda
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The code for index.js is as follows:

exports.lambdahandler = (event, context, callback) => {
// TODO implement
console.log(event.keyl);
console.log(event.key2);
console.log(event.key3);

callback(null, 'Lambda test');
}s

Note that callback function is called when there is error or success. If success, you can see
Lambda tes will get displayed.

Monitoring

Select the monitoring tab to view the execution details of Lambda function. The graphs show
the details of the execution time, errors occured etc.

Invocations Last 24 hours ¥ Duration Last 24 hours ¥
Jump to Metrics [4 Jump to Logs [4 Jump to Metrics [4 Jump to Logs [
8 30
25
6
20
4 15
10
2
0 0 JL
11 Jun 11 Jun
Count Max Milliseconds

Avg Milliseconds
Min Milliseconds
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You can also view the logs in Cloudwatch. For this, go to AWS services and select cloudwatch
as shown:

Management Tools
CloudwWatch
AWS Auto Scaling
CloudFormation
CloudTrail
Config
OpsWorks
Service Catalog
Systems Manager
Trusted Advisor
Managed Services

Now, select logs from left side and enter your function name in the filter:

CloudWatch > Log Groups » J/aws/ambda/myfirstiambdafunction > 2018/06/11/[$LATEST]39¢c2f78fTb97410fbcf4815b85a88615

Expand all @ Row Text | & L=
Filter events all  2018-06-10 (05:43:42) ~
Time (UTC +00:00) Message
2018-06-11
No older events found at the moment. Retry o

v 054342 START Requestld: 66549591-6d3a-11e8-8b83-59833db52bbd Version: $LATEST
START RequestId: 6654959f-6d3a-11e8-8b83-89833db52bbd Version: $LATEST
v D943:42 2018-06-11T05:43:42.9497 66549591-6d3a-11e8-5083-89833db52bbd valuel
2018-06-11T05:43:42,9497 £654959F-6d3a-11e8-8b83-89833dbS52bbd valuel
v 054342 2018-06-11T05:43:42.950Z 665495597-6d3a-11e8-8b83-89833db52bbd value2
2018-96-11T05:43:42,9582 £654959F-6d3a-11e5-8b83-89833db52bbd valuel
v 054342 2018-06-11T05:43:42 9507 6654955f-6d3a-11e8-5b83-89633db52bbd value3
2018-06-11T85:43:42.9587 £654359F-6d3a-11e5-8b83-89833db52bbd value3

* 054342 END Requestld: 66549591-6d3a-11e8-8b83-89833db52bbd

END RequestId: 6654959f-6d3a-11e8-8b83-89833db52bbd
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4. AWS Lambda — Building the Lambda function

AWS Lambda function executes a code when it is invoked. This chapter discusses all these
steps involved in the life cycle of AWS Lambda function in detail.

Steps for Building a Lambda function

The lifecycle of Lambda function includes four necessary steps:

e Authoring

e Deploying

e Monitoring

e Troubleshooting

Authoring Lambda Code
AWS Lambda function code can be written in following languages:
e NodelS
e Java,
e Python
o C#
o Go.

We can write code for AWS Lambda using the AWS console, AWS CLI, from Eclipse IDE, from
Visual Studio IDE, serverless framework etc.
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The following table shows a list of languages and the different tools and IDE that can be used
to write the Lambda function:

Language Tools and IDE for Authoring Lambda Code
NodelS AWS Lambda Console
Visual Studio IDE
Java Eclipse IDE
Python AWS Lambda Console
C# Visual Studio IDE
.NET core
Go AWS Lambda Console
Deploying Lambda Code

Once you decide the language you want to write the Lambda function, there are two ways to
deploy the code:

e Directly write the code in AWS console

e Zip or jar the files with all the files and dependencies

However, remember that proper permission has to given to be given to the zip file .

Testing Lambda Code

Lambda Code can be tested for events inside the AWS Lambda console. It is also possible to
test the Lambda function from the AWS cli and serverless cli. AWS console has also event
data which can be used as sample events while testing AWS Lambda function.
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Monitoring Lambda function

Monitoring of Lambda function can be done using the AWS CloudWatch. We can add necessary
log messages in languages we choose and see the same in AWS CloudWatch.

To start writing Lambda function, there is pattern to be followed. The following are the main
core concepts to be followed for writing a Lambda function:

Handler

Handler is a name of the AWS lambda function from where the execution starts. It appears in
AWS console as shown below:

Runtime Handler Info

Node.js 6.10 v //Wndle.-

LA

Tools  Window A8

index.js

exports.handIEr = (event, context, callback) => {  The name inindex.jsand in handler has to
N match as shown by the arrow

callback(null, 'Lambda test");

¥l

Notice that here we have changed the default handler to another name and updated the same
in the Handler:

Runtime Handler Info

Mode.js 6.10 v index.lambdahandler

/

ols  Window

index.js X
exports.lambdshandler = (event, context, callback) => {
implement
callback{null, 'Lambda test');

il

Note that the way a handler is called differs from the languages selected as runtime.
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Params passed to handler

If you observe the handler function, the params passed are event, context and callback

function as shown below:

Runtime Handler Info

Node.js 6.10 v //ﬂd_e"/-mndlm-

Tools  Window

L¥]
[ & ]

index.js
exports.handIfr = (event, context, callback) => {  The name inindex.js and in handler has to
callback(null, 'Lambda test'); match as shown by the arrow

bl

Event parameter has all the details for the trigger used.

Context parameter basically takes care of runtime details for the Lambda function to execute.
We can interact with the Lambda function using the context param. It has the details like
the time left before AWS Lambda terminates a function i.e, timeout specified while creating

Lambda function, name of the Lambda function, cloudwatch group name, arn details etc.
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Example

Let us understand the details obtained from AWS Lambda context object with the help of an
example:

exports.lambdahandler = (event, context, callback) => {
// TODO implement
console.log("context object details");
console.log(JSON.stringify(context));
callback(null, 'Lambda test');

};

When you execute the Lambda function shown above, you can see the following output:

Output
Summary
Code SHA-256 o/ 7UwS+TM91gh3LSmHAaoLFveceD2NHToe9VIEtuuHE Request ID c931e21c-5bf3-11e8-acfe-47fdbb3%eea9
Duration 37.04 ms Billed duration 100 ms
Resources configured 128 MB Max memory used 19 MB
Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group correspending te this Lambda function. Click here to
view the CloudWatch log group.

START ReguestId: c231e2lc-5bf3-1led-acfe-47fdbb3%eesd Version: SLATEST
5:24.8577 €931e21c-5bF3-11e8-a
5: 24,8581 €931e21c-5bf3-11e8-a

EmptyEventloop":

context object details

ue, "logGroupName lambda/myfirstlambdafunction™,"logStreamlame":"2818/85/26/ [SLATEST]84F17eedff7048d5bblfedffaaBarcil", "

TES nvokeid”:"c931e21c-5bf3-11e8-acfe-

ambdafunction”, "memoryLimitIn:

128" ,"functionVersi

questId”:"c931e21c-5bf3-1 "invokedFunctionArn

47fdbb39eeed”, le8-acfe-47fdbb3%eeced”,
EMND ReguestId: ¢ e21c-5bf3-11e8-acfe-47fdbb3%eeed
REPORT ReguestId: c931e2lc-5bf

n:aws:lambda:us-east-1:625297745838: function:myfirstlambdafunction”}

3-11ed-acfe-47fdob3%esed Duration: 37.84 ms Billed Duration: 188 ms Memory Size: 128 MB Max Memory Used: 19 MB

The context details are given as follows:

{"callbackWaitsForEmptyEventLoop":true, "logGroupName":"/aws/lambda/myfirstlambdafu
nction","logStreamName":"2018/05/20/[ $LATEST]04f17ee4ff7048d5bblfedffaag807c71","fu
nctionName":"myfirstlambdafunction”, "memoryLimitInMB":"128","functionVersion":"$LA
TEST","invokeid":"c931e21c-5bf3-11e8-acfe-47fdbb39eee9", "awsRequestId":"c931e2lc-
5bf3-11e8-acfe-47fdbb39eee9"”, "invokedFunctionArn":"arn:aws:lambda:us-east-
1:625297745038: function:myfirstlambdafunction"}

Observe that it has details like functionName, memorylimit, requestId etc.

Logging
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The logs added inside the Lambda function are displayed in AWS CloudWatch when the AWS
function executes. The logs syntax will vary from the langauge selected. For example in
nodejs, it is console.log.

This is the output you can see in AWS CloudWatch:

CloudWatch > Log Groups » faws/lambda/myfirstiambdafunction > 2018/05/20/[$LATEST]04f17ee4ff7048d5bb1fedffaa807c71

Expand all @
Filter events all <
Time (UTC +00:00) Message
2018-05-20
No older events found at the moment. Retry.
060524 START Requestld: c931e21c-5bf3-11e8-acfe-47fdbb39eee9 Version: SLATEST
v 060524 2018-05-20T06:05:24.85TZ c931e21c-5bf3-11e8-acfe-47idbb39eee9 context object details
2018-85-28TR6:B5:24.8577 c931edlc-5bf3-11eE-acfe-47fdbb3%eeed context object details
v 06:05:24 2018-05-20T06:05:24.858Z c931e21c-5bf3-11e8-acfe-47fdbb39eee9 {"callbackWaitsForEmptyEveniLoop

2818-85-208T@6:85:24.8587 c931eZlc-5bf3-11eB-acfe-47fdbb3i%eeced

"callbackWaitsForEmptyEventLoop”: true,

"logGrouphame”: "/aws/lambda/myfirstlambdafunction”,

"logStreamiame”™: "2@18/85/28/ [SLATEST]@4f17eedff7048d5bblfedffaadavcil",

"functionName": "myfirstlambdafunction”,

"memoryLimitInMB": "128",

"functionVersion": "$LATEST",

"invokeid™: "c931e2lc-Sbf3-11ed-acfe-47fdbb3%eeed”,

"awsRequestId”: "c931le2lc-5bf3-1le8-acfe-47fdbb39eee9”,

"invokedFunctionArn™: "arn:aws:lambda:us-east-1:625297745838: function:myfirstlambdafunction™

Error Handling

AWS Lambda function provides a callback function which is used to notify to the Lambda
function that an error or success has happened. Note that here we have used nodejs as the
runtime. The error handling will differ as per the language selected.

Observe the example given here for abetter understanding:

exports.lambdahandler = (event, context, callback) => {
// TODO implement
var error = new Error("There is error in code");

callback(error);

}s
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Output

When you test the Lambda code, you can find the output as shown below:

Execution result: failed (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your function.

{
"errorMessage”: "There is error in code”,
"errorType™: "Error”®,
"stackTrace": [
"exports.lambdshandler (/var/task/index.js:3:16)"
]
T

The log details as follows:

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group corresponding to this Lambda functien. Click here ta
view the CloudWatch log group.

START Requestld: 9d208018d-5bf7-11e8-872e-ad422717381F Version: SLATEST

2018-85-20T06:32:48.9377 9d20012d-5bF7-11e8-872e-ad422717381F {"errorMessage"”:"There is error in code","errorType”:"Error","stackTrace":
["exports.lambdahandler (/var/task/index.js:3:16)"1}

END RequestId: 9d2081ed-5bf7-1le3-372e-ad422717381F

REPORT RequestId: 9d28818d-5bf7-11e8-572e-ad422717381F Duration: 196.98 ms Billed Duration: 288 ms Memory Size: 128 ME Max Memory Used: 19 MB
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Nodejs is one of the languages that AWS Lambda function supports. The version supported
with nodejs are v6.10 and v8.10. In this chapter, we will learn about various functionalities
of AWS Lambda function in NODEJS in detail.

Handler in NodeJS

To write AWS Lambda function in nodejs, we should first declare a handler first. The handler
in nodejs is name of the file and the name of the export function. For example, the name of
the file is index.js and the export function name is lambdahandler, so its corresponding
handler is index.lambdahandler

Observe a sample handler shown here:

exports.lambdahandler = function(event, context, callback) { //code goes here}

Params to Handler

Handler is the main core for building Lambda function. The handler takes three params:
event, context and callback.

Event Parameter
It has all the details of the event triggered. For example, if we are using Lambda function to
be triggered on S3, the event will have details of the S3 object.

Context Parameter
It has the details of the context such as the properties and configuration details of the Lambda
function.

Callback Function
It helps in giving details back to the caller. The structure of callback looks as follows:

callback(error, result);

The parameters of callback function are explained given below:

Error: This will have details if any error has occurred during the execution of Lambda function.
If the Lambda function succeeds, null can be passed as the first param for callback function.

Result: This will give the details of the successful execution of the lambda function. If an
error occurrs, the result param is ignored.

Note: It is not mandatory to use the callback function in AWS Lambda. In case if there is no
callback function, the handler will return it as null.
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The valid callback signatures are given below:

callback(); // It will return success , but no indication to the caller
callback(null); // It will return success, but no indication to the caller
callback(null, "success"); // It will return the success indication to the caller

callback(error); // It will return the error indication to the caller

Whenever AWS Lambda gets executed the callback details such as error or success, are logged
in AWS CloudWatch along with console messages, if any.

Working with AWS Lambda in Nodejs8.10

Let us understand how to work with AWS Lambda in nodejs8.10 and invoke the function in
sync and async way.

Invoking Lambda Function in Sync Way

The following example gives you an idea about invoking Lambda function in sync way:

exports.handler = function(event, context, callback) {
let arrItems = [4,5,6,8,9,10,35,70,80,31];
function countevennumbers (items) {
return new Promise(resolve => {
setTimeout (() => {
let a = 0;
for (var i in items) {

if (items[i] % 2 == @) {

a++;
}
}
resolve(a);
}, 2000);
1)
}

let evennumber = countevennumbers(arrItems);

callback(null, 'even numbers equals ='+evennumber);};
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You can observe the following output after testing this code in AWS console:

avennumbperscount | Throttle || Qualifies

@ Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your function.

"even numbers equals =[object Promise]"

Note that the output from the above code is a promise object. It does not give the count, as
the count is incremented inside a setTimeout and the function call does not wait for the
execution inside setTimeout and returns the promise object.

If we had async/await on the handler function will get exact output of from the lambda
function.

Invoking the Handler in an Async Way

The following example gives you an idea about invoking Lambda function in an async way:

exports.handler = async function(event, context, callback) {
let arrItems = [4,5,6,8,9,10,35,70,80,31];
function countevennumbers (items) {
return new Promise(resolve => {
setTimeout (() => {
let a = 0;
for (var i in items) {

if (items[i] % 2 == @) {

a++;
}
}
resolve(a);
}, 2000);
})s
}

let evennumber = await countevennumbers(arrItems);

callback(null, 'even numbers equals ='+evennumber);

}s
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We have added async and await in above code. When we use await beside the function
call, the execution pauses till the promise inside the function gets resolved. Note that await
is valid only for async functions.

You can observe the following output after testing this code in AWS console:

avennumberscount | Throttle || Qualifie

© Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your function.

"even numbers equals =&"

Context Details in NodeJS

Context object gives details such as the name of the Lambda function, time remaining in
milliseconds, request id, cloudwatch group name, timeout details etc.

The following tables shows the list of methods and attributes available with context object:

Method available for context object

Method Name Description

getRemainingTimelnMillis() This method gives the remaining time in
milliseconds until the Lambda function
terminates the function

Attributes available for context object

Attribute name Description
functionName This gives AWS Lambda function name
functionVersion This gives the version of AWS Lambda

function executing

invokedFunctionArn This will gives ARN details.

memoryLimitInMB This shows the memory limit added while
creating Lambda function
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awsRequestld This gives the AWS request id.

logGroupName This will give the name of the cloudwatch
group name

logStreamName This will give the name of the cloudwatch log
stream name where the logs are written.

identity This will give details about amazon cognito

identity provider when used with aws mobile
sdk.

Details given are as follows:
identity.cognito_identity_id
identity.cognito_identity_pool_id

clientContext

This will details of the client application when
used with aws mobile sdk.The details given
are as follows:

client_context.client.installation_id
client_context.client.app_title
client_context.client.app_version_name
client_context.client.app_version_code
client_context.client.app_package_name

client_context.custom - it has dict of custom
values from the mobile client app

client_context.env - it has environment
details from the AWS Mobile SDK

Look at the following example to get a better idea about context object:

exports.handler = (event, context, callback) => {

// TODO implement

console.log('Remaining time =>', context.getRemainingTimeInMillis());
console.log('functionName =>', context.functionName);
console.log('AWSrequestID =>', context.awsRequestId);
console.log('logGroupName =>", context.log group_name);
console.log('logStreamName =>', context.log stream_name);

console.log('clientContext =>", context.clientContext);
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callback(null, 'Name of aws Lambda is=>'+context.functionName);

}s

You can observe the following output after testing this code in AWS console:

Execution result: succeeded (logs) X

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your function.

"Mame of aws Lambds is=»lambdancdejs”

You can observe the following log output after testing this code in AWS console:

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group corresponding to

this Lambda function. Click here to UM'H{|h|‘{|UIH|UTder1h}[|["Iu]“
STERT Requestld: bl%228%c-8448-11=B-5dab-808d7 I488a4% Yersion: SLATEST
2818-06-11T67:11: 42,5822 E152295¢ -6046- 118 - 0085 - Sd0d T34 ERaF S Bemaining bime =» 2040

2R18-DE-11THT: Sdas-5ddTI488af5 FunctionMame =3 lambdanodeds

E152295%c -6odi-11e8-9das-Bdad FI4 B8 af 5 AkSreguestll =F B1SZ250c-Gd4E-11a8-2da0- Bdld ! S408s 1S

E152295¢ -6

JB1E-BL-11TE80 12
2B18-86-11T87:1)

-9das A7 34EEaTS logGroupMane = und

ZR1E-B5-11TE7:11: E1523195¢C 8-3das dT3488aF5 logStreanbans => unde imed

B1B-B6-11TA7:11:42. 5631 b152295c Jon5-Edad T I4BEafS cliemtContext =¥ undefined

END RequestId: bl52205C-6046-11e8-0das-808¢73485af5

REPORT ReguestId: bl52295c-604E-11e8-9daS-EdBd7348E8aFS Duration: @.86 ms 8illed Duration: 188 ms Memory Size: 128
il Max Memory Used; 19 MO

Logging in NodeJS

We can use console.log for logging in NodelS.The log details can be fetched from CloudWatch
service against the Lambda function.

Observe the following example for a better understanding:

exports.handler = (event, context, callback) => {
// TODO implement
console.log('Logging for AWS Lamnda in NodelS');

callback(null, 'Name of aws Lambda is=>'+context.functionName);

}s
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You can observe the following output after testing this code in AWS console:

Log output
The area below shows the legging calls in your code. These correspond to a single row within the CloudWatch log group corresponding to
this Lambda function. Click here to view the CloudWatch log group,

START Requestld: 35f2déaf-Gd48-11=B-b5d1-E3aaB7876abb Wersion: ILATEST

| 2ELS-RE-11TRT:22: 34, TTED ISFRIEaF- 6348112805401 - E3aa87RT 6abb Logging for AWS Lamnda in ModelS

E END RequestId: 35f2déaf-Gdd8-11=8-b5d1-E3aaiT07Eabb

| REPOAT ReguestTo: 35F2d6af-6048-11e5-b5dl-33aaf7a76abb Duratlon: 26.59 ms Billed Duratlon: 198 ms Mempry Slze: 128
E [ ] Max Memory Used: 19 8

e e e e e B L B e B e  a  aaaal

You can observe the following screenshot from CloudWatch:

ClowdWatch *  Log Groups *  /awsdambdaliambdanode)s » 201 806/M11$LATEST)E2e4121 a4 148040431 ch99d 48 1 b

Expand all & How Teet o & e
Filter events all  2015-06-10 (07.22 34) -
Time (UTC +00:00) Message
2018-405-1
Ne older events found ai the mament. Retry.
* 0722 START Requeslid. 35205aH5048-11e8-05d01-83aa0TO76abb Version. BLATEST

START BeguestId: 35F2d6af-6di48-11eB-b5dl-832a8T07Eabb Version: FLATEST

* 072234 201 8-06-11TOT-22:34 TTAZ 35f2d6af-6d458-11e8-b5d1-83a38T0TEabb Logging for AWS Lamnda in ModelS

2B1B-BE-11TB7: 22: 34, 778 35f2obaf-56048-11eE-b5cdl-E3aaST@Teabh Logging for AWS Lamnda in Model5

L L END Requestid” 3572 063r-5045-1128-h501-A3338707 6abh
END MequestTd: ISFId6a+-Go4E-11e8-h5d1-230a8T0TS5ak0
* 0722 REPORT Requesid: 35r2dsal-6d49-11e8-b5d1-02a307076abb Duration: 26.54 ms Billed Duration. 100 ms Mem

REPOAT RequestId: 35F2d6af- 6oE-11e8-05d1-83aa8T7876abl Duration: 26.51 ms Billed Duration: 188 ms Memory Sire: 1B WE Max Fewory Used:
1% MB

O mewer evends found al Me mament. Relry.

65



AWS Lambda

Error Handling in NodeJS

Let us understand how error notification is done in NodelS. Observe the following code:

exports.handler = function(event, context, callback) {
// This example code only throws error.
var error = new Error("something is wrong");

callback(error);

Execution result: failed (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your function.

verrorMezsage”: “something iz wrong”,
"errorType": "Error",
"stackTrace™: [

"exports.handler {/var/task/index.js:2:17)"
1

You can observe the following in the log output:

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group corresponding to

this Lambda function. Click here to view the CloudWatch log group.

START ReguestId: 1f98d5d9-6d49-11e8-9ef9-35413c6562cd Version: $LATEST

2818-95-11T@7:29:86.838Z 1f98d5d9-56d49-11e8-9ef9-39413c6562cd {"errorMessage":"something is
wrong", "errorType™:"Error”, "stackTrace™: ["exports.handler (/var/task/index.js:2:17)"1%

END RequestId: 1f98d5d9-6d49-11e3-9ef9-39413c6562cd

REPORT RequestId: 1¥98d5d9-6dd9-11e8-92F9-38413c6562cd Duration: 56.65 ms Billed Duraticn: 188 ms Memory Size: 128

MB Max Memory Used: 19 MB

The error details are given in the callback as follows:
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{
"errorMessage": "something is wrong",
"errorType": "Error",
"stackTrace": [ "exports.handler (/var/task/index.js:2:17)" ] }
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6. AWS Lambda Function in Java

In this chapter, let us understand in detail how to create a simple AWS Lambda function in
Java in detail.

Creating JAR file in Eclipse

Before proceeding to work on creating a lambda function in AWS, we need AWS toolkit support
for Eclipse. For any guidance on installation of the same, you can refer to the Environment
Setup chapter in this tutorial.

Once you are done with installation, follow the steps given here:
Step 1

Open Eclipse IDE and create a new project with AWS Lambda Java Project. Observe the
screenshot given below for better understanding:

Select a wizard F{:-

Wizards:
| type filter text |

(& Class -
& Interface
2% Java Project
4 Java Project from Existing Ant Buildfile
@ Plug-in Project
[ = General
4 [= AWS
ﬁ AWS Java Project
ﬁ AWS Java Web Project
€% AWS Lambda Function
I AWS Lambda Java Project
‘ AWS Serverless Java Project -

@ <Back || Nea> |[ Finish |[  Cancel
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Step 2

Once you select Next, it will redirect you the screen shown below:

78] New AWS Lambda Maven Project @ =

Create a new AWS Lambda Java project aWS

Create a new AWS Lambda Java project in the workspace

Project name:  HelloWorld

Maven configuration

Group ID: com.amazenaws.lambda
Artifact ID: demo
Version: 1.0.0

Package name: com.amazonaws.lambda.demo

Lambda Function Handler
Each Lambda function must specify a handler class which the service will use as the entry point to begin execution. Learn
more about Lambda Java function handler.

Class Mame: LambdaFunctionHandler
Input Type: Custom -
A hello world Lambda function.
Preview:
import com.amazonaws.services.lambda.runtime.Context; 0
import com.amazonaws.services.lambda.runtime.RequestHandler;
public class LambdaFuncticnHandler implements RequestHandler<Object, Strings» {
@override
public String handleRequest(Object input, Context context) {
context.getlogger().log("Input: " + input); 3
// TODO: implement your handler
return "Hello from Lambda!™;
b
} 4

[V] Show README auide after creatina the proiect

?) Next > [ Finsh ][ cancel
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Now, a default code is created for Input Type Custom. Once you click Finish button the
project gets created as shown below:

@) eclipse-workspace - HelIaWorld.a"src}mairujavakomfamazonawsﬂambda!demo,"LambdaFunrt\DnHandIEr.java - Eclipse

File Edit Source Refactor
N-ERIP S
[ Project Explorer &2

4 22 HelloWorld
» [ src/mainfjava

Navigate

> (% src/main/resources
s [ srcftest/java
» [ sroitest/resources

> B JRE System Library [jrel 8.0 144]

> [ sre

» [= target
[ pomxml
README.html

Step 4

Search Project Run  Window Help
§Mi®-iDin|>um

BES|e ¥= 0

] 3. G __|_:.."T5?5

[J] LambdaFunctionHandler java 2

1 package com.amazonaws.lambda.demo;

MERADEA" R DR SRS Re=R0 R g1 EV- S5

3 3% import com,amazenaws.seryices.lambda. runtime.Context;[]
5

41 6 public class LambdaFuncticnHandler implements RegquestHandler<Object, String» {
7

@override

public String handleRequest({Object input, Context context) {

context.getlogger().log("Input:

// TODO: implement your handler

return "Hello from Lambda!";

"+ input);

Now, right click your project and export it.Select Java / JAR file from the Export wizard

and click Next.

E eclipse-workspace - HelloWorld/src/main/jaualcn

lambdafdemnsl

ctinnHandleriava - Felinse

File Edit Source Refactor MNavigate S
il P A RDE MG
L 5 v ¥ 0w ) v

Ii5 Project Explorer 53 = O

4 [£2 HelloWorld

> (B sre/main/java

> [# sre/main/resources

s [ sro/test/java

> [ src/test/resources

> B\ Maven Dependencies

> B JRE System Library [JavaSE-1.8]

> B2 sre

- [= target
[ pormxml
README.html

22 HelloWorld

ﬂ Export

Select

Export resources into a JAR file on the local file systerm.

Select an export wizard:

type filter text

> [ General
. = EB
¢ = Install
4 [ Java
0 JAR file
2] Javadoc
¢ Runnable JAR file
» = Java EE
» [ Plug-in Development
(= Remote Systems
» [= Run/Debug
» = Tasks
¢ = Team
o > Web
= Weh Senvices

»

m

= B X

|

TRETS

> ) Amazen EC2

> & AWS CodeDeploy
I AWS Lambda

i ‘ Amazon 53

> s Amazon 5Q5

TEISE V@R

Quick Access = |

5= Outline 52 [§] TaskLit = O
C Bw e -

£ com.amazonaws.lambda.demo

4 @ LambdaFunctionHandler
@ handleRequest(Object, Cor
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Step 5

Now, if you click Next, you will be prompted save the file in the destination folder which will
be asked when you click on next.

Once the file is saved, go back to AWS Console and create the AWS Lambda function for Java.

Author from scratch info

Name

helowithjava

Runtime
Java 8 v
Role
Defines the permissions of your function. Note that new roles may not be available for a few minutes after
creation. Learn more about Lambda execution roles.
Choose an existing role v

Existing role
You may use an existing role with this function. Note that the role must be assumable by Lambda and

must loudwatch Logs permissions.
lambdaapipolicy v
Step 6

Now, upload the .jar file that we created using the Upload button as shown in the screenshot
given below:

Function code info

Code entry type Runtime Handler Info

Upload a .ZIP or JARfile ¥ Java 8 v com.amazonaws.lambda.dem

Function package*

[t Upload hellolambda.jar (27.9 kB)

or files larger than 10 MB, consider uploading via 53.
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Handler Details for Java

Handler is package name and class name. Look at the following example to understand
handler in detail:

Example

package com.amazonaws.lambda.demo;

import com.amazonaws.services.lambda.runtime.Context;

import com.amazonaws.services.lambda.runtime.RequestHandler;

public class LambdaFunctionHandler implements RequestHandler<Object, String> {
@Override
public String handleRequest(Object input, Context context) {

context.getlLogger().log("Input: + input);

// TODO: implement your handler

return "Hello from Lambda!";

Observe that from the above code, the handler will be
com.amazonaws.lambda.demo.LambdaFunctionHandler

Now, let us test the changes and see the output:

®@ Execution result: succeeded (lLogs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your function.

"Hello from Lambda!"

Log output
The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group
corresponding to this Lambda function. Click hera to view the CloudWatch log group.

START ReguestId: b5611b16-5d8a-11e28-3ea5-f75303844dda Version: ELATEST
Input: {key3=value3d, key2=value2, keyl=valuel}END RequestId: b5611bl6-5d8a-1led-geab-f75383844dda
REPORT RequestId: b5611bl6-5d8a-11e8-aea5-f75303844dda Duration: 58.87 ms Billed Duraticn: 188 ms Memory

Size: 512 MB Max Memory Used: 42 MB
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AWS Lambda

Interaction with AWS Lambda execution is done using the context. It provides following

methods to be used inside Java:

Context Methods

Description

getMemoryLimitInMB()

this will give the memory limit you specified
while creating lambda function.

getFunctionName()

this will give the name of the lambda
function.

getFunctionVersion()

this will give the version of the lambda
function running.

getInvokedFunctionArn()

this will give the ARN used to invoke the
function.

getAwsRequestId() this will give the aws request id.This id gets
created for the lambda function and it is
unique.The id can be used with aws support
incase if you face any issues.

getLogGroupName() this will give the aws cloudwatch group name

linked with aws lambda function created.It
will be null if the iam user is not having
permission for cloudwatch logging.

getClientContext()

this will give details about the app and device
when used with aws mobile sdk .It will give
details like version name and code, client id,
title , app package name.It can be null.

getldentity()

this will give details about the amazon
cognito identity when used with aws mobile
sdk.It can be null.

getRemainingTimeInMillis()

this will give the remaining time execution in
milliseconds when the function is terminated
after the specified timeout.
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getLogger() this will give the lambda logger linked with
the context object.

Now, let us update the code given above and observe the output for some of the methods
listed above. Observe the example code given below for a better understanding:

package com.amazonaws.lambda.demo;

import com.amazonaws.services.lambda.runtime.Context;

import com.amazonaws.services.lambda.runtime.RequestHandler;

public class LambdaFunctionHandler implements RequestHandler<Object, String> {

@Override

public String handleRequest(Object input, Context context) {

context.getlLogger().log("Input: " + input);

System.out.println("AWS Lambda function name: +

context.getFunctionName());

System.out.println("Memory Allocated: + context.getMemoryLimitInMB());

System.out.println("Time remaining in milliseconds: +

context.getRemainingTimeInMillis());

System.out.println("Cloudwatch group name " + context.getLogGroupName());
System.out.println("AWS Lambda Request Id " + context.getAwsRequestId());
// TODO: implement your handler

return "Hello from Lambda!";

}

Once you run the code given above, you can find the output as given below:

Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your
function.

"Hello from Lambda!"
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Logs for context

You can observe the following output when you are viewing your log output:

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log
group corresponding to this Lambda function. Click here to view the CloudWatch log group.

START RegquestId: 7518574f-5e3f-11e8-81lcd-5f508a114F165 Version: $LATEST

Input: {key3=value3d, key2=valuel, keyl=valusl}Ak5 Lambdz function name: helowithjava

Memory Allocated: 512

Time remaining in milliseconds: 24961

Cloudwatch group name faws/lambda/helowithjava

AWS Lambda Reguest Id 7518574f-5e3f-1le8-81cd-5f58al114F165

EMD RequestId: 751B574f-Se3f-11e3-8lcd-5f58a114F165

REPORT RequestId: 7518574F-5e3f-11e8-81lcd-5F508114F165 Duration: 54.88 ms Billed Duration: 188 ms

Memory Size: 512 MB Max Memory Used: 35 MB

The memory allocated for the Lambda function is 512MB.The time allocated is 25 seconds.
The time remaining as displayed above is 24961, which is in milliseconds. So 25000 - 24961
which equals to 39 milliseconds is used for the execution of the Lambda function. Note that
Cloudwatch group name and request id are also displayed as shown above.

Note that we have used the following command to print logs in Java:

System.out.println (“log message”)

The same is available in CloudWatch. For this ,go to AWS services, select CloudWatch
services and click Logs.
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Now, if you select the Lambda function, it will display the logs date wise as shown below:

CloudWatch > Log Groups » J/awsfllambda/helowithjava > 2018/05/23/[$LATEST]e569bdf19adadcc 88764 16e7da2563

Expandall @ Row Text = 1 2]
Filter events all 30s 5m 1h &h 1d 1w custom -
Time (UTC +00:00) Message
2018-05-23

Mo older evenis found af the moment. Retry.
v  D412:08 START Requestld: 7518574f-5e3f-11e8-81cd-5f50a1141165 Version: $LATEST

START ReguestId: 7518574f-5e3f-11e8-81lcd-5f5@al14F165 Version: $LATEST

* 04:12:08 Input: {key3=value3, key2=value2, key1=valuel}
Input: {key3=value3, key2-valuel?, keyl=valuel}

+ 04:12:08 AWS Lambda function name: helowithjava

AWS Lambda function name: helowithjava

v 04:12:08 Memory Allocated: 512

Memory Allocated: 512

* 04:12:08 Time remaining in milliseconds: 24961

Time remzining in milliseconds: 24961

* 04:12:08 Cloudwatch group name /faws/lambda/helowithjava
Cloudwatch group name /aws/lambda/helowithjava

- 04:12:08 AWS Lambda Request Id 7518574f-5e3f-11e8-81cd-5f50a1141M65

AWS Lambda Request Id 7518574f-5e3f-11e8-8lcd-5f58all4f1e>

Logging in Java

You can also use Lambdalogger in Java to log the data. Observe the following example that
shows the same:

Example

package com.amazonaws.lambda.demo;

import com.amazonaws.services.lambda.runtime.Context;

import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;

public class LambdaFunctionHandler implements RequestHandler<Object, String> {

@Override
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public String handleRequest(Object input, Context context) {
LambdaLogger logger = context.getlLogger();

logger.log("Input: + input);

logger.log("AWS Lambda function name: + context.getFunctionName()+"\n");

logger.log("Memory Allocated: + context.getMemoryLimitInMB()+"\n");

logger.log("Time remaining in milliseconds: +
context.getRemainingTimeInMillis()+"\n");

logger.log("Cloudwatch group name " + context.getLogGroupName()+"\n");
logger.log("AWS Lambda Request Id " + context.getAwsRequestId()+"\n");
// TODO: implement your handler

return "Hello from Lambda!";

The code shown above will give you the following output:
¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your
function.

"Hello from Lambdal”

Summary

Code SHA-256 dmkplsnKUaiAbS fva73fRj+UmYV7r 1 BequdEtdb5ZL S0 = 62d%e665-5e42-11e8-bbd0-
fd1fbefcB406

Duration 44.28 ms Billed duration 100 ms

Resources configured 512 MB Max memory used 34 MB

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log
group corresponding to this Lambda function. Click here to view the CloudWatch log group.

START ReguestId: 62d9e665-5e42-11e8-bbd@-fdlfbefcB4@6 Version: SLATEST

Input: {key3=value3d, key2=value?, keyl=valuel}AWS Lambda function name: helowithjava

Memory Allocated: 512

Time remgining in milliseconds: 24972

Cloudwatch group name /faws/lambda/helowithjava

A5 Lambda Reguest Id 62d9e665-5e42-11e8-bbdé-fdlfbercidan

EMD RegquestId: 62d9%e655-5e42-11e3-bbdd-fdlfbefci486

REPORT RequestId: 62d9ef85-5e42-11e8-bbdd-fdlfbefcB4@6 Duration: 44,28 ms Billed Duration: 188 ms

Memory Size: 512 MB Max Memory Used: 34 MEB
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The output in CloudWatch will be as shown below:

CloudWatch > Log Groups > faws/lambda/helowithjava >
2018/05/23/[5LATEST]E775ed427758e48c5b91dc34d3055a4as

Expandall @ Row Text C- R - 2]
Filter events all 30s 5m 1h 6&h 1d 1w custom -
Time (UTC +00:00) Message
2018-05-23

No older events found at the moment. Retry.
* 04:33:06 START Requestld: 62d9e665-5e42-11e8-bbd0-fd1fbefc6406 Version: SLATEST

START RequestId: 62d%e665-5e42-11e8-bbd@-fdlfbefcB8486 Version: $LATEST

*  (04:33:06 Input: {key3=value3, key2=value2, keyli=value1}
Input: {key3=value3, key2=valuel, keyl=valuel}

- 04:33:06 AWS Lambda function name: helowithjava

A5 Lambda function mame: helowithjawva

* 04:33:06 Memory Allocated: 512

Memory Allocated: 512

* 04:33:06 Time remaining in milliseconds: 24972

Time remaining in milliseconds: 24972

* 04:33:06 Cloudwatch group name /aws/lambda/helowithjava
Cloudwatch group name /aws/lambda/helowithjava

* 04:33:06 AWS Lambda Request Id 62d9e665-5e42-11e8-bbd0-fd1fbefc 8406

Error handling in Java for Lambda Function

This section will explain how to handle errors in Java for Lambda function. Observe the
following code that shows the same:

package com.amazonaws.lambda.errorhandling;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
public class LambdaFunctionHandler implements RequestHandler<Object, String> {
@Override
public String handleRequest(Object input, Context context) {
throw new RuntimeException("Error from aws lambda");

F}

Note that the error details are displayed in json format with errorMessage Error from AWS
Lambda. Also, the ErrorType and stackTrace gives more details about the error.
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The output and the corresponding log output of the code given above will be as shownin the
following screenshots given below:

Execution result: failed (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your function.

1

"errorMessage”: "Error from aws lambda",

"errerType”: "Jjava.lang.RuntimeException”,

"stackTrace™: [
"com.amazonaws.lambda.errorhandling. LambdaFunctionHandler. handleReguest(LambdaFunctionHandler.java:11)",
"Com.amazonaws.lambda.erroriandling. LambdaFunctionHandler.handleReguest(LambdaFunctionHandler.java:1)”

1

T
Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group corresponding to
this Lambda function. Click here to view the CloudWatch log group.

START ReguestId: 85afaléd-5dée-11le8-bbl4-836cl3ec?244 Version: $LATEST
Error from aws lambda: java.lang.RuntimeException
jave.lang.RuntimeException: Error from aws lambda
at com.amazonaws.lambda.errorhandling. LambdaFunctionHandler.handleRequest{LambdaFunctionHandler.java:1l)

at com.amazonaws.lambda.errorhandling. LambdaFunctionHandler. handleRequest(LambdaFunctionHandler.java:l)
EMD ReguestId: B85afaléd-6dSe-11e3-bbl4-836cl3ecy244

REPORT RequestId: 85afaléd-6dée-11ed-bbl4-836cl3ec7244 Duration: 651.61 ms Billed Duration: 788 ms Memory Size: 512
MB Max Memory Used: 58 MB
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In this chapter, we will create a simple AWS Lambda function in Python and understand its
working concepts following detail.

Before proceeding to work on creating a Lambda function in AWS, we need AWS toolkit
support for Python. For this purpose, follow the steps given below and observe the
corresponding screesnshots attached:

Step 1

Login to AWS console and create Lambda function and select the language as Python.

Author from scratch info

Name

‘ hellowithpyhton ‘

Runtime

‘ Python 3.6 v ‘

Role

Defines the permissions of your function. Note that new roles may not be available for a few minutes after
creation. Learn more about Lambda execution roles.

Choose an existing role v ‘

Existing role
‘¥ou may use an existing role with this function. Note that the role must be assumable by Lambda and
must have Cloudwatch Logs permissions.

‘ lambdaapipolicy v ‘

cne

Step 2
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Now, click Create function button and enter the details for creating a simple AWS Lambda
in Python. This code returns the message Hello from Lambda using Python and looks as

shown here:

- File Edit Find Wiew Goto Tools Window e -c[-
;E, v hellowithpyhton = lambda_function *
£ - )
= £» | lambda_function.py 1 def lambda_handler{event, context):
= 2 # TODO implement
Lﬁ 3 return "Hello from Lambda wsing pyhton’
4
Step 3

Now, save the changes and the test the code to see the output. You should see the following
output and logs when you test it in AWS console using the test button from the UI.

Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution.

"Hello from Lembda using pyhton”

Summary

Code SHA-256 05dk5FgP4X9/GzqGl0S2DFMFEGF RéqaistsFBHCN97E=  fh18c4f4-5edc-11e8-bb21-
21b41594c5ff

Duration 0.77 ms Billed duration 100 ms

Resources configured 128 MB Max memory used 21 MB

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log
group corresponding to this Lambda function. Click here to view the CloudWatch log group.

START RequestId: fblBcdfi-S5edc-11e8-bb21-21b41594c5FF Version: $LATEST
EMD RequestId: fbl8cdf4-Sedc-11e8-bb2l1-21041594c5FF

REPORT RequestId: fblBcdfd-Sedc-11ed-bb2l-21041594c5Ff Duration: @.77 ms Billed Duration: 188 ms
Memory Size: 128 MB Max Memory Used: 21 MB
Step 4
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Now, you can write code inside any editor or an IDE for Python. Here, we are using visual
studio code for writing the code. You should later zip the file and upload in AWS console.

File Edit Selection View Go Debug Tasks Help

ljl EXPLORER

4 OPEN EDITORS

hellopython.py *

hellopython.py
4 TESTPYTHON

ttings,json
hellopythen.py

@ hellopy

CH

TERMINAL 1: Python

Here, we have zipped the code and using it AWS console.

Step 5

Now, select Upload a .ZIP file option as shown below:
Function code info
Code entry type Runtime
Upload a ZIP file v Python 3.6 v

Function package*

[ Upload hellopython.zip (203 bytes)

Handler Details for Python

Handler Info

hellopython.my_handler

Note that the handler has to be name of the file followed by name of the function. In the
above case, our file name is hellopython.py and name of the function is my_handler; so

the handler will be hellopython.my_handler.
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Once the upload is done and changes are saved, it actually shows the details of the zip file in
the online editor in AWS Lambda console. Now, let us test the code to see the output and
logs.

Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution.

"aws lambda in python using zip file"

Summary

Code SHA-256 wbud33Jg4bNtFqvPp2bf7ks03L2nZ05IfFIXgv0sOZY= Request ID bb5f7904-5e79-11e8-balc-d587f38628db
Duration 28.73 ms Billed duration 100 ms

Resources configured 128 MB Max memory used 21 MB

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group corresponding to this Lambda
function. Click here to view the CloudWatch log group.

START ReguestId: bb5f7994-5279-11e3-balc-d587F38628db Version: $SLATEST
END RequestId: bb5f7984-5e79-11e8-balc-d587F38628db
REPORT RequestId: bb5f7994-5e79-11e8-balc-d587f38628db Duration: 28.73 ms Billed Duration: 188 ms Memory Size: 12B MB Max

Memory Used: 21 MB

Now, let us understand the details of the Lambda function using the following sample code:

def my_handler(event, context):

return "aws lambda in python using zip file"

In the above code, the function name my_handler is having 2 params, event and context.

Context Object in Python

Context object gives details like the name of the Lambda function, time remaining in
milliseconds, request id, cloudwatch group name, timeout details etc.

The methods and attributes available on context object are shown in the tables given below:

Method Name Description

get_remaining_time_in_millis() This method gives the remaining time in
milliseconds until the lambda function
terminates the function

Attribute name Description

function_name This gives aws lambda function name
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function_version

This gives the version of aws lambda
function executing

invoked_function_arn

This will gives ARN details.

memory_limit_in_mb

This shows the memory limit added while
creating lambda function

aws_request_id

This gives the aws request id.

log_group_name

This will give the name of the cloudwatch
group name

log_stream_name

This will give the name of the cloudwatch log
stream name where the logs are written.

identity

This will give details about amazon cognito
identity provider when used with aws mobile
sdk .Details given are as follows:

identity.cognito_identity_id
identity.cognito_identity_pool_id

client_context

This will details of the client application when
used with aws mobile sdk. The details given
are as follows:

client_context.client.installation_id
client_context.client.app_title
client_context.client.app_version_name
client_context.client.app_version_code
client_context.client.app_package_name

client_context.custom - it has dict of custom
values from the mobile client app

client_context.env - it has dict of
environment details from the AWS Mobile
SDK

Let us see a working example in Python which outputs the context details. Observe the code

given below:

def my_handler(event, context):
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print("Log stream name:", context.log stream_name)

print("Log group name:", context.log group_name)

print("Request ID:",context.aws_request_id)

print("Mem. limits(MB):", context.memory_limit_in_mb)

print("Time remaining (MS):", context.get_remaining_time_in_millis())

return "aws lambda in python using zip file"
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The corresponding output of the code shown above is given below:

¥ Details

The area below shows the result returned by your function execution.

"aws lambda in python using zip file”

Summary

Code SHA-256 6T+IPPNe0KzMzV3Ywggb DML X Rbgquedtfl FGNbnO=  7dd2cc2a-6010-11e8-b911-
179%ad1aafdch

Duration 0.63 ms Billed duration 100 ms

Resources configured 128 MB Max memory used 22 MB

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log
group corresponding to this Lambda function. Click here to view the CloudWatch log group.

START ReguestlId: 7ddZcc
Log stream name: 2815/8
Log group name: /aws/lambda/hellopythonusingzip

Request ID: 7dd2cc?a-68108-11e5-b911-17%adlaafdcs

Mem. limits{MB): 128

Time remgining (MS): 2999

EMD Requestld: 7dd2ccla-6818-1le3-b911-179adlaatdc

REPORT RequestId: Fdd2cc2a-6818-11e&-bo911-17%adleafdcs Duration:

Memory 5ize: 128 MB Max Memory Used: 22 MB

Logging using Python

28-5818-11e8-b911-17%adlaafdcs Version: $LATEST
5/25/[SLATEST]adeea51lacObdf5AbsTabcd22F7247 2d

Billed Duration: 188 ms

To log info using Python, we can use print or logger function available. Let us use the above
example of context and check in CloudWatch to see if the logs are printed. Observe the

following code:

def my_handler(event, context):

print("Log stream name:", context.log stream_name)

print("Log group name:", context.log group_name)

print("Request ID:",context.aws_request_id)

print("Mem. limits(MB):", context.memory_ limit in_mb)

print("Time remaining (MS):", context.get_remaining_time_in_millis())

return "aws lambda in python using zip file"
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The output of this code in CloudWatch is as shown below:

CloudWatch » Log Groups > /fawsflambda/hellopythonusingzip >
2018/05/25/[5LATEST]a0eea511ae9b4df50b57abed22172472d

Expand all @ Row Text = i e
Filter events all 30s Sm 1h 6h 1d 1w custom -
Time (UTC +00:00) Message
2015-05-25

No older events found at the moment. Retry.
*  11:40:58 START Requestld: Tdd2cc2a-6010-11e8-b911-179ad1aafdc5 Version: SLATEST

START Requestld: 7dd2cc2a-6818-11e8-b911-179%adlaafdcs Version: $LATEST

*  11:40:58 Log stream name: 2018/05/25/[3LATEST]a0eeas511ae9b4f50b67abcd22f72472d
Log stream name: 2@18/85/25/[$LATEST]a@eea511ae9baf50b67abcd22F72472d

* 114058 Log group name: faws/lambda/hellopythonusingzip
Log group name: /aws/lambda/hellopythonusingzip

v 11:40:58 Request ID: 7dd2cc2a-6010-11e8-b911-179ad1aafdcS
Request ID: 7dd2Zcc2a-6818-11e8-b911-179adlaafdcs

*  11:40:58 Mem. limits{MB): 128

Mem. limits(MB): 128

- 11:40:58 Time remaining (MS): 2999

Time remaining (MS): 2999

4 11:40:58 END Requestld: 7dd2cc2a-6010-11e8-b911-179ad1aafdcS
» 11:40:53 REPORT Requestld: 7dd2cc2a-6010-11e8-b911-17%ad1aafdcs Duration: 0.63 ms Billed Duration:

\ Observe the following example to understand about using logger to print logs to
CloudWatch:

import logging
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
def my_handler(event, context):
logger.info('Using logger to print messages to cloudwatch logs')

return "aws lambda in python using zip file"
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The output for this will be as shown in the screenshot given below:

CloudWatch > Log Groups > /faws/lambda/pythonlogger > 2018/05/25/[$LATEST]a17e20c60e92454c8bc4ae6188b158e1d

Expandall @ Row Text < & e
Filter events all 30s om 1h &h 1d 1w custom -
Time (UTC +00:00) Message
2018-05-25
No older events found at the moment. Retry.

P 115121 START Requestld: f14cc28a3-6011-11e8-bd36-07deb77d090f Version: SLATEST
*  11:51:21 [INFO] 2018-05-25T11:51:21.636Z T14cc28a-6011-11e8-bd36-07deb77d090f Using logger to prir
[INFO] 2818-85-25T11:51:21.636Z fl4cc28a-6811-11e8-bd36-87deb77d898F
P 1115121 END Requestld: f14cc28a-6011-11e8-bd36-07deb77d090f
» 11:51:21 REPORT Requestld: f14cc28a-6011-11e8-bd36-07deb77d090f Duration: 0.42 ms Billed Duratior

No newer events found at the moment. Retry.

Error Handling in Python for Lambda function

In this section , let us see a working example which shows how to handler errors in Python.
Observe the piece of code given here:

def error_handler(event, context):

raise Exception('Error Occured!')

Execution result: failed (logs)

¥ Details

The area below shows the result returned by your function execution.

"errorMessage": "Error Occured!™,
"errorType": "Exception”,
"stackTrace™: [
[
" fvar/task/errorhandlingpython.py”,
2,
"error_handler",

"raise Exception('Error Occured!")
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The log display is as shown in the image here:

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group
corresponding to this Lambda function. Click here to view the CloudWatch log group.

START ReguestId: =@38c3e9-8812-11e3-81e9-d52528b98656 Version: SLATEST
Error Occured!: Exception
Traceback (most recent call last):
File "/war/task/errorhandlingpython.py”, line 2, in error_handler
raize Exception('Error Occured!')

Exception: Error Occured!

EMD RequestId: e@38c3e3-6012-1128-3120-d525250b%06a6
REPORT Reguestld: e038c3lef9-6012-11e8-81e9-0d52528090686 Duration: 1.91 ms Billed Duration: 188 ms
Memory 5ize: 128 MB Max Memory Used: 21 ME
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Go Language support is a recent addition to AWS . To work with Go, you need to select the
language from AWS console while creating the AWS Lambda function. In this chapter, let us
learn in detail about AWS Lambda function in Go language.

Installing Go

To get started we need Go Language support. In this section, we will go through following
details to start working with AWS Lambda in Go. This is the official site for Go download:
https://golang.org/dl/

Downloads
After downloading a binary release suitable for your system, please follow the installation instructions.
If you are building from source, follow the source installation instructions.
See the release history for more information about Go releases.

Featured downloads

Microsoft Windows Apple macOS Linux

Windows XP SP3 or later, Intel 64-bit processor macOS 10.8 or later, Intel 64-bit processor Linux 2.6 23 or later, Intel 64-bit processor
go1.10.2.windows-amd64.msi (118MB) go1.10.2.darwin-amdé4.pkg (124MB) g01.10.2.linux-amdé4.tar.gz (126MB)
Source

go1.10.2.src.tar.gz (17MB)

Now, download the package as per the operating system. Follow the procedure given here to
install Go on the respective operating system.

Installation on Windows

Observe that for Windows, there is 32-bit and 64-bit download available. Download the zip
file and extract the contents and store it in a directory of your choice.
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Add the environment variables available at ControlPanel ---> System ---> Advanced

system settings.

Systemn Properties 2

| Computer Name I Hardware | Advanced |S}rsterr| Protection | Hemate|

“fou must be logged on as an Administrator to make most of these changes.

Peformance
Visual effects, processor scheduling, memarny usage, and virtual memony

Ilzer Profiles
Deskiop settings related to your logon

Startup and Recovery
System startup, system failure, and debugging information

Settings...

[ Environment Varables. .. ]

oK || Cancel Apply
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Now, click Environment Variables button and add the directory path as shown here:

Environment Variables &
i — - .
Edit User Variable 24
Variable name: PATH
Variable value: jram FilesMicrosoft V5 Code'bin; C:\go'hin;
[ Ok ] [ Cancel ]
L &
System variables
Variable Value i
AMDROID _HOME  C:'UsersWIntel\AppDataLocal\Androidy,.. L4
asl.log Destination=file
ChocolateyInstall  C:'\ProgramData'chocolatey
CLASSPATH o v
New.. || Edit.. || Deete |
[ COK ] [ Cancel ]
You can also edit the sytem variable as shown here:
Edit System Variable 2
Variable name: GOPATH
Variable value: C:\go'bin

QK ] [ Cancel
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Once these steps are done, you should be able to start working with Go. Open command
prompt and check the Go command for version. Observe the following screenshot for the
same.

Command Prompt - Ii‘.@]&'

C:\>go version
go version gol.10.2 windows/386

C:\>

Installation for Linux and Mac OS

For installating packages on Linux and Mac OS, follow the instruction as shown below:

Unpack the packages and store it at the location /usr/local/go. Now, add
/usr/local/go/bin to the PATH environment variable. It can be done using /etc/profile or
$HOME/ .profile.

For this purpose, you can use the following command

export PATH=$PATH:/usr/local/go/bin

To add AWS support to for Windows, Linux and mac, use the following in your git command
line:

go.exe get -u github.com/aws/aws-lambda-go/lambda
go.exe get -u github.com/aws/aws-lambda-go/lambdacontext

go.exe get -u github.com/aws/aws-lambda-go/cmd/build-lambda-zip

To compile the code Windows/Linux/Mac, use the following commands:

GOOS=1inux GOARCH=amd64 go build -o main main.go
%GOPATH%\bin\build-lambda-zip.exe -0 main.zip main

93



AWS Lambda

AWS Lambda Function using GO

A program returned in Go when build gives an executable file. The following is a simple
program in Go with AWS Lambda support. We need to import the github.com/aws/aws-

lambda-go/lambda, as this has the Lambda programming functionality. Another important
need for AWS Lambda is the handler.

Main.go

// main.go

package main

import (

"github.com/aws/aws-lambda-go/lambda™

func hello() (string, error) {

return "Hello Lambda", nil

func main() {

// Make the handler available for Remote Procedure Call by AWS Lambda
lambda.Start(hello)

}

Note that the execution of the Go program starts from main where lambda.start is called
with the handler function. Observe the code shown below:

func main() {

// Make the handler available for Remote Procedure Call by AWS Lambda
lambda.Start(hello)

}

Now, let us execute the above file using Go command and then zip the executable file.
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The structure of the file we have been using is as shown here:

] main.go - goproject - Visual Studio Cade - - - -

File Edit Selection View Ge Debug Tasks Help

D‘I EXPLORER main.go

4 OPEN EDITORS

p main.go src\main

4 GOPROJECT

.'?‘ 4 src
e 4 hello

= hello.exe

® hello.go

< main
4] £ main
[CH

main.go Func maind) [f
main.zip

lambda.Start(hello)

BEY Command Prompt

Ciwgoprojectssrcsmainrset GOOS=linux
C:wgoprojectssrcimainrset GOARCH=amdb4

Cisgoprojectssresmain > GOPATHx~bhin~build—-lamhda—=zip.exe —0o main.zip main

C:wgoprojecthssrcsmainr

With go build, it creates an executable file called main.exe. To zip the file and upload it in
AWS Lambda, you can use the following procedure:

To compile the code Windows/Linux/Mac, use the following commands:

GOOS=1inux GOARCH=amd64 go build -o main main.go
%GOPATH%\bin\build-lambda-zip.exe -0 main.zip main
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Then, login into AWS console and create Lambda function using Go as runtime :

Author from scratch inc

Name

lambdatestwithgo

Runtime

Go 1.x v

Role
Learn maoreg

Choose an existing role v

Existing role

lambdaapipolicy v

Cancel

Once the function is created, upload the executable zip file created above.

Lambda function handler with Go

Handler is where the execution of the Go program starts. From main call to lambda.start,
execution is called with the handler function. Note that the handler to be added will be main.

Observe the code here for an understanding:

func main() {
// Make the handler available for Remote Procedure Call by AWS Lambda
lambda.Start(hello)
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Follow as per the screenshots given below:

Function code info

Code entry type Runtime Handler Info

| Upload a .ZIP file v ‘ Go 1.x v main

Function package*

[ Upload main.zip (2.9 MB)

For files larger than 10 MB, consider uploading via 53.

Execution role Basic settings

Defines the permissions of your function. Note Description
that new roles may not be available for a few

minutes after creation. Learn more about |
Lambda execution roles.

Choose an existing role v Memory (MB) Info

Your function is allocated CPU proportional to

Existing role the memory configured.

You may use an existing role with this function. EI
Mote that the role must be assumable by 128 MB
Lambda and must have Cloudwatch Logs
PErMIissions.
Timeout Info
lambdaapipelicy v

Ll
i
2l

|0 min | 5

Now, save the function and test it. You can see the execution result as shown here.

Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from
your function.
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The corresponding log output will be as shown here:

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log
group corresponding to this Lambda function. Click here to view the CloudWatch log group.

START Reguestld: b7bl33b6-5afe-11e8-ad@5-f98913806046 Version: ELATEST
EMD ReguestId: b7bl33bé6-6abe-1le8-ad@5-f2ad132306246

e
B

REPORT ReguestId: b7bl33bf-6a@e-1led-add5-f9a9138@60846 Duration: @.94 ms Billed Duraticn: 188 ms
Memory Size: 784 MB Max Memory Used: 26 MB
Context object with Go

AWS Lambda in Go gives following global variables and properties for context.

e MemoryLimitInMB: Memory limit, in MB that is configured in aws lambda.
e FunctionName: name of aws lambda function.

e FunctionVersion: the version of aws lambda function executing.

e LogStreamName: cloudwatch logstream name.

e LogGroupName: cloudwatch group name

The properties available on context are given as under:

AwsRequestID

This is AWS request id which you get when AWS Lambda function is invoked.
ClientContext

This contains details about the client application and device when invoked through the AWS
Mobile SDK. It can be null. Client context provides details like client ID, application title,
version name, version code, and the application package name.

InvokedFunctionArn

The ARN of the function invoked. An unqualified ARN executes the $LATEST version and
aliases execute the function version it is pointing to.

Identity

It gives details about the Amazon Cognito identity provider when used with AWS mobile SDK.
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The changes added to main.go to print context details:

// main.go

package main

import (
"context”
"log"
"github.com/aws/aws-lambda-go/lambda™

"github.com/aws/aws-lambda-go/lambdacontext"

func hello(ctx context.Context) (string, error) {
lc, _ := lambdacontext.FromContext(ctx);
log.Print(1lc);
log.Print(lc.AwsRequestID);

log.Print(lc.InvokedFunctionArn);

return "Hello Lambda", nil

func main() {

// Make the handler available for Remote Procedure Call by AWS Lambda
lambda.Start(hello)
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We need to import the log and lambdacontext to use it with Go. The context details are as
follows:

func hello(ctx context.Context) (string, error) {
1c, _ := lambdacontext.FromContext(ctx);
log.Print(1lc);
log.Print(lc.AwsRequestID);
log.Print(lc.InvokedFunctionArn);

return "Hello Lambda", nil

You can observe the following output on testing the above code:

Execution result: succeeded (logs) X

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from
your function.

"Hello Lambda™

Summary

Code SHA-256 1QTrx5wlEfp2tkSkHG4g0LUDUTzpl Rttt ARE UuEL= e75e1dd2-6a21-11e8-ac34-
1de2bdc1b027

Duration 0.79 ms Billed duration 100 ms

Resources configured 704 MB Max memory used 26 MB

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log
group corresponding to this Lambda function. Click here to view the CloudWatch log group.

START ReguestId: e75eldd2-6a21-11e8-5c34-1de2bdclb@27 Version: $LATEST

2818/85/37 B7:10:48 &{e7/5eldd2-56321-11e8-3c34-1de2bdc1bd27 arn:zaws:lambda:us-east-
1:625297745038: function: lambdatestwithgo { 3+ {{ T map[] map[1}}

2018/06/07 @7:10:48 e75eldd2-6a21-11e8-ac34-1de2bdclbd2?

2018/06/87 ©7:10:48 arn:aws:lambda:us-east-1:625297745838: function: lambdatestwithgo

EMD ReguestId: e75eldd?-6a2l-1led-ac3d4-1deZbdclbaz?y

REPORT RequestId: e75eldd?-6221-11e8-ac34-1de2bdclb@27 Duration: @.79 ms Billed Duration: 18@ ms
Memory Size: 784 MB Max Memory Used: 26 MB

100



AWS Lambda

Logging data

With Go you can log data using the log or fmt module as shown below:

// main.go

package main

import (
"log"
"fmt"

"github.com/aws/aws-lambda-go/lambda"

func hello() (string, error) {
log.Print("Hello from Lambda Go using log");
fmt.Print("Hello from Lambda Go using fmt");

return "Hello Lambda", nil

func main() {
// Make the handler available for Remote Procedure Call by AWS Lambda
lambda.Start(hello)

The output for same is as shown below:
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Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group
corresponding to this Lambda function. Click here to view the CloudWatch log group.

START ReguestId: b@364e75-6a23-11e8-9d6c-41646159d668 Version: $LATEST

2@18/86/87 @7:23:35 Hello from Lambda Go using log

Hello from Lambda Go using fmtEMD RequestId: b8964e75-6823-1128-9d6c-41546159d668

REPORT RequestId: bBO9&4e75-5223-1128-0d6c-41645159d668 Duration: @.71 ms Billed Duraticn: 188 ms
Memory Size: 784 MB Max Memory Used: 21 MB

Checking Logs in CloudWatch

You can see the logs in CloudWatch also. For this, go to AWS service and select cloudwatch
and click Logs on left side. Now, search for Lambda function in the list to see the logs:

CloudWatch > Log Groups > faws/lambda/llambdatestwithgo >
2018/06/07/[SLATEST]4d88cTade39f4fa19dd423f6ec7 1bd99

Expand all ‘@ Row Text | &  # @
Filter events all  30s 5m 1h 6h 1d 1w custom -
Time (UTC +00:00) Message
2018-06-07
<% Loading older events
v 072335 START Requestld: b0964e75-6a23-11e8-9d6c-41646159d660 Version: $LATEST

START RequestId: b@964e75-6a23-11e8-9d6c-41646159d668 Version: $LATEST

* 072335 2018/06/07 07:23:35 Hello from Lambda Go using log
2818/86/87 B87:23:35 Hello from Lambda Go using log

- 07:23:35 END Requestld: b0964e75-6a23-11e8-9d6c-41646159d660

END RequestId: be964e75-6a23-11e8-9doc-41646159d66@

v 072335 REPORT Requestld: b0964e75-6a23-11e8-9d56c-41646159d660 Duration: 0.71 ms Billed Dura

REPORT RequestId: bB954e75-6a23-11e8-9d6c-41646159d66@ Duration: @.71 ms Billed Duration: 188 ms Memory Size: 784 MB

Max Memory Used: 21 MB
+ 072336 Hello from Lambda Go using fmt
Hello from Lambda Go using fmt

3 Loading newer events.
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Function Errors

You can create custom error handling in AWS Lambda using the errors module as shown in
the code below:

// main.go

package main

import (
"errors"”

"github.com/aws/aws-lambda-go/lambda™

func hello() error {

return errors.New("There is an error in the code!")

func main() {
// Make the handler available for Remote Procedure Call by AWS Lambda
lambda.Start(hello)

The output for the code shown above is as given below:

Execution result: failed (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your

function.
"errorMessage”: "There is an error in the code!",
"errorType”: "errorString”
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9. AWS Lambda — Function in C#

This chapter will explain you how to work with AWS Lambda function in C# in detail. Here,
we are going to use visual studio to write and deploy the code to AWS Lambda. For any
information and help regarding installation of Visual studio and adding AWS toolkit to Visual
Studio, please refer to the Introduction chapter in this tutorial. Once you are done with
installation of Visual Studio, please follow the steps given below.Refer to the respective
screenshots for a better understanding:

Step 1

Open your Visual Studio and follow the steps to create new project. Click on File -> New ->
Project.

:‘J AWSLambdal - Microsoft Visual Studio
File | Edit View Project Debug Team Tools Test Analyze Window Help

New P83 Project... Ctrl+Shift+N
Open P | %y File.. Ctrl+N
(o  Start Page Project From Existing Code...
Add to Source Control & From Cookiecutter...
Add -

Close

Close Solution

B Save AWSLambdal.sin Ctrl+S
Save AWSLambdal.sln As...

W Save Al Ctrl+Shift+S
Source Control 3

Page Setup...

Print... Ctrl+P

Account Settings...

Recent Projects and Sclutions 3
BH Eat Alt+F4
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Step 2

Now, the following screen is displayed wherein you select AWS Lambda for Visual C#.
Select AWS Lambda Project (.NET Core).

New Project ? X

b Recent = Sort by: | Defautt -l i
4 |nstalled

Search (Ctrl+E) P~

AWS Lambda Project (NET Core) Visual C# Type: Visual C#
A project for creating a AWS Lambda

AWS Lambda Project with Tests (NET Core) Visual C# Functions using .NET Core.

b Visual C++
4 Visual C= ‘
Windows Universal
NET Core ‘ AWS Serverless Application (NET Core) Visual C#
NET Standard
AWS Lambda ‘
P AWS Samples
Visual Basic
AWS
JavaScript
Python
FSharp
» TypeScript

AWS Serverless Application with Tests (.NET Core) Visual C#

» Other Project Types -

Not finding what you are locking for?
Open Visual Studio Installer

MName: AWSLambda3

Location: C\Users\Virtual Box\source\repos - Browse...

Solution: Create new solution -

Solution name: AWSLambda3 Create directory for solution
Framework: I:‘ Add to Source Control

Cancel

You can change the name if required, will keep here the default name. Click OK to continue.
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The next step will ask you to select a Blueprint.

¥ New AWS Lambda C# Project

aWS Select Blueprint

\\——/7

AWS Lambda

Biueprints are Lambda projects that contain getting started code for your functions and a test project. Choose a blueprint that best aligns with your

desired scenario and customize as needed.

Filter: ]

Empty Function

Setup the project and test project
to create a Lambda function from
scratch.

Order Flowers Chatbot

Amazon Lex getting started Order
Flowers sample

'[4poly]

Detect Image Labels
Use Amazon Rekognition service

to tag image files in S3 with
detected labels.

53, Rekognition

Simple DynamoDB Function
A skeleton Lambda function to get
started responding to Amazon

Lex Book Trip Sample

Amazon Lex getting started Book
Trip sample

Simple Kinesis Firehose Func...

A skeleton Lambda function to get
started responding to Amazon

DynamoDB stream events

Kinesis Firehose events
DynamoD8, Simple

Custom, Lex KinesisFirehose, Simple
Simple Kinesis Function
A skeleton Lambda function to get
started responding to Amazon
Kinesis events

Simple S3 Function

A project for responding to S3
Event notifications

Close B

Select Empty function for this example and click Finish. It will create a new project
structure as shown below:

Solution Explorer * 1 X
(-3 .- o-S @ k-

Search Solution Explorer (Cirl+;

fa] Solution 'AWSLambda3' (1 project)
4 AWSLambda3
b ' Dependencies
ST aws-lambda-tools-defaults.json

& Readme.md

Now, select Function.cs which is the main file where the handler with event and context is
created for AWS Lambda.
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The display of the file Functions.cs is as follows:
-lusing System;
using System.Collections.Generic;
using System.Lling;
using System.Threading.Tasks;

using Amazon.Lambda.Core;

// Assembly attribute to enable the Lambda function's JSON input to be converted into a .NET class
[assembly: LambdaSerializer(typeof(Amazon.Lambda.Serialization.Json.JsonSerializer))]

-Inamespace AWSLambda3

{
= public class Function
{
A simple function that takes a string and does a ToUpper
a ame="input"
~am name="context’
=] public string FunctionHandler(string input, ILambdaContext context)
{
return input?.ToUpper();
}
}
}

You can use the command given below to serialize the input and output parameters to AWS
Lambda function.

[assembly:
LambdaSerializer(typeof(Amazon.Lambda.Serialization.Json.JsonSerializer))]

Handler Details for C#

The handler is displayed as follows:

public string FunctionHandler(string input, ILambdaContext context)

{

return input?.ToUpper();
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Various components of the above code are explained below:

FunctionHandler: This is the starting point of the C# AWS Lambda function.

String input: The parameters to the handler string input has all the event data such as S3

object, API gateway details etc.

ILambdaContext context: ILamdaContext is an interface which has context details.It has
details like lambda function name , memory details, timeout details etc.

The Lambda handler can be invoked in sync and async way. If invoked in a sync way as shown
above you can have the return type. If async than the return type has to be void.

Now, let us deploy the AWS Lambda C# and test the same. Right click the project and click
Publish to AWS Lambda as shown below:

ller(string input, ILambdaContext contex =

€

Build

Rebuild

| Clean

Pack

Publish...

Publish to AWS Lambda...

]

=3

® e

Scope to This

New Solution Explorer View
¢® Edit AWSLambda3.csproj
Add
& Manage MuGet Packages...
£} Setas StartUp Project
Debug
Source Control
3{, Cut
X Remove
Rename
Unload Project
¢® Open Folder in File Explorer
," Properties

Ctrl+X
Del

Alt+Enter

Solution Explorer

Search Solution Explorer (Ctrl+; P~
fa] Solution 'AWSLambda3' (1 project)

@i~ o5 B sl

Dependencies
aws-lambda-tools-defaults.json
Function.cs
Readme.md
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W1 Upload to AWS Lambda - O x

aWS Upload Lambda Function
2 Enter

the details about the function you want to upload.

Profile

Account profile to use: user] v @ Region: | B US East (N. Virginia) ~

Language Runtime: | .NET Core v2.0 v
Function Details

Function Name: awslambda usingcsharﬂ

Configuration: Release *  Framework: | netcoreapp2.0 v

Assembly Name | AWSLambda3

Type Name: |AWSLambda3.Function

Method Name: | FunctionHandler

] Save settings to aws-lambda-tools-defaults,json for future deployments.

Fill up the Function Name and click on Next. The next screen displayed is the Advanced
Function Details as shown:

W8 Upload to AWS Lambda - O X

aws Advanced Function Details
l 2) Configure additional settings for your function.

Permissions

Select an IAM role to provide AWS credentials to our Lambda function allowing access to AWS Services like 53.

Role Name: -
Execution Debugging and Error Handling

Memory (MB): 236 - DLQ Resource: | <no dead letter queue> v

Timeout (Secs): |30 (1-300) [] Enable active tracing (AWS X-Ray) Learn More.

Environment

VPC
If your function accesses resources in @ VPC, select KMS Key: (defautt) aws/lambda N
the list of subnets and security group IDs (these Variable Value
must belong to the same VPC).

VPC Subnets: N

Security Groups:

Close | | Back Next Upload
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Enter the Role Name, Memory and Timeout details. Note that here we have selected the
existing role created and used memory as 128MB and timeout as 10 seconds. Once done click
Upload to publish to AWS Lambda console.

Upload to AWS Lambda — ] %
L LWy ] AL e . ot
Upload to AWS Lambda — m] %

AWS Uploading Function
Publishing...

Executing publish command

.. invoking 'dotnet publish’, working folder ‘C:\Users\Virtual Box\source\repos\AWSLambda3\AWSLambda3\bin\Release\netcoreapp2.0\publish'
« publish: Microsoft (R) Build Engine version 15.7.179.6572 for .NET Core

.. publish: Copyright (C) Microsoft Corporation. All rights reserved.

« publish: Restoring packages for C:\Users\Virtual Box\source\repos\AWSLambda3\AWSLambda3\AWSLambda3.csproj..

. publish: Restore completed in 118.34 ms for C:\Users\Virtual Box\source\repos\AWSLambda3\AWSLambda3\AWSLambda3.csproj.

| Open Lambda Function view after upload complete.

| Automatically close wizard on successful completion.

Close Back

You can see the following screen once AWS Lambda function is uploaded. Click Invoke to
execute the AWS Lambda function created. At present, it shows error as it needs some input
as per the code written.
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Function: awslambdausingcsharp = X [[iTadl-h BEWEETHT-TENE

Apply Changes @ Upload new Source ' Refresh

Function: awslambdausingcsharp

Handler: |AWSLamhdaB:‘AWSLambda3.Function::FunctionHandler | Last Modified: 5/28/2018 12:06:51 PM

Description; |

Code Size: 204,053 bytes Role: arm:aws:iam=625297743038:role/lambdaapipolicy

Test Functi -
b Sample Input Response | JSON Pretty Print
Configuration ;
Event Sources Example Requests: . “errorType": "JsonReaderException”,
AWS X-Ray ‘errorMessage”: "Unexpected character encountered while parsing value: {.
Path ", line 1, position 1.",
Logs “stackTrace": |
at NewtonsoftJson./sonTextReader.ReadStringVolue(ReadType
readType)',
at Newtonsoft.Json.JsonTextReader.ReadAsString()”,
at

Newtonsoft.)son.Serialization JsonSerializerinternalReader.ReadForType
(JsonReader reader, JsonContract contract, Boolean hasConverter)”,

‘at Newtonsoft.Json.SerializationJsonSerializerinternalReader.Deserialize
(JsonReader reader, Type objectType, Boolean checkAdditionalContent)”,

at NewtonsoftJsonJsonSerializer.Deserializelnternal(JsonReader reader,
Type objectTypel”,

at NewtonsoftJsonJsonSerializer.Deserialize[T](JsonReader reader)", .

Log output

START Requestid: 872a6976-6241-1128-8862-242048 1a7ec8 Version: SLATEST -
Unexpected character encountered while parsing value: {. Path “, line 1, position 1.: JsonReaderException

at Newtonsoft.Json.JsonTextReader.ReadStringValue(ReadType readType)
at Meudansaft lson lsanTextReader ReadA<Strinall v

Now, let us enter some sample input and Invoke it again. Note that here we have entered
some text in the input box and the same on clicking invoke is displayed in uppercase in the
response section.The log output is displayed below:

112
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AWS Lambda

Function.cs # X
Apply Changes @ Upload new Source i’ Refresh
Function: awslambdausingcsharp
Handler: |AWSLambda3::AWSLambda3.Function‘:Fun:tionl-and\er Last Modified: 5/28/2018 12:06:51 PM
Description: |
Code Size; 204,053 bytes  Role:  armiawsaam::625297745038:role/lambdaapipolicy
Test Functi
Ut Sample Input Response | JSON
Configuration
Examole R te: . |'HELLO FROM AWS LAMBDA C="
Event Sources ample Requests:
AWS X-Ray hello from aws lambda c#
Logs
Log output
START Requestld: eSb7476e-6241-11e8-9435-678048c81146 Version: SLATEST -
END Requestid: e5b7476e-6241-11e8-9435-678048:81146
REPORT Requestid: e5b7476e-6241-11e8-9435-678048c81146 Duration: 1011.48 ms Billed Duration: 1100 ms ~ Memory Size: 128 MB Max
Memane Lsed: 26 MA

Now, let us also check AWS console to see if the function is created as we have deployed the

function from Visual Studio.

The Lambda function created above is awslambdausingcsharp and the same is displayed

in AWS console as shown in the screenshots given below:
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AWS Lambda

Actions ¥ Craate function

Q, Filter by tags and attributes or search by keyword m | < 2 } @
Function name L Description Runtime ¥ Code Last
v size. ¥  Modified ¥
. CH (NET C .
awslambdausingcsharp 2 {]: o 199.3 kB 5 minutes ago
displaydate Mode.js 6.10 221 bytes 16 days ago
2018-05-
helowithjava Java B 28.2 kB 5 days aga
displaydate1 Mode.js 6.10 206 bytes 16 days ago
C# (\NET Core
awslambdausingcli 2 ﬂ: 199.3 kB 23 minutes ago
lambdatestwithgo Golx 1.3 MB 2 days ago
myfirstlambdafunction Mode.js 6.10 235 bytes yesterday
Function code info
Code entry type Runtime Handler info
‘ Upload a .ZIP file v C# (NET Core 2.0) v AWSLambda3::AWSLambdaZ3.Function

Function package*

[ Upload

For files larger than 10 MB, consider uploading via 53.
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Execution role

Learn more
Choose an existing role v
Existing role
lambdaapipolicy v

Basic settings

Description

Memory (MB) Info

Timeout Info

0 min 10 seC

Handler Signature

Handler is start point for AWS to execute. The name of the handler should be defined as:

ASSEMBLY: : TYPE: :METHOD

The details of the signature are explained as below:

ASSEMBLY:This is the name of the .NET assembly for the application created. It is basically
the name of the folder from where the project is created.

TYPE: This is the name of the handler.It is basically the namespace.classname.

METHOD: This is the name of the function handler.
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The code for handler signature is as shown below:

using System;
using System.Collections.Generic;
using System.Ling;

using System.Threading.Tasks;

using Amazon.Lambda.Core;

// Assembly attribute to enable the Lambda function's JSON input to be converted
into a .NET class.

[assembly:
LambdaSerializer(typeof(Amazon.Lambda.Serialization.Json.JsonSerializer))]

namespace AWSLambda3

{

public class Function

{

/// <summary>

/// A simple function that takes a string and does a ToUpper

/// </summary>

/// <param name="input"></param>

/// <param name="context"></param>

/// <returns></returns>

public string FunctionHandler(string input, ILambdaContext context)

{

return input?.ToUpper();

)

Note that here the assembly is AWSLamda3, Type is namespace.classname which is
AWSLambda3.Function and Method is FunctionHandler. Thus, the handler signature is
AWSLamda3::AWSLambda3.Function::FunctionHandler
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Context object in C#

Context Object gives useful information about the runtime in AWS environment. The
properties available in the context object are as shown in the following table:

Properties Description

MemoryLimitInMB This will give details of the memory
configured for AWS Lambda function

FunctionName Name of AWS Lambda function

FunctionVersion Version of AWS Lambda function

InvokedFunctionArn ARN used to invoke this function.

AwsRequestId AWS request id for the AWS function
created

LogStreamName Cloudwatch log stream name

LogGroupName Cloudwatch group name

ClientContext Information about the client application and

device when used with AWS mobile SDK

Identity Information about the amazon cogbnito
identity when used with AWS mobile SDK

RemainingTime Remaining execution time till the function
will be terminated

Logger The logger associated with the context
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Example

In this section, let us test some of the above properties in AWS Lambda in C#. Observe the
sample code given below:

using System;

using System.Collections.Generic;
using System.Linqg;

using System.Threading.Tasks;
using Amazon.Lambda.Core;

// Assembly attribute to enable the Lambda function's JSON input to be converted
into a .NET class.

[assembly:
LambdaSerializer(typeof(Amazon.Lambda.Serialization.Json.JsonSerializer))]

namespace AWSLambda6é

{

public class Function

{

/// <summary>

/// </summary>

/// <param name="input"></param>
/// <param name="context"></param>
/// <returns></returns>

public void FunctionHandler(ILambdaContext context)

{

LambdaLogger.Log("Function name: + context.FunctionName+"\n");

context.Logger.Log("RemainingTime: + context.RemainingTime+"\n");

LambdaLogger.Log("LogGroupName: + context.LogGroupName+"\n");
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The related output that you can observe when you invoke the above code in C# is as shown
below:

Function: anscharpeontentdetals = X

L! Apply Ehanges @ Upload new Soires. Refresh

Function: awscharpcontextdetails

Handler: |AWSiambdaﬁ::AWSLambdaﬁ,Function::Functionl—andler Last Modified:  6/14/2018 10:16:41 AM

Description: |

Code Size: 204263 bytes FRoler armawsiam:623297745038:role/lambdaapipolicy

Sample Input |2 Invoke

Response | JSON Pretty Print

Configuration
[ — Example Requests: v |
AWS X-Ray
Logs

To0 output

Function name: awscharpcontexidetails -

RemainingTime: 00:00:14.9455000

LogGroupName: faws/l ‘awscharpoor

LEAD Remuestd: £1hdfdh3-AfRd-11e8-8300-AF 8 Talla hd

The related output that you can observe when you invoke the above code in AWS Console
is as shown below:

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log
group corresponding to this Lambda function. Click here to view the CloudWatch log group.

START ReguestId: 624f3fcc-6f8e-11e8-9b38-f35F076a8%a Version: FLATEST

Function name: awscharpcontextdetails

RemainingTime: @8:88:14.9992208

LogGrouplame: faws/lambda/awscharpcontextdetails

EMD RegquestId: 624Ff3Ffcc-6FBe-1128-9b38-F35F076a8%a

REPORT ReguestId: 624f3fcc-6f8e-11eB8-9b38-f35f876a8%a Duration: @.35 ms Billed Duration: 188 ms
Memory Size: 328 MB Max Memory Used: 22 MB
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Logging using C#

For logging, you can use two functions:

¢ context.Logger.Log
¢ LambdalLogger.Log

Observe the following example shown here:

public void FunctionHandler(ILambdaContext context)

{
LambdalLogger.Log("Function name: " + context.FunctionName+"\n");
context.Logger.Log("RemainingTime: " + context.RemainingTime+"\n");
LambdalLogger.Log("LogGroupName: " + context.LogGroupName+"\n");

}

The corresponding output fo the code given above is shown here:

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log
group corresponding to this Lambda function. Click here to view the CloudWatch log group.

START Reguestld: 624f3fcc-6fBe-11e8-9b38-f35f876a8%aa Version: ELATEST

Function name: awscharpcontextdetails

RemainingTime: @80:908:14.9932888

LogGrouplame: faws/lambda/awscharpcontextdetails

END RegquestId: 624f3fcc-6f8e-1leB8-0b38-f35+076a8%aa

REPORT ReguestId: 624f3fcc-6f8e-11e8-9b38-F35Ff276a8%a Duration: .35 ms Billed Duraticn: 188 ms

Memory Size: 328 MB Max Memory Used: 22 MB
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You can get the logs from CloudWatch as shown below:

CloudWatch > Log Groups > faws/lambda/awscharpcontextdetails >
2018/06/14/[5LATEST]920e5c 1fae754e7c9332c9ddeSba7iTe

Expand all @ Row Text ~ £~
Filter events all  2018-06-13 (04:46:47]
Time (UTC +00:00) Message
20158-06-14
¥ L oading older events..
*  D4:46:47 START Requestld: f1b4f4b3-6f8d-11e8-83d0-6f36f67a0ac0 Version: SLATEST

START RequestId: flb4f4b3-6f8d-11eB8-83d0-6f38f67a0acl Version: SLATEST

hd 04:46:47 Function name: awscharpcontextdetails

Function name: awscharpcontextdetails

*  04:46:47 RemainingTime: 00:00:14.9430000

RemainingTime: @8:8@:14.9490808

e 04:46:47 LogGroupName: faws/lambdalawscharpcontiextdetails
LogGroupMame: faws/lambda/awscharpcontextdetails

v  04:46:47 END Requestld: f1b4f4b3-676d-11e8-33d0-6f35f67alacD

END RequestId: flb4f4b3-6f8d-11e8-83d@-6f36f67abacd

Error Handling in C# for Lambda Function

This section discusses about error handling in C#. For error handling, Exception class has to
be extended as shown in the example shown below:

Example

namespace Example {
public class AccountAlreadyExistsException : Exception {
public AccountAlreadyExistsException(String message) :

base(message) {

namespace Example {

public class Handler {
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public static void CreateAccount() {

throw new AccountAlreadyExistsException("Error in AWS Lambda!");

¥
}
}
The corresponding output for the code given above is as given below:
{
"errorType": "LambdaException",
"errorMessage"”: "Error in AWS Lambda!"
}
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In the previous chapters, we have learnt how to create AWS Lambda function in AWS console.
However, there are other parameters for creating a Lambda function. These include memory
allocation, timeout etc.

In this chapter, let us understand in detail about the following configuration properties for
AWS Lambda.

Memory Allocation

Login to AWS console and create or select the existing lambda function. Click the
Configuration tab to get the details of the memory allocated. Look at the screenshot shown
below:

Basic settings

Description

Memory (MB) Info

Your function is allocated CPU proportional to the memory configured.

g

128 MB

Timeout Info

0

min ‘ 3 |5El:

Note that by default the memory allocated is 128MB. If you want to increase the memory
you can click the slider.
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The memory will get incremented to 64MB as you move the slider. Observe that the
maximum memory available is 3008MB. Look at the screenshot shown below:

Basic settings

Description

Memory (MB) Info

Timeout Info

0 min | 3 SeC

You can also use aws cli from command prompt to increase the memory limit. You will have
to give the memory in increments of 64MB.

Now, let us increase the memory limit of AWS Lambda with name : myfirstlambdafunction.

The memory details of the function are shown in the screenshot given below:

Basic settings

Description

Memory (MB) Info

Timeout Info

0 min | 3 seC
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The command used to change the memory using aws cli is as follows:

aws lambda update-function-configuration --function-name your function name --
region region where your function resides --memory-size memory amount --profile

adminuser

The corresponding output of AWS Lambda function myfirstlambdafunction in AWS console
is shown here. Observe that the memory is changed from 128MB to 256MB.

o Command Prompt S
:naws lamhda update—function—configuration —function—name myfirstlambhdafuncti
on ——region us—east—1 ——memory—size 256 ——profile default

PrU817ef¥1xMBLUY jidHUbmTeWoktrjUtot jjungSuM= arn:aws = lambda-u

—east—1:6252977458038 :function:myfirstlambhdafunction myf irstlambdafunction
index.lambdahandler 2818-05-27TA5%:25:-28 556 +A008 256 2787e4e6—-6e82—108
Bc—al?d-126a%61ef3cc arn:-aws tiam: 1625297745838 roles/lambdaapipolicy nodejs6.

SLATEST
RAGCINGCONFIG PazzThrough
PCCONFIG

NG

Maximum Execution Time

Timeout is the time allotted to AWS Lambda function to terminate if the timeout happens.
AWS Lambda function will either run within the allocated time or terminate if it exceeds the
timeout given.You need to evaluate the time required for the function to execute and
accordingly select the time in Configuration tab in AWS console as shown below:

Basic settings

Description

Memory (MB) Info

Timeout Info

0 min | 3 sec
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IAM Role

When creating AWS Lambda function, the role or the permission needs to be assigned. Incase
you need AWS Lambda for S3 or dynamoDB, permission with regard to the services of lambda
needs to be assigned. Based on the role assigned, AWS Lambda will decide the steps to be
taken. For example if you give full access of dynamodb, you can add, update and delete the
rows from the dynamodb table .

Handler Name

This is the start of execution of the AWS Lambda function. Handler function has the details of
the event triggered, context object and the callback which has to send back on success or
error of AWS Lambda.

The format of the handler function in nodejs is shown here:

exports.handler = (event, context, callback) => {

callback(null, "hello from lambda");

}s

Lambda Function using Environment Variables

In this section , we will create a simple Lambda function using environment variables added
in the configuration section. For this purpose, follow the steps given below and refer the
respective screenshots:

Step 1

Go to AWS console and create a function in Lambda as shown.

Lambda Functions ARN - arn:aws:lambda:us-east-1:625297745038:function:lambdausingenvvariables
[ambdausingenvvariab[es | Throttle | | Qualifiers ¥ ‘ | Actions ¥ ‘ v
@ Congratulations! Your Lambda function "lambdausingenvvariables" has been successfully created. You can now change its code and configuration. Click on the X
"Test" button to input a test event when you are ready to test your function
Step 2

Now, add the environment variables as shown:

Environment variables

Learn more.

host localhost

username abecd Remove

» Encryption configuration
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Step 3

Now, let us fetch the same in Lambda code as follows:

exports.handler = (event, context, callback) => {
var hostName = process.env.host;
var userName = process.env.username;

callback(null, "Environment Variables =>"+hostName+" and "+userName);

}s

Step 4

To get the details from environment variables we need to use process.env as shown. Note

that this syntax is for NodeJS runtime.

var hostName = process.env.host;

var userName = process.env.username;

Step 5
The output for the Lambda function on execution will be as shown:

Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your function.

"Envircnment Variables =:localhost and abcd”
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AWS Console

We can create Lambda function and test the same in AWS console. This chapter discusses
this in detail. Forthis purpose, you will have to follow the steps given here and observe the
respective screenshots given:

Step 1

Login to AWS Console https://aws.amazon.com/console/. Now, you will be redirected to the
screen where the AWS services are displayed.

{lij:E Compute Analytics
EC2 Athena
Lightsail EMR
Elastic Container Service CloudSearch
EKS Elasticsearch Service
Lambda Kinesis
Batch QuickSight
Elastic Beanstalk Data Pipeline
AWS Glue

Storage

%) @ Security, ldentity & Compliance
EFS 1AM
Glacier Cognito
Storage Gateway Secrets Manager
GuardDuty
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Step 2
Now, click on Lambda service as highlighted above. This will redirect to create function as
shown below:

Lambda Functions

() Congratulations! Your Lambda function "myfirstlambdafunction” has been successfully created. You can now X
change its code and configuration. Click on the "Test" button to input a test event when you are ready to test

Functions C

your function.

Step 3Now, click Create function and enter the details of the function. Then you can see a

myﬁ rstlambdafunction ::>:\Iameollambda ‘ Throttle ‘ ‘ Qualifiers ¥
unction
Code entry type Runtime |:'|> nodejs, python, cif and java can be used for
odi
Edit code inline v Nodejs6.10 008 v
« File Edit Find View Goto Tools Window
E v myfirstlambdafunction B index.js X
£
= £ index.js 1 exports.handler = {(event, context, callback) =» {
= 2 /4 TODD implement
T 3 callback{null, 'Lambda test'); I:{>code has to written
I H here in index.js

screen as shown below:

Step 4

You can write your code by choosing the language of your choice. The code has to be written
in editor if the option selected is edit code inline. The other options available are as follows:

Code entry type

Edit code inline v

Edit code inline

Upload a .ZIP file

Upload a file from Amazon 53

Step 5
Once done you need to save the changes for which the button is given at the top right corner
as shown below:
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Throttle || Qualifiers ¥ || Actions ¥ Select a test event.. v m

Step 6

Now, click Test button. This gives all details of the execution of the Lambda function as shown
below:

@ Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from
your function.

"Lambda test"

Summary

Code SHA-256 6rToQOPMdbuYiwr/xPPKxq41U9g-Reqbest KBLXhrxd= 792dd406-5a75-11e8-97a4-
61c276b2937a

Duration 10.63 ms Billed duration 100 ms

Resources configured 128 MB Max memory used 19 MB

Log output

The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log
group corresponding to this Lambda function. Click here to view the CloudWatch log group.

START Reguestld: 792dd4@86-5a75-11e8-97a4-61c276b2937a Version: SLATEST
EMD ReguestId: 792dd486-5a75-11e8-97a4-61c276b2937a

REPORT ReguestId: 792dd486-5a375-11e8-97a4-61c276b2937a Duration: 18.63 ms Billed Duration: 186 ms
Memory Size: 128 MB Max Memory Used: 19 MEB
Step 7

The code for index.js is as follows:

exports.handler = (event, context, callback) => {
// TODO implement
callback(null, 'Lambda test');

¥

This will call the Callback function and the result can be error or success. On success you
will see a Lambda test message; if error it will pass null.

Step 8
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The Role details for Lambda function is a part of the configuration and is displayed as shown
below:

Execution role

Defines the permissions of your function. Note that new roles may not be available for a
few minutes after creation. Learn more about Lambda execution roles.

Choose an existing role v

Existing role
¥You may use an existing role with this function. Note that the role must be assumable by
Lambda and must have Cloudwatch Logs permissions.

lambdaapipolicy v

Step 9

Now, you can update the role if required and save the Lambda function. Then, the memory
and timeout details for lambda function are displayed as shown below:

Description

Memory (MB) Info

Your function is allocated CPU proportional to the memory configured.

H

256 MB

Timeout Info

|U min | 3 |5E'l:

Step 10
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Now, we need to add trigger to the Lambda function so that it executes when the event
occurs. The trigger details are displayed at the start of the AWS Lambda function screen as
shown below:

v Designer

Add triggers p
Click on a trigger from the list ‘ myﬁrstlambdafunction

below to add it to your function.

AP| Gatews

v Add triggers from the list on the left m AWS Cloudt
AWS 1oT
Alexa Skills Kit ‘ AWS loT

From this, you can select the trigger you want your Lambda function to get triggered. When
you select the trigger, the config details for the trigger has to be added.

For example, for trigger on S3 the config details to be added are as follows:

Configure triggers

Bucket
Please select the 53 bucket that serves as the event source. The bucket must be in the same region as the
function.

testbuckettrigger v

Event type

Select the events that you want to have trigger the Lambda function. You can optionally set up a prefix or
suffix for an event. However, for each bucket, individual events cannot have multiple configurations with
overlapping prefixes or suffixes that could match the same object key.

Object Created (All) v

Prefix

Enter an optional prefix to limit the notifications to objects with keys that start with matching characters.

Filter pattern
Enter an optional filter pattern.

Step 11
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Now, select the bucket you want the trigger on. The event type has the following details:

Event type

Select the events that you want to have trigger the Lambda function. You can optionally set up a prefix or suffix
for an event. However, for each bucket, individual events cannot have multiple configurations with overlapping
prefixes or suffixes that could match the same object key.

Object Created (All) v

F

Object Created (All)

Object Created (AL ‘

PUT
POST
COPY

Complete Multipart Upload
Object Removed (AlL)

Object Removed (All)
DELETE

Delete Marker Created

Step 11

For the trigger, you can also mention the prefix type files or file pattern, the Lambda has to
be trigger. The details are as shown:

Prefix

Enter an optional prefix to limit the notifications to objects with keys that start with matching characters.

Filter pattern
Enter an optional filter pattern.

Step 12
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Now, fill up the required details for the trigger and click Add button .Save the Lambda function
for the trigger to get added. Saving the function deploys the details, and from now onwards
anytime files are added to the S3 bucket, the Lambda will get triggered.

Observe the following screenshot which shows S3 trigger added to AWS Lambda:

Vo

|“n myfirstlambdafunction

S3 m AWS CloudFormation
® Saved
Add triggers from the list on the left ‘ AWS loT
Step 13

Now, let us use S3 sample event to test the Lambda function. The code for the same is shown
here:

Amazon S3 Put Sample Event

{

"Records": [
{
"eventVersion": "2.0",
"eventTime": "1970-01-01T00:00:00.000Z",
"requestParameters”: {
"sourceIPAddress": "127.0.0.1"
}s
"s3": |
"configurationId": "testConfigRule",
"object": {
"eTag": "0123456789%abcdef0123456789abcdef",
"sequencer": "©A1B2C3D4E5F678901",
"key": "HappyFace.jpg",
"size": 1024
}s
"bucket": {

arn": bucketarn,
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"name": "sourcebucket",
"ownerIdentity": {

"principalld": "EXAMPLE"

}
¥
"s3SchemaVersion": "1.0"
¥
"responseElements": {

"x-amz-id-2":
"EXAMPLE123/5678abcdefghijklambdaisawesome/mnopqgrstuvwxyzABCDEFGH",

"X-amz-request-id": "EXAMPLE123456789"
¥
"awsRegion": "us-east-1",
"eventName": "ObjectCreated:Put",
"userIdentity": {

"principalId”: "EXAMPLE"
¥

"eventSource": "aws:s3"

}

You will have to use the following command to get the details of file uploaded from the S3
put event:

event.Records[0@].s3.object.key //will display the name of
the file

You will have to use the following command to get the bucket name :

event.Records[0].s3.bucket.name //will give the name of the bucket.

You will have to use the following command to get the EventName:

event.Records[@].eventName // will display the eventname

Step 14
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Now, let us update AWS Lambda code to print the S3 details as shown below:

exports.lambdahandler = (event, context, callback) => {

callback(null, "Bucket name: "+event.Records[@].s3.bucket.name+" File
name: "+event.Records[0].s3.object.key );

}s

Step 15
Save the changes. Click Test and enter the S3 sample event:

Configure test event p

A function can have up to 10 test events. The events are persisted so you can switch to another computer or web browser
and test your function with the same events.

Create new test event

© Edit saved test events

Saved Test Event

ab v G
=g
2~ "Records": [
3~ d
4 "eventVersion™: "2.8",
5 "eventTime": "1978-081-01T08:80:080.0887",
6~ "requestParameters”: |
7 "sourcelPAddress”: "127.8.8.1"
2 Fa
9- "s3": {
18 "configurationId”: "testConfigRule”,
11~ "object™: {
12 "eTag": "9123456789%abcdef812345678%abedef”,
13 "sequencer”: "BA1B2C3D4ESFE7B001",
14 "key": "HappyFace.jpg",
15 "size": 1824
16 }.!
17 -~ "bucket™: {
18 "arn™: "bucketarn”),
19 "name™: "sourcebucket™,
28~ "ownerIdentity™: {
1 "rmdncinal TA™. "CwvAamMDI C™
Step 16
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Now click Test and you can see the output as shown:

Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your
function.

"Bucket name: sourcebucket File name:HappyFace.jpg”

Step 17

To test the trigger on S3 using S3 AWS service, upload a file in S3 bucket:
testbuckettrigger. Update the role used with Lambda to take S3 and SES policy (to send
mail) for permissions. This will update AWS Lambda code to send mail to see the trigger
working:

The updated AWS Lambda code is as shown:

var aws = require('aws-sdk');
var ses = new aws.SES({
region: ‘'us-east-1'
1)
exports.lambdahandler = function(event, context, callback) {
var eParams = {
Destination: {
ToAddresses: ["coxxxxxxx@gmail.com"]
¥
Message: {
Body: {
Text: {

Data: "Bucket name: "+event.Records[©].s3.bucket.name+" File
name: "+event.Records[0].s3.object.key

}
¥
Subject: {

Data: "S3 and AWS Lambda"
}

}s

Source: "coxxxxxx@gmail.com"

}s
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console.log('===SENDING EMAIL===');

var email = ses.sendEmail(eParams, function(err, data) {

if (err) console.log(err);

else {
console.
console.
console.
context
callback(null,
}

})s
}s

10g(u===EMAIL SENT:::“);
log("EMAIL CODE END");
log('EMAIL: ', email);

.succeed(event);

"email is send");

The corresponding screenshot is as shown here:

@ Select files

Upload

@ Set permissions

@ Set properties

1Files Size: 106 KB Target path: testbuckettrigger

scene. jpg
-10.6 KB

Upload

Step 18
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Now, upload the file and check the mail id provided in AWS Lambda code:

S3 and AWS Lambda  ibex ¢

cor < {@gmail.com via amazonses.com
to me -

Bucket name: testbuckettrigger File name:scene.jpg

~ Click here to Reply or Forware
0GB (0%) of 15 GB used Temms - Privacy - Program Policies
[Manage
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12. AWS Lambda — Creating and Deploying using

AWS CLI

AWS CLI is a command line tool which helps to work with AWS services.We can use it to
create, update, delete, invoke aws lambda function. In this chapter, you will discuss about
installation and usage of AWS CLI in detail.

Installation of AWS CLI

This section will guide you through the installation of AWS CLI on various operating systems.
Follow the steps given and observe corresponding screenshots wherever attached.

For Windows

Check your Windows configuration and choose one of the following links for installing AWS
CLI MSI:

e For Windows 64 bit: AWS CLI MSI installl for windows (64bit)
e For Windows 32 bit: AWS CLI MSI installl for windows (32bit)

Once you choose corresponding link and click it, you can find a Window as shown here:

i AWS Command Line Interface Setup = B
i il
e [l
Installing AWS Command Line Interface T1T!
T

Please wait while the Setup Wizard installs AWS Command Line Interface.

Status:
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Next, set the Environment path in windows as shown in the screenshots below:

Environment Variables

22

A

Edit User Variable

S5

Variable name:

Variable value:

PATH

C:'\Progtam Files\amazon\AWWSCLLC: \Progr

K ]| Cancel |

System variables

Variable
ANDROID_HOME
asl.log

ChocolateyInstall
CLASSPATH

e ———————————————————————————————————————————

Value

C:\Users\Intel\AppDataLocal\Android, ..
Destination=file
C:'\ProgramData'chocolatey

'

| oK | | Cancel |

Once done, you can use the following command on the command prompt, to see if aws cli is

installed:

aws --version

It displays the details of aws-cli version as shown in the following screenshot:

BE¥ Command Prompt

C:\>aws ——version
aws—clirz1.15.28 Python/2.7.92 Windows/?7 hotocores/1.16.20

C:\>

e B [
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For Linux / Mac

For installing on Linux and Mac, you need Python 2.6.3 or higher verison of it. Then, use
following commands for further installation processes:

$ curl "https://s3.amazonaws.com/aws-cli/awscli-bundle.zip" -o "awscli-bundle.zip"
$ unzip awscli-bundle.zip

$ sudo ./awscli-bundle/install -i /usr/local/aws -b /usr/local/bin/aws

Now, we need to configure AWS settings. You can use the following command for this purpose:

aws configure

For this purpose, it requires details such as:

e AWS Access Key ID
e AWS Secret Access Key
e Default region name

e Default output from format

You can obtain these details from your aws console. Go to you Account name at top right
corner as shown:

[\ BEEEEEEEE N virginia v Support ~

My Account

Helpful tips | |,

My Organization

Manage1 My Billing Dashboard
A

Monitor yol | My Security Credentials |

reservation

Sign Out

Create armorganzamnon

Use AWS Organizations for policy-based
ALRID

management of multiple AWS accounts. Start

now
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Now, click My Security Credentials and select users from left side.Add user with details as
asked.

Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name™

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and other development tools

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

Add the user and to get the access key and secret key. To see the new access key, choose
Show. Your credentials will look like as shown below:

Access key ID: AOSAIOSFOCDDZ7EXAMPLE
Secret access key: aJuirCVtnROUN/K7MDENG/bPxRfiCYEXAMPLEKEY

EN Command Prompt |ﬂ|ﬁ

C:nUzeprsod. .

C=~raws —wversion
aws—clisl.15.28 Pythons2.7.7 Windowss7 hotocores1.18.28

C=~>python ——version
‘python’ is not recognized as an internal or external command.
operable program or batch file.

T O e SN . O A OSFOCDD7EXAMPLE
G e TR N WL R = uirCVinROUN/KT MDENGBPxRACY EXAMPLEKEY

Default region name [Monel: us—east—
Default output format [Monel: text

o
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Reference Commands for AWS CLIS

AWS Lambda

The following table will give command references available to work with aws cli.

Name of aws cli command

Command reference

create-function

create-function --function-name <value> --
runtime <value> --role <value> --handler
<value> [--code <value>] [--description
<value>] [--timeout <value>] [--memory-
size <value>] [--environment <value>] [--
kms-key-arn <value>] [--tags <value>] [--
zip-file <value>] [--cli-input-json <value>]

list-functions

list-functions [--master-region <value>] [--
function-version <value>] [--max-items
<value>] [--cli-input-json <value>] [--
starting-token <value>] [--page-size
<value>] [--generate-cli-skeleton <value>]

get-function

get-function --function-name <value> [--
qualifier <value>] [--cli-input-json
<value>] [--generate-cli-skeleton <value>]

get-function-configuration

get-function-configuration --function-name
<value> [--qualifier <value>] [--cli-input-
json <value>] [--generate-cli-skeleton
<value>]

get-account-settings

get-account-settings [--cli-input-json
<value>] [--generate-cli-skeleton <value>]

update-function-configuration

update-function-configuration --function-
name <value> [--role <value>] [--handler
<value>] [--description <value>] [--
timeout <value>] [--memory-size <value>]

[--vpc-config  <value>] [--environment
<value>] [--runtime <value>] [--dead-
letter-config <value>] [--kms-key-arn
<value>] [--tracing-config <value>]

[--revision-id <value>] [--cli-input-json
<value>] [--generate-cli-skeleton <value>]

update-function-code

update-function-code --function-name
<value> [--zip-file <value>] [--s3-bucket
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<value>] [--s3-key <value>] [--s3-object-
version <value>] [--publish | --no-publish]

[--dry-run | --no-dry-run] [--revision-id
<value>][--cli-input-json <value>][--
generate-cli-skeleton <value>]

delete-function

delete-function --function-name <value> [--
qualifier <value>] [--cli-input-json
<value>] [--generate-cli-skeleton <value>]

Now, let us discuss these commands one by one in detail.

create-function

This api will create a new lambda function. The code needs to be given in zip format. If the
function to be created already exists, the api will fail. Note that the function name is case-

sensitive.

Commands Included

The list of commands that you can use with create-function is given here:

create-function
--function-name <value>
--runtime <value>
--role <value>
--handler <value>
[--code <value>]
[--description <value>]
[--timeout <value>]
[--memory-size <value>]
[--environment <value>]
[--kms-key-arn <value>]
[--tags <value>]
[--zip-file <value>]

[--cli-input-json <value>]
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Options Included

Various options that you can use with the functions above are as follows:

AWS Lambda

--function-name (string): This takes the name of the function.The name can be 64-bit

characters.

--runtime(string): Here you need to specify the runtime environment ie the language
selection. The details of the runtime are as given below:

Options available runtime
Python v3.6 python3.6
Python v2.7 python2.7
NodelS v6.10 nodejs6.10
NodelS v8.10 nodejs8.10
Java java8

C#1 dotnetcorel.0
C# 2 dotnetcore2.0
Go gol.x

--role(string): This will be the name of the lambda policy ie the role to be given to the
lambda function for accessing other services.It will have the permission as per the role

specified.

--handler (string): This is the name of the handler where the lambda code execution will

start.
For nodejs, handler name is the module name that we export.
For java, it is package.classname :: handler or package.classname
For python, handler is nameofthefile.functionname

--code (structure): AWS Lambda code

--description (string): description for the AWS Lambda function

--timeout (integer): timeout will have the time at which the lambda function has to

terminate execution.The default is 3s.
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--memory-size (integer): This is the memory given to the aws lambda function.AWS will
allocate the amount of CPU and memory allocation based on the memory given.

--environment (structure): its a object with environment details required in the aws
lambda function.

e.g : Variables={Namel=string,Name2=string}

--kms-key-arn (string): this is amazon resource name (ARN) used to encrypt the
environment variables.If not provided it will take the default settings to encrypt.

--zip-file (blob): path of the zip file which has the details of the code.

--cli-input-json (string) : Performs service operation based on the JSON string provided.
The JSON string follows the format provided by --generate-cli-skeleton. If other arguments
are provided on the command line, the CLI values will override the JSON-provided values.

Now, let us create a simple AWS Lambda function using runtime as nodejs and add some
console.logs to be printed.

Consider a sample code for understanding the same:

exports.handler = async (event) => {
console.log("Using aws cli");

return 'Hello from Lambda from aws cli!'

s

Now, zip the file and store it as awscli.zip.

Getting ARN

For the role, let us use the arn from the existing role we have created. To get the ARN, you
will have to follow the steps as shown here. Observe the respective screenshots wherever
attached:
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Go to IAM and select the role you want from Roles. The ARN details for the role are displayed
as shown below. Use Role ARN with create-function in aws cli.

Roles > lambdaapipolicy

Summary

Role ARN

Role description
Instance Profile ARNs
Path

Creation time

am:aws:iam::625297745038:role/lambdaapipolicy (f]

Allows Lambda functions to call AWS services on your behalf. | Edit

&

!

2018-05-14 1525 UTC+0530

Maximum CLI/API 1 hour (3,600 seconds) Edit
session duration
Permissions Trust relationships Access Advisor Revoke sessions

Attach policy Attached policies: 3

Policy name Policy type «
3 WSLambdaFullAccess AWS managed policy
» AmazonAPIGatewaylnvokeFullAc. .. AWS managed policy
» AmazonAPIGatewayAdministrator AWS managed policy

Observe here that the role arn is : arn:aws:iam::625297745038:role/lambdaapipolicy

The command with values for create-function is as follows:

Delete role

aws lambda create-function

--function-name "awslambdausingcli"

--runtime "nodejs8.10"

--role "arn:aws:iam::625297745038:role/lambdaapipolicy”

--handler "awscli.handler"

--timeout 5

--memory-size 256

--zip-file "fileb://awscli.zip"
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Now, if you run the command in aws cli, you can find an output as shown below:

— _ A
o Command Prompt o

:»awz lambda create—function —function—name "awslambdausingcli' ——puntime “'no

ejs8.18" ——role "arn:iaws:-iam::625297Y45838 :roleslanmbdaapipolicy’ ——handler “aus
li.handler" ——timeout 5% —memory—size 256 ——zip—file "fileb: ' awscli.=ip"
CalTGzXf534=zmME 1imAUY g¥u?D48AUBt PCuwbL 722 JM= 268 arn:aws: lambdazu
—east—1:625227745838 :function:aws lambdausingcli awslambhdaunzingcli
wscli.handler 2018-85-27T10:308:31.782+80680 256 A527dA34-e15b—4c18-Ta45-
1d?25f644c2c arn:awsiam:= 625297745838 troleslanbdaapipolicy nodejs8_18

SLATEST
RACINGCGOMFIG PassThrough

TN

In AWS console, the Lambda function is displayed as shown below:

Functions (&)

- 12 > &
displaydate NMode.js 6.10 221 bytes 15 days ago
helowithjava Java 8 28.2 kB 4 days ago
displaydate Mode.js 6.10 206 bytes 15 days ago

Node.js 8.10 260 bytes 1 minute ago
lambdatestwithgo Go 1.x 1.3 MB 18 hours ago
myfirstlambdafunction Mode.js 6.10 235 bytes 5 hours ago
errorhandlingpython Python 3.6 213 bytes 2 days ago
directapigateway NMode.js 6.10 231 bytes 11 days ago
hellopythonusingzip Python 3.6 325 bytes 2 days ago
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The details of the functions are as shown here:

Function code info

Code entry type Runtime Handler Info

‘ Upload a .ZIP file v Mode.js 8.10 v awsclifawscli.handler

Function package*

[f Upload

For files larger than 10 MB, consider uploading via S3.

The details of the configuration are as given below:

Execution role Basic settings

Defines the permissions of your function. Note that Description
new roles may not be available for a few minutes

after creation. Learn more about Lambda |
execution roles.

Choose an existing role v Memory (MB) Info

Your function is allocated CPU proportional to the

S memory configured.
Existing role ! g

You may use an existing role with this function. E|
Mote that the role must be assumable by Lambda 756 MB
and must have Cloudwatch Logs permissions.

lambdaapipolicy v Timeout Info

|D |min‘5 |sec

You can test the function and check the output as shown:

Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your
function.
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The corresponding Log output is shown here:

Log output
The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log
group corresponding to this Lambda function. Click here to view the CloudWatch log group.

START ReguestId: 3321e588-6199-11e8-9dcf-c58c5846b14d Version: SLATEST

2@18-85-27T18:32:85. 2682 3321e588-5199-11e8-3dcf-c58c5846014d Using aws cli
END RequestId: 3321e588-6199-11e28-9dcf-c58c5846b14d
REPORT RequestId: 3321e%88-6199-11e8-9dcf-c53c5846b14d Duration: 2.77 ms Billed Duration: 188 ms
Memory Size: 256 MB Max Memory Used: 28 MB
list-functions

This api gives the list of functions created so far in AWS Lambda.

Commands Included

The following are the commands asscociated with this API:

list-functions
[--master-region <value>]
[--function-version <value>]
[--max-items <value>]

[--cli-input-json <value>]

Options under list-functions

The following are various options you can use under this list-functions api:

--master-region(string): optional. The region from which the functions needs to be
displayed.

--function-version(string): optional. This will give the function version.
--max-items(integer): optional.This will give the items as the per the value specified.

--cli-input-json(string): optional.Will perform operation based on the json file provided.
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The command with values list-functions is as follows:

aws lambda list-functions --max-items 3

The command displays details as follows:

- O x
N Command Prompt Kl
L
0
1 [ B 0
y, 38 0
H18—H HE 4 4 +HHAAP B B 0 0 115
:I o g . 5 - 0 0 0 0
1 i A
RA [) P 0
| () AhY ¥ An OWH ¥ HE8 8
0 ;. 5 = 0 E 0 e 0
1 0 0 H18—H [ Gl5 M
- g g b 88°H i H b G ’, 0 D
0 1 H
RACTH u 0 0
P 0
1 [ GBI ¥ 0 o]y b 07
;. 38 0
[H18—H 1 [ +HHHH B G g
- 5. . 5 - 0 0 0 0
1 i
RA [) P 0
[ 0iH 0 pd I 0 310 ¥
L
.
get-function

This api will give details of the functions and also a url link which has zip file uploaded using
create-function. The url with zip details will be valid only for 10 mins.

Commands Included

The following are the commands associated with this api:

get-function
--function-name <value>
[--qualifier <value>]
[--cli-input-json <value>]

[--generate-cli-skeleton <value>]
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Options Included

--function-name: Name of the AWS Lambda function. You can also specify Amazon Resource

Name of the function.

--qualifier(string): Optional. Function version can be used to get the details of the function.

The command with values to get-function are:

aws lambda get-function --function-name awslambdausingcli

The command display details are as follows:
o Command Prompt

»Jaws lamhda get—function —function—name awszlamhbdausingcli

ODE https:/7prod-B4-2814-tasks.s3 .amazonaws .conssnapshots /625297745838 vaw=1a
hdausingcli—97848f 8d—4aB8—4ed?-29d?—achBidd2863d2?version ] d=dd4HKvPu?52==8p= jhlb
mfSo5fxnc_réi-Amz—Security-Token=FQoDYHAdzEKT «x2Fx2F = 2Fx2F«2Fx2F«2F«2Fx2F»2FuEaDC
TnGutwKToPBillcyK3A?6UcJEnweY DhMbbxux 2Bg2gf f K2ocfn1Ee iCHak8QoqgEl RFphKrdks?NzxP?g
hagL4M?RValxJ1a?PUY=2F0dAekscRHOLiXAAMUAXU 11 82 pKr yhd OwLJUWE jBuRzqu0xCec BudenHrSHPe
6 1Ma2ZDoBgZFEUDONS aTgdnuSnJK1f 6t 3 pMAKudu FRuPuf 226G 2BUGHrUxwleggigl SmD? 111 1Zse3x
2 BUF1 J1MuN>2F5d85uBy2Qx2F«2B0515Cybe Zpn?1 sHPY GEJHJIBAL: pkQ2WudU 1225 5Q0YH4JY P jACY
EgqSz?hx2FMceMPpOo PUANjcthx 2 FEwQqcShZeqAr?#2Fcd2Zl < 2BE 122 Bs4riBucgPuvQQuzeGI I 1Zhi
BGgdwR2 jhinylrAELf iuFMoSWE c FY oY tuLBMZn JGRY? jy2 GHEpoHE: 2B1HH» 7 2BnuFRUzU26rgDY¥ md E1
wRb3x 2821 Jm4?WGDa? o pRLullxFaux50r78haib zMeGE 3Vzzkb KPdU=YUpaLyf x 2Bl ovEyt 0ZhB1
EduCsx2FGI 108588 yxTx2Bp0Knyxuwe iezpGyl « ThSR=YQKIOFyI JMHzpluwrJKhy28v vt Bnum
IBlo?Zgg2Allx3D&R—Anz—Algorithm=AWS4—HMAC— 68H-Anz—Date=20180527T112426Z8&R —Am
—SignedHeaders=host&d—Amz—Expires=6B0&E—-Anz—Credent1al=ASIAICSQHLEBUFP37U4qQ:x2F2
A180A52 7« 2Fus—east—1x%2Fs3x2Fawusd_requestii-Amz—Signature=8h?7ed6d?daliii1ifeted2?
B74d2cB875he55e5BaBc5ab62558f55307985bdelaa 83

ONFIGURATION mCalTGzHf 8 34zmNE 1 inA0Y g¥u? D48AUBL PCuwbL??2JH= 260
rn:avws:lambdaius—east—-1:625297745038:function-aws lambhdausingc1li

usingcli awscli.handler 2018-A5-27T18:38:31.702+00688 256
el5h—4c18-2a45-1d225f644c2c arn:taws:iam: 1625297745838 iroleslambdaapipolicy
odej=8.10 5 SLATEST

RACINGCONFIG PassThrough

Y]

It gives the url which has the zip code uploaded. In the above case the url is:

https://prod-04-2014-
tasks.s3.amazonaws.com/snapshots/625297745038/awslambdausingcli-9704818d-4a08-

AQTbSRsYQKIOFyIINHzplwrIKhy28vy60numIBI09Zqq2AU%3D&X-Amz -Algorithm=AWS4 -HMAC -

Amz-Signature=8b97e7d6d7dal3313068e027894d2c875be5e50a0c5a62550155307985bdclaa

4ed9-99d9-acbhe0d2063d2?versionId=d04HKvPu9S2zz8pzjbW6Rmf505fxnc_r&X-Amz-Security-

Token=FQoDYXdzEKT%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FWEaDCpTmGvtwKToPBiWcyK3A96UcJEnwvYD
hMbbxu%2Bg2gffK2ocfnlEeiCHak8QqqE1RFpbKrdks9NzxP9gNbaglL4M9RValxJ1a9PUY%2FOdAekscRH
0iX0eMVAXU1I82pKryhdOwLIWSjOuRzqvOxCcBwlenHrSNPeG61Ma2ZDo@qZFEUDONSaTg4nuSnJK1f6t3
pMAKu4vFOwPvf92G%2BU6OrUxwleggigISmD911I1Zse3%2BVF1I1NuN%2F5d85v0y2Q%2F%2B0515Cybc
Zpn91sHPYG8IMI0OL srkQ2Ww4VU9Zz5c5QYH4IYPjOCYEgSz9b%2FMceMPpOoPUAM] ctb%2FEwQqcShZeq
Ar9%2Fcd2Z1%2BX12%2Bs4riQucgPvQQvseGIIiZbX3GqdwR2jblnylrAEIfiuFMoSWfcFYoYtulLOMZn]jG
R9jy2GNkp6MB%2B1HHr7%2BnuFRUzU26rgDYmdE1wRb3%2B21Im49WGDa90opRLVUXxFaux570r70haib2Fu
KzN6Gf3Vzzk5KPdWsYUpalLyf%2B1lovEyt0ZhB1JEXuCs%2FGI10XS88yxT%2BpOKmyxweiezpGgI%2FAkS

SHA256&X-Amz-Date=20180527T112426Z&X-Amz-SignedHeaders=host&X-Amz-Expires=6008&X-
Amz-Credential=ASIAICSQHLSBWFP37U4Q%2F20180527%2Fus -east-1%2Fs3%2Faws4_request&X-
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get-function-configuration

This will give the configuration details of the AWS Lambda function.

The following are the commands used along with this api:

get-function-configuration
--function-name <value>

[--qualifier <value>]

The following are the options used with

--function-name (string): name of the aws lambda function.You can also specify Amazon
Resource Name of the function.

--qualifier(string): Optional. Function version can be used to get the details of the function.

The command with values to get-function are:

aws lambda get-function-configuration --function-name awslambdausingcli

The command displays details as follows:

N Command Prompt

iwraws lambda get—function—conf iguration —function—name awslambdawsingcli
CalTGeHfS34zmMB 1imBUY Y u? D48AUBt PCubhL??2JH= 268 arn:aws = lambda:w
—east—1:625297745838 :function:awslanbdausingcli aws lambdaus ingcli
wscli.handler 2018-85-27T16:30:31.7082+0008 256 A527dA34—el15bh—4c1B—2a45—
d?25f644dc2c arn:aws:iam: 625297745838 iroleslambdaapipolicy nodejs8.18

SLATEST
RACINGCONFIG PassThrough

Ha

get-account-settings

This api gives the accounts settings.

Commands Involved

The command that you can use with this api are:

get-account-settings
[--cli-input-json <value>]

[--generate-cli-skeleton <value>]

154



Options Involved

You can use the following options with this api:

AWS Lambda

-=cli-input-json(string): Performs the service based on the json string provided.

--generate-cli-skeleton(string): It prints json output without sending the API request.

You can use the following command for get-account-settings:

aws lambda get-account-settings

You can see the following output when you execute the command given above:

wraws lambda get—account—settings

ACCOUNTLIMIT 262144808 52428860

ACCOUNTUSAGE 16 1428887

NP

update-function-configuration

Command Prompt

88538636800

O

1868

This api helps to update the configuration details for AWS Lambda function created. You can

change the memory, timeout, handler, role, runtime, description etc.

Commands Involved

The following are the commands involved in the update-function-configuration api:

update-function-configuration
--function-name <value>
[--role <value>]

[--handler <value>]
[--description <value>]
[--timeout <value>]
[--memory-size <value>]
[--environment <value>]
[--runtime <value>]
[--cli-input-json <value>]

[--generate-cli-skeleton <value>]
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Options Involved

The following are the options involved in update-function-configuration api:
--function-name: name of the aws lambda function

--role (string): optional.The ARN of role is needed to be updated.

--handler (string): optional.The handler details of aws lambda function.
--description(string): optional.Description for the function.

--timeout(integer): optional.Time required so that aws lambda function can terminate.

--memory-size(integer): optional.This is the memory given to the aws lambda
function.AWS will allocate the amount of CPU and memory allocation based on the memory
given.

--environment (structure): optional. It is an object with environment details required in
the aws lambda function.

e.g: Variables={Namel=string,Name2=string}

--runtime(string): Here you need to specify the runtime environment ie the language
selection.

The details of the runtime are shown in the table given below:

Options available runtime
Python v3.6 python3.6
Python v2.7 python2.7
NodelS v6.10 nodejs6.10
NodelS v8.10 nodejs8.10
Java java8

C#1 dotnetcorel.0
C# 2 dotnetcore2.0
Go gol.x

--cli-input-json (string): optional.This will perform the operation on the api as specified in
the json string provided.

--generate-cli-skeleton (string): optional. This will output the JSON skeleton of all details
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without executing the api. The output can be used as a input to --cli-input-json.

Now, let us chage the memory and timeout of AWS Lambda function that we have created

earlier. Follow the steps given below and observe the corresponding screenshots attached for
this purpose:

Step 1

The memory and timeout before the change occurred is as follows:

Basic settings

Description

Memory (MB) Info

Timeout Info

0 min 5 sec

Step 2

Now, with update-function-configuration, let us change the memory and timeout to
320MB and timeout to 10s. For this purpose, use the following command with values:

aws lambda update-function-configuration --function-name “awslambdusingcli” --
timeout 10 --memory-size 320

Step 3

Then you can see the following output as the display:

o Command Prompt -

isaws lambda wpdate—Ffunction—configuration —function—name “awslambdausingcli'
——timeout 18 ——memory—size 32

a
CalTGzEf534zmNE 1 imAUY ¥ u?D48AUBt PCwbhL?92JM= 260 arn:zaws:lambda:n
—east—1:625297745838 :functiontaws lambdausingcli aws lambdausingcli
wzcli . handler 2018-85-27T13:37:-49_046+008008 328 35571654 7eal 47338592
3?11954i7h arn-aws:iam: 1625297745838 -roleslambdaapipolicy nodejs8.18

ATEST
RACINGC

FIG PassThrough

Y-
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Step 4
The display in AWS console after using update-function-configuration is as follows:

Basic settings

Description

Memory (MB) Info

Timeout Info
0 min 10 sec
Update-function-code

This api will update the code for an existing AWS Lambda function.

Commands Involved

update-function-code
--function-name <value>
[--zip-file <value>]
[--s3-bucket <value>]
[--s3-key <value>]
[--s3-object-version <value>]

[--cli-input-json <value>]

[--generate-cli-skeleton <value>]

Options Involved

The following are the options involved with the update-function-code api:
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--function-name(string): name of aws lambda function

--zip-file (blob): optional . Path of the zip file which has the code to be updated.
--s3-bucket(string): optional.S3 bucket name which has the zip file with code uploaded.
--s3-key(string): optional.AWS s3 object key name which has to be uploaded.
--s3-object-version (string): optional .AWS s3 object version.

--cli-input-json (string): optional.This will perform the operation on the api as specified in
the json string provided.

--generate-cli-skeleton (string): optional. This will output the JSON skeleton of all details
without executing the api. The output can be used as a input to --cli-input-json.

The updated code is as shown below:

exports.handler = async (event,context) => {
console.log("Using aws cli");
console.log()

return 'Hello from Lambda from aws cli!'

}s

You can use the following command with values for this purpose:

aws lambda update-function-code --function-name "awslambdausingcli" --zip-file
"fileb://awscli.zip"

The corresponding output is as shown here:

o] Command Prompt

»awzs lamhda update—function—code ——function—name "awslambhdausingeli' —=zip—fi
le "fileb:/ awscli.zip"

Klsf851?DidhaEJaFibavnrhEpl HHLttsCillndmSJA= 3a9 arn:aws:lambdazu
—east—1:6252977456838 :function:aws lambdausingcli aws lambdausingcli
wscli.handler 2018-A5-27T13:55:87._%87+60008 3z@ ce7chl3e—595f—4c28—77"hc—

arn:aws:iam: 6252927745038 :roleslambdaapipolicy nodejs8.18

PassThrough
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The display from AWS console is as shown here:

Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results frem your function.

"Hello from Lembda from aws cli!"

The corresponding log output is as shown below:

Log output
The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group corresponding to this
Lambda function. Click here to view the CloudWatch log group.

START ReguestId: bfc3b8b5-61b5-11e8-a37c-bf94c68825d9 Version: SLATEST

2@18-85-27713:56:27.381Z2 bfc3b8b5-61b5-11e8-a37c-bf34c68025d9 Using aws cli

2@18-85-27713:56:27.3822 bfc3b8b5-61b5-11e8-a37c-bf34c68025d9 remaining time = 9997

2818-85-27T13:56:27.3822 bfc3b8b5-61b5-11e8-a37c-bf24c68025d49 functionlame = awslambdausingcli

2@18-85-27713:56:27.3822 bfc3b8b5-61b5-11e8-a37c-bf34c68025d9 AWSrequestID = bfc3b8b5-61b5-11e8-a37C-bf94c558025d9
2815-85-27713:56:27.3827 bfc3b8b5-61b5-11e5-a37c-bf24ct8025d9 logGroupllame = undefined

2818-85-27T13:56:27.3822 bfc3b8b5-61b5-11e8-a37c-bf24c68025d49 logStreamiame = undefined

2918-85-27T713:56:27.382L bfc3b8b5-61b5-11e8-a37c-bf94c68825d9 clientContext = undefined

EMD RequestId: bfc3b8b5-61b5-11e8-a37c-bf94c68825d9

REPORT RequestId: bfc3b8b5-61b5-1le8-a37c-bf94c680825d9 Duration: 4£.37 ms Billed Duration: 18@ ms Memory Size: 328 MB

Max_Memory Used: 46 MB

delete-function

The delete aws cli api will delete the function given.

Commands Included

The command details for the same are given here:

delete-function
--function-name <value>
[--qualifier <value>]

[--cli-input-json <value>]
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[--generate-cli-skeleton <value>]

Options Included
The options included in this api are as given below:

--function-name(string): this will take the lambda function name or the arn of the aws
lambda function.

--qualifier (string): This is optional.Here you can specify the version of aws lambda that
needs to be deleted.

-- cli-input-json(string): Performs service operation based on the JSON string provided.
The JSON string follows the format provided by --generate-cli-skeleton. If other arguments
are provided on the command line, the CLI values will override the JSON-provided values.

--generate-cli-skeleton(string) : it prints json skeleton to standard output without sending
the API request.

You can use the following command with values for this purpose:

aws lambda delete-function --function-name "lambdatestcli™

Command Prompt

mil »

C:\>aws lamhda delete—function ——function—name "lambhdatestcli"

IC=N\>
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Now, observe that the function will not be seen in AWS Lambda function list:

Lambda » Functions

Functions [76) Actions ¥ Create function

Q, |add filter [z

‘ keyword : lambdatestcli (%)

<1 > B

Function name v Description Runtime ¥ Codesize ¥ Last Modified v

There is no data to display.

162



AWS Lambda can be created and deployed using serverless framework. It allows you to create
AWS Lambda triggers and also deploy the same by creating the required roles. Serverless
framework allows to handle big projects in an easier way.The events and resources required
are written in one place and just a few commands helps in deploying the full functionality on
AWS console.

In this chapter, you will learn in detail how to get started with AWS serverless framework.

Install Serverless Framework using npm install

To begin with, you need to first install nodejs. You can check for nodejs as follows:

Command Prompt ‘ =AREN X

You will have to use the following command to install serverless using npm package:

npm install -g serverless

G| npm - o IE

tw2npm install —g serverless
h...] ! finalize:yaml-ast—parser: C:slserssKamat“A
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Once npm is done, execute serverless command which shows the list of command to be used
to create and deploy AWS Lambda function. Observe the screenshots given below:

N Command Prompt
wrzerverless

You can run commands with “serverless" or the shortcut “'sls"
Pass "—verhose" to this command to get in-depth plugin info
Pass "——no—color"” to disabhle CLI colors

Pass "—help" after any {command?*> for contextual help

Documentation: https://serverless.comsframewvork/docs./

Configure Serverless
Configures a new provider profile for the Server

Create new Serverless service
o= Deploy a Serverless service
.-.- Deploy a single function from the service
List deployed version of vyour Serverless Service

List all the deployed functionz and their versio

Display information about the service
Inztall a Serverless service from GitHub or a pl

Display information about the service
. Install a Serverless service from GitHub or a pl

1igin from the Serverless registry

Invoke a deployed function

Invoke function locally

OQutput the logs of a deployed function

Show metrics for a specific function

Packages a Serverless service

Plugin management for Serverless

Install and add a plugin to your service

Ininstall and remove a plugin from your service

Lists all available plugins

Search for plugins

Print vour compiled and resolved config file

Remove Serverleszs service and all rvesources

Rollhack the Serverless service to a specific de
ployment

Rollbhack the function to the previous version

Enable or disable stats

The Serverleszss Platform iz currently in experimental heta. Follow the docs hel
ow to get started.
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You can also use sls instead of servesless. sls is the shorthand command for serverless.

= Command Prompt - Y

You can run commands with “serverlesz" or the shortcut "sls'
Pass "——verhose" to this command toe get in—depth plugin info
Pass “"——no—color" to disable CLI colors

Pass "——help" after any <command>* for contextual help

Documentation: https:ssserverless.con/framework-docss

Conf igure Serverless
Configures a new provider profile for the Server
less Framework
Create new Serverless service
. Deploy a Serverless service
. Deploy a single function from the service
List deployed verszion of vour Serverlessz Service

List all the deployed functions and their versio
. Display information about the service

Install a Serverless service from GitHub or a pl
1yin from the Serverless registe

In case you need help on the command sls, you can use the following command:

sls create --help

) Command Prompt - OIS

Create new Serverless service
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For creating a serverless framework, you have to follow the steps given below:

Step 1

To start using serverless framework, we need to add the credentials. By this, you can the

user first in AWS console as follows:

Add user

Set user details

You can add multiple users at once with the same access type and permissions. Leam more

User name® | serverless-lambda

© Add another user

Select AWS access type

o

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type” Programmatic access

Enables an access key ID and secret access key for the AWS AP, CLI, SDK, and other development tools

AWS Management Console access

Enables a password that allows users to sign-in to the AWS Management Console.

* Required

Step 2

Cancel Next: Permissions

Click on Next:Permissions button to add permissions. You will have to attach the existing

policies or Administrator Access to this user.

Set permissions for serverless-lambda

!.I ‘I‘ Add user to group

Ml cxisting user directly

Copy permissions from E Aliach existing policies

Attach one or more existing policies directly to the users or create a new policy. Learn more

Create policy | < Refresh

Filter: Policy type v  Q Search

Policy name ~ Type Attachments ~

v » AdministratorAccess Job function 0
» AlexaForBusinessDeviceSetup AWS managed 0

3 AlexaForBusinessFullAccess AWS managed 0

» AlexaForBusinessGatewayExecution AWS managed 0

3 AlexaForBusinessReadOnlyAccess AWS managed 0

» AmazonAPIGatewayAdministrator AWS managed 1

Showing 355 results

Description

Provides full access to AWS services and resources.

Provide device setup access fo AlexaForBusiness services

Grants full access to AlexaForBusiness resources and access to related AWS Services
Provide gateway execution access to AlexaForBusiness services

Provide read only access to AlexaForBusiness services

Provides full access to create/edit/delete APIs in Amazon API Gateway via the AWS
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1 2 ° 4
Review
Review your choices. After you create the user, you can view and download the autogenerated password and access key.
User details

User name serverless-lambda

AWS access type  Programmatic access - with an access key

Permissions summary

The following policies will be attached to the user shown above:

Type Name
Managed policy AdministratorAccess
Cancel Previous
Step 3

Click Create User to add the user. It will display the access key and secret key which we
need to configure the serverless framework:

User ACCREE key D Fecrel access Hey

] & osenverkess-lambla 000 kdkEkkdkdkkkdkkkkkdkkke 0 " Shot

Configure AWS Serverless Framework

Let us see how to configure AWS serverless framework. You can use the following command
for this purpose:

sls config credentials --provider aws --key accesskey --secret secretkey

= Command Prompt - o IEH

credentials provider aws key — secret pl

Note that the details of credentials entered, that is the access key and secret key are stored
in the file /aws/credentials.
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First, create a folder where you want your project files to be stored.

e Command Prompt -

i»»zlzs config credentials —provider awsz —key AKIAJTJRDSPLBUHGUUSA ——secret pA
[IKIDKBO+Dx=po24J3dcH/CYAF?acdkOuwAZgi3
Cerverless:
Cerverless:
Berverless:

womkdir aws—serverless
tsJod aws—serverless

Isaws—zerverlezs

Next, we will start the work in aws-serverless folder.

Create AWS Lambda using Serverless Framework

Now, let us create a Lambda function with the serverless framework using the steps given
below:

Step 1

Following are the details for serverless create command:

=N Command Prompt -

twaws—serverless2sls create —help

Create new Serverless service

tnaws—serverless
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Step 2
Now, we need to assign the template which are as follows:

Aws-nodejs, aws-nodejs-typescript, aws-nodejs-ecma-script, aws-python, aws-
python3, aws-groovy-gradle etc.

Step 3

We shall make use of aws-nodejs template to create our first project using serverless
framework. The command for the same purpose is as shown here:

sls create --template aws-nodejs

=N Command Prompt

tvaws—serverlessdsls create —template aws—nodejs
Cerverless:

Cerverle
Lerverle

Ihnaws—sepuverless

Note that this command creates a boilerplate for template aws-nodejs.
Step 4

Now, open the folder created in an IDE. Here we are using Visual Studio code and the folder
structure is as follows:
o]
File Edit Selection View Go Debug Tasks
EXPLORER
4 OPEN EDITORS
4 AWS-SERVERLESS
gitignore
handlerjs

I' serverless.ymil
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Step 5
There are 2 files created: handler.js and Serverless.yml

The AWS Lambda basic function details are shown in handler.js as follows:

'use strict’;

module.exports.hello = (event, context, callback) => {
const response = {
statusCode: 200,
body: JSON.stringify({
message: 'Go Serverless v1.0! Your function executed successfully!’,
input: event,
1)
}s5

callback(null, response);

// Use this code if you don't use the http event with the LAMBDA-PROXY
integration

// callback(null, { message: 'Go Serverless v1.0! Your function executed
successfully!', event });

}s

Thie file Serverless.yml has the configuration details of the serverless framework as shown
below:

Welcome to Serverless!

This file is the main config file for your service.

It's very minimal at this point and uses default values.
You can always add more config options for more control.

Just uncomment any of them to get that config option.

#
#
#
#
#
# We've included some commented out config examples here.
#
#
# For full config options, check the docs:

#

docs.serverless.com
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#

# Happy Coding!

service: aws-nodejs # NOTE: update this with your service name

# You can pin your service to only deploy with a specific Serverless version
# Check out our docs for more details

# frameworkVersion: "=X.X.X"

provider:
name: aws

runtime: nodejs6.10

# you can overwrite defaults here
# stage: dev

# region: us-east-1

# you can add statements to the Lambda function's IAM Role here

# iamRoleStatements:

# - Effect: "Allow"

# Action:

# - "s3:ListBucket"

# Resource: { "Fn::Join"™ : ["", ["arn:aws:s3:::", { "Ref"

"ServerlessDeploymentBucket"” } 1 ] }
- Effect: "Allow"
Action:
- "s3:PutObject™

Resource:

- - "arn:aws:s3:::"

#

#

#

#

# Fn::Join:
#

#

# - "Ref" : "ServerlessDeploymentBucket"
#

-

# you can define service wide environment variables here
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# environment:

# variablel: valuel

# you can add packaging information here
#package:

# 1include:

# - include-me.js

# - include-me-dir/**
# exclude:

# - exclude-me.js

#

- exclude-me-dir/**

functions:
hello:
handler: handler.hello

The following are a few example events you can configure
NOTE: Please make sure to change your handler code to work with those events
Check the event documentation for details
events:
- http:

path: users/create
method: get

- s3: ${env:BUCKET}

- schedule: rate(10 minutes)

- sns: greeter-topic

O B o H O OH H o H #

- stream: arn:aws:dynamodb:region:XXXXXX:table/foo/stream/1970-01-
01T00:00:00.000

# - alexaSkill: amznl.ask.skill.xx-xx-XX-XX

# - alexaSmartHome: amznl.ask.skill.xx-XX-XX-XX
# - iot:

# sql: "SELECT * FROM 'some_topic'"

# - cloudwatchEvent:

# event:

# source:
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- "aws.ec2"
detail-type:
- "EC2 Instance State-change Notification™
detail:
state:
- pending
- cloudwatchLog: '/aws/lambda/hello’
- cognitoUserPool:

pool: MyUserPool

T T T T N T T

trigger: PreSignUp

+H*

Define function environment variables here
# environment:

# variable2: value2

# you can add CloudFormation resource templates here
#resources:
Resources:
NewResource:
Type: AWS::S3::Bucket

Properties:

#

#

#

#

# BucketName: my-new-bucket
# Outputs:

# NewOutput:

# Description: "Description for the output”
#

Value: "Some output value"
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Now, we need to add changes in serverless.yml file as per our requirements. You can use the
commands as given below:

You can use the following command for Service:

service: aws-nodejs # NOTE: update this with your service name

Now, change the service here and add the name given to our folder as shown:

service: aws-serverless # NOTE: update this with your service name

The provider details are as shown:

provider:
name: aws

runtime: nodejs6.10

The provider is aws and runtime is nodejs6.10. We need to add the region in which we will
be working and the stage, that is dev or prod environment for the project. So here are the
updated details of provider:provider:

name: aws
runtime: nodejs6.10
# you can overwrite defaults here

stage: prod

region: us-east-1

IAM Role

The iam role, that is, the code for permission to work with Lambda is shown here in the .yml
file:

# iamRoleStatements:

# - Effect: "Allow"

# Action:

# - "s3:ListBucket"

# Resource: { "Fn::Join" : ["", ["arn:aws:s3:::", { "Ref"

"ServerlessDeploymentBucket"” } ] ] }
- Effect: "Allow"
Action:
- "s3:PutObject"

Resource:

H ¥ ¥ OH O OH

Fn::Join:
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# _um
# - - "arn:aws:s3:::"

# - "Ref" : "ServerlessDeploymentBucket"
# - M/

Note that we need to give the details of the role, that is the permission required with other
AWS services, in the above section.

AWS Lambda Handler Details

The name of the export function in handler.js is hello. So the handler is name of the file
followed by export name.

functions:
hello:
handler: handler.hello

The resource details about the s3 service added as shown below here:

# you can add CloudFormation resource templates here
#resources:
Resources:
NewResource:
Type: AWS::S3::Bucket

Properties:

#

#

#

#

# BucketName: my-new-bucket
# Outputs:

# NewOutput:

# Description: "Description for the output”
#

Value: "Some output value"
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AWS Lambda

Let us deploy the above lambda function to AWS console. You can use the following steps for

this purpose:

Step 1

First, you will have to use the following command:

sls deploy

tnvaws—szerverlessrsls deploy
Cerverless:
Cerverless:
Cerverless:
Cerverless:

Cerverless
Cerverless
Cerverless
Cerverless
Lerverles
Cerverles
Lerverles

Rerverless:
aws—serverless
prod
us—east—1
aws—serverless—prod

Mone

Mone

Command Prompt

hello: aws—szerverless—prod—-hello

tnaws—serverless

Step 2

Now, you should see the function in AWS console now as shown. The details of serverless
AWS are logged in AWS cloudformation. For this purpose, go to AWS service and select
CloudFormation.The details of the AWS Lambda are displayed as follows:

Create Stack [ - Actions = Design template

Filter: Active -

c =

Showing 4 stacks

Stack Name Created Time Status Description
aws-serverless-repository-s3-lambda-pu.. 2018-06-11 21:20:20 UTC+0550 CREATE_COMFPLETE

aws-serverless-repository-ses-nofificatio.. 2018-06-10 21:29:12 UTC+0350 CREATE_COMFLETE An Amazon SES notification handler.
aws-api-prod 2018-06-03 19:49:55 UTC+0550 UFPDATE_COMPLETE The AWS CloudFormation template ...
aws-serverless-prod 2018-06-03 18:37:31 UTC+0550 UPDATE_COMPLETE The AWS CloudFormation template ...
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Observe that the name given is project name followed by the stage used.

Resources v ==
Logical ID Physical ID Type Status Status Reason "
HelloLambdaFunc...  aws-serverless-prod-hello AWS:: Lambda::Function CREATE_COMPL...

HelloLambdaVersi. . arn.:aws:\ambda:us—east—1152529??45038:Tu AWS::Lambda: Version CREATE_COMPL. ..
nctlon:aws-serverless-prod-ne\lo:1 -

HelloLogGroup Jaws/lambda/aws-serverless-prod-hello AWS:Logs::LogGroup CREATE_COMPL...
lamRoleLambdaE aws-serverless-prod-us-east-1-lambdaRole AWS 1AM Role CREATE_COMPL

aws-serverless-prod-serverlessdeploymentb

ServerlessDeploy.
ucket-1weyzewBdaftko

AWS::S3Bucket CREATE_COMPL

Step 3

It creates the iam role for AWS Lambda and log group for AWS cloudwatch. S3 bucket is
created which has the code details stored and the configuration details.

This is created by the command sls deploy. You need not specify the iam role, instead it is
created by default during the deploy stage.

aws-serverless-prod

Stack name: aws-serverless-prod
Stack ID: arm:aws cloudformation:us-east-1:625297745038: stack/aws-serverless-prod/12b92ed0-672f-11e8-9851-50fae97e0835
Status: UPDATE_COMPLETE
Status reason:
Termination protection:  Disabled
IAM role:

Description The AWS CloudFormation template for this Serverless application
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The detailed flow of events is displayed below in the cloudformation service.

~ Events

Filter by: Status ~

2018-06-03 status Type

b 18:38.32 UTC+0550
»  18:38:32 UTC+0550

AWS:
UP AWS:

UPDATE_COMPLETE

b 18:38.30 UTC+0550 AWS: Lambda: Version

»  18:38:30 UTC+0550 AWSLambda: Version

18:38:29 UTC+0550 CREATE

AWS: Lambda:Version

b 18:38.27 UTC+0550
b 18:38.27 UTC+0550

18:38:26 UTC+0550
»  18:38:24 UTC+0550
> 18:38:15 UTC+0550
b 18:38.14 UTC+0550

AWS:
AWS:
AWS:
AWS:
AWS:
AWS:

Lambda::Function

Lambda::Function
Lambda::Function
IAM:Role
Logs::LogGroup
Logs::LogGroup

CREATE_COMPLETE
CREATE_COMPLETE

CloudFormation::Stack
CloudFormation::Stack

Logical ID Status Reason

aws-serverless-prod
aws-serverless-prod

HelloLambdaversionrNg8rGPH
MBEOOWNLE3IRSwsIxAZ8rEdD
ccZBPpLca
HelloLambdaVersionrNg8rGPH
MBEOOWNLE3iIRSwsIxAz8rEdb
ccZBPpLcs
HelloLambdaversionrNg8rGPH
mMBEOOWNLE3IRSwsIxAzZ8rEdD
ccZBPpLc8
HelloLambdaFunction

Resource creation Initiated

HelloLambdaFunction Resource creation Initiated
HelloLambdaFunction

lamRoleLambdaExecution

HelloLogGroup

HelloLogGroup Resource creation Initiated

»  18:38:14 UTC+0550 AWSIAM:Role lamRoleLambdaExecution Resource creation Initiated
18:38:14 UTC+0550 AWSLogs:LogGroup HelloLogGroup
18:38:14 UTC+0550 AWSIAM Role lamRoleLambdaExecution

> 18:38:11 UTC+0550  UPDATE AWS::CloudFormation::Stack aws-serverless-prod User Initiated

Lambda Functions aws-serverless-prod-hello ARN - arn:aws:lambda:us-east-1:625297745038:function:aws-serverless-prod-hello
aWS—SerVerleSS—prod—h ello Throttle | | Qualifiers ¥ | | Actions ¥ Select a test event v
@ This function belongs to the CloudFormation stack aws-serverless-prod. Visit the CloudFormation console to manage this stack X

AWS Lambda Code

The AWS Lambda code and its execution settings are shown in the screenshot given below:

Code entry type Runtime Handler Info
Edit code inline v Nede.js 6.10 v handler.hello

~ File Edit Find View Goto Tools Window b o

= v aws-serverless-prod-hd{r b= handler.js x

E .

= 4> | handler.js 1 ‘use strict';

£ 2

Lﬁ 3 module.exports.hello = (event, context, callback) =» {
4 const response = {
5 statusCode: 288,
6 body: J50N.stringify({
7 message: 'Go Serverless v1.8! Your function executed successfully!',
3 input: event,
9 s
1a ¥
11
12 callback(null, response);
13
14 // Use this code if you don't use the http event with the LAMBDA-PROXY integration
15 /i callback({null, { message: 'Go Serverless v1.8! Your function executed successfully!', even
16 };
17
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When you test the Lambda function, you can find the following output:

Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your function.

"statusCode™: 2083,

"body": "{\"message“":\"Go Serverless v1.8! Your function executed successfully!y",\"inputi™:
A "key 3N\ "value3\ ", A key 2\ O\ "value 2\, key IV " valueln " T
i

Execution role Basic settings

Description

Learn more abou

Choose an existing role v
Memory (MB) Info
o Your function is allocated CPU proportional to the memory
Existing role ConFe "
h this function configured.
ambda and mu E|
1024 MB

aws-serverless-prod-us-east-1-lambdaRole ¥
Timeout Info

0 min | 6 sec

The Log output for the above function is shown here:

Log output
The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log group corresponding to
this Lambda function. Click here to view the CloudWatch log group.

START ReguestId: dcb47d2c-672f-11e8-b568-ff62a0440aea Version: SLATEST

EMD RegquestId: dcbd7d2c-672F-1123-b560-FF52:044082a

REPORT ReguestId: dcb47d2c-672f-11eB-b56@-ff62a8448aea Duration: 2.28 ms Billed Duration: 108 ms Memory Size: 1824
MB Max Memory Used: 28 MB

We can also test the AWS Lambda function using the serverless command as shown below:

sls invoke --function hello
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snvaws—serverlessr»sls deploy
Eerverless:

Ferverless:
Ferverless:

Ferverless:
aws—serverless
prod
us—east—1
aws—serverless—prod
None
Mone

hello: aws—serverless—prod-hello

ssvaws—serverless>»sls invoke —function hello_

The syntax of the invoke command is shown here:

AWS Lambda

sls invoke --function hello

This invoke command triggers the AWS Lambda function and displays the output in the

command prompt as shown below:
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=N Command Prompt = =

A

L

Cerverles
Berverles
Cerverles
Cerverles

Cerverless:

aws—serverless
prod

us—east—1
avs—serverlesz—prod

Mone

Hone

hello: aws—serverless—prod-hello

nawz—serverlessrzls invoke —function hello
"statusCode': 2600.

"hody'': "{~“"messages'":x"Go Serverless vl.@B? Your function executed successfu
1lyt~" sMinputs"={>>"
k

Ivaus—serverless >

You can also test the Lambda function before deploying and the command for same using the
following command :

sls invoke local --function hello

Please note that it is not always possible to test locally as the resources like S3 and DynanoDB
cannot be simulated on the local environment. Only the basic function calls can be tested
locally.

EX Command Prompt - sls invoke local --function hello =

iwaws—serverless?sls invoke local ——function helloe

"statusCode': 260,
"hody': "{\"message~":“"Go Serverless vli.A! Your function executed successfu
0 1yts " S anput s NN

iwaws—serverless?

Using APl Gateway and AWS Lambda with Serverless Framework

Let us see how to create new project to work with Lambda and api gateway.You can use the
following command for this purpose:
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sls create --template aws-nodejs

BN Command Prompt

womkdir aws—api
nod aws—api

waws—apir*zls create —template aws—nodejs
Rerverless:

Berverle
Cerverle

oo
b2 ]
oo
b2 ]

Ihaws—apir_

Now, open aws-api project in visual code. You can see that the handler.js and
serverless.yml files created. Let us do the changes in that for addition of api gateway.

b

File Edit Selection View Go Debug Tasks Help

@ EXPLORER
4 OPEN EDITORS
p 4 AWS-API
.gitignore

handlerJs

serverless.yml

You will have to do the following changes in serverless.yml:

182



AWS Lambda

: nodejs6.18

Now, the events details added for api gateway activation with AWS Lambda:

There is a new thing added here called events. We have specified the event as http, along
with its path and method.

The path is the end-point which we will use when the api gateway path is created and method
used is GET.

Observe that the handler is handler.hello, and hello is the export name from handler.js.
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= strict’;

s.hello = (event, context, callback) => {
const response = {
statusCod 208,
body: 150 ringity({

message: '(
input: event,

}J.‘

i

callback(null, response);

Note that you do not have to deploy the api gateway here, as the serverless framework will
perform it.

Now, we will run the sls deploy command to create AWS Lambda function with trigger as
api gateway.

sls deploy

BN Command Prompt -

waws—apirsls deploy
Cerverless:
Lerverless:
Lerverless:
Lerverless:

Rerverless
Ferverless
Ferverless
Ferverless
Ferverless
Ferverless
Cerverless

Lerverless:
aws—api
prod
us—east—1
aws—api—prod

Mone

GET — https:=/s/nubhfdojfg.execute—api.us—east—1.amazonaws.com/prod/first—api

hello: aws—api-prod-hello

InAaws—apir_
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Observe that the deploy details are listed above. It gives the Get url with the end-point as
the path details. The stage is prod so same is used in the url. The name of the function is
aws-api-prod-hello.

Let us hit the url and see the output. You can see the followings the response we get from
the api-gateway get url:

& C | @ Secure | httpsy//nvbhfdojfg.execute-apius-east-1.amazonaws.com/prod/first-ap hxd

"GET","headers™:

‘Accept-Language”: "en-US, en;q=0.9", "CloudFront -
“CloudFront-Ts-Tablet-

1a,5 ) (H)nda ws NT 6.3; Win64;

{"message”:"Go Serverless v1.8! Your function exscuted successfully!™,"input™:{"resourc
{"Accept”: "text/html,application/xhtml+xml,application/xml;q=8.%, image/uebp, inage/apng
Forwarded-Prot https™, "CloudFront-Is-Desktop wer true”,"CloudFront-Is-Mobile
Vieuer”:“false”, “CloudFront -Vicuer -Country”: "I nvbhfdojfe. execute-spi. -1.amazonaus. com”, "upgrade- insecure- requests
x64) App iebK: 37.36 (KHTML, 1]'{( Gecko) Chr 359.181 Safari/537.36" J' 2.8 7@7712754BB?dbb«’lB?E(?uh?dEnZEan cloudfron’
d" ", "X-Amzn-Trace-Id": "Ros 1- Eblgfﬂef 5b@12e3; 6h7f49b5@13& 26fc"”,"X-Forwarded-For” 157 33.133.217, 54 182.242.73","X-Forwarded-
"inull, puthFarumEtEr inull,” tag:Vur)able :null, "reques stContext” o \ESUUr(EId "pesSsy", "resourcePsth” "first-
\equEStTlmE "83/Jun/2018:14:23:43 +0008", "path": fpde/‘flrSt

rst-api’,"path”:"/first-api”, "httpt etho
8", A((Ept En(udlﬂg "gzip, deflate
“false”, "CloudFront-Ts-SmartTV-Viewer

625287745038", "protacel”: "HTTR/1.1" Stage
{"cognitoldentityPoolld”:null,’ “2ccountId” inull, "cogniteldentity
ovider”:null, "userarn”:null, "useragent 1ozilla/s.a (win NT 6.3; Wing4; x64) npple,ehKlt/537.36 (KHTHL, like Gecks) Chrome/66.@.3359.181
Safari/537.36", "user”:null},"apild” :"nvbhfdojfg"}, "body” :null, "isBase64Encoded” :false}}

, requestTlmEEpDch :1528035823928, "requestId": "b8550bde-5739-11c8-b135-230269a82c58" , " identity”
inull,"caller":null, "sourcelp” :"157.33,133.217", "accesskey” inull, "cognitoauthenticationType" snull, "cognitoauthenticationpr

spi","accountId":"

{"message":"Go Serverless v1.0! Your function executed
successfully!","input":{"resource":"/first-api", "path":"/first-
api","httpMethod":"GET","headers":{"Accept":"text/html,application/xhtml+xml,appli
cation/xml;qg=0.9, 1mage/webp,1mage/apng,*/*,q 0.8","Accept-Encoding":"gzip,
deflate, br","Accept-Language":"en-US,en;q=0.9","CloudFront-Forwarded-
Proto":"https", "CloudFront-Is-Desktop- V1ewer"'"true","CloudFront—Is—Mobile—
Viewer":"false", "CloudFront-Is-SmartTV-Viewer":"false","CloudFront-Is-Tablet-
Viewer":"false","CloudFront-Viewer-Country":"IN", "Host":"nvbhfdojfg.execute-
api.us-east-1.amazonaws.com","upgrade-insecure-requests”:"1","User-
Agent":"Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/66.0.3359.181 Safari/537.36","Via":"2.0
707912794802dbb4825c79b7d8626a5d.cloudfront.net (CloudFront)","X-Amz-Cf-
Id":"j70MMgkWFp6kmvuauzp_nvTbI-WwKIQmm2J15hzSoN6gkdvX1llhh-g==","X-Amzn-Trace-
Id":"Root=1-5b13f9ef-5b012e36b7f40b5013a326fc", "X-Forwarded-For":"157.33.133.217,
54.182.242.73","X-Forwarded-Port":"443","X-Forwarded-
Proto":"https"}, "queryStringParameters":null, "pathParameters”:null, "stageVariables
":null,"requestContext”:{"resourceld":"pes5sy","resourcePath":"/first-
api","httpMethod":"GET", "extendedRequestId": "H6POfE-
MoAMFdIg=","requestTime":"03/Jun/2018:14:23:43 +0000", "path"'"/prod/first—
api","accountId":"625297745038", "protocol" :"HTTP/1.1", "stage":"prod", "requestTimeE
poch":1528035823928, "requestId":"b865dbd6-6739-11e8-b135-
a30269a8ec58", "identity":{"cognitoIldentityPoolId":null, "accountId":null,"cognitold
entityId":null,"caller":null,"sourcelp":"157.33.133.217","accessKey":null,"cognito
AuthenticationType":null, "cognitoAuthenticationProvider":null,"userArn":null,"user
Agent":"Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/66.0.3359.181
Safari/537.36","user":null}, "apiId":"nvbhfdojfg"}, "body":null, "isBase64Encoded":fa
lse}}
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The event details are also available in the output when you hit the url. The httpMethod is GET
and the queryStringParameters are null as there is nothing passed in the query string. The
event details are given to input which we have specified in the AWS Lambda handler:

s.hello = (event, context, callb
response
statusCode: 268,
.stringify({
rle

input: event,

b

12

callback(

The output we get from api gateway are only the body details such as message and input.
The response is totally controlled by the api gateway and how to display it as output.

Now, let us pass inputs to the GET url in query string and see the display:

&« C | & Secure | hitps//nvbhfdojfg.execute-apius-sast-1.amazonaws.com/prod/first-ap

v i

"message":"Go Serverless v1.8! Your function executed successfully!™,"input":{"resource™:"/first-api","path":"/first-
api”,"httpMethod" :"GET", "headers™:
{"Accept”:"text/html,application/xhtml+xml,application/xml;gq=0.2,image/webp,image/apng,*/*;9=8.8", "Accept-Encoding”: "gzip,
deflate, br","Accept-Language":"en-US,en;q=0.9","CloudFront-Forwarded-Prote” :"https","CloudFront-Is-Desktop-
Viewer":"true","CloudFront-Is-Mobile-Viewer": "false","CloudFront-Is-SmartTV-Viewer"”: "false","CloudFront-Is-Tablet-
Viewer":"false","CloudFront-Viewer-Country”:"IN", "Host":"nvbhfdojfg.execute-api.us-east-1.amazonaws. com”, "upgrade-insecure-
reguests”:"1", "User-Agent”:"Mozilla/5.@ (Windows NT 6.3; WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/66.0.3359.181 5afarif537.36","via":"2.2 8bld3263c2fbd@a2c27@b174d7aa3del. clovdfront.net (CloudFront)™,"X-Amz-Cf-
Id":"JIBZIw3I-blKbnpHPELYXPVolCgdwWSKmEukZS4atOmidy riiBMI -UKNw==","X-Amzn-Trace-Id": "Root=1-5b13ffo@-
7d6e38ddcedasdden184T3@" , "X-Forwarded-For":"157.33.133.217, 54.182.242.127","X-Forwarded-Port": "443","X-Forwardsd-
Proto™:"https"}, "queryStringParameters”:

{"displaymessage":"Hello"}, "pathParameters”:null, "stageVariables":null, "requestContext”:

{"resourceld": "pes5sy","resourcePath":" /first-

api”, "httpMethod" : "GET", "extendedRequestId" :"HATelG340AMFguA=", "requestTime" :"83/Jun/2018:14:47:44

+@0@a", "path"”:"/prod/first-

api”,"accountId":"625297745@38", "protocol” :"HTTR/1.1", "stage”: "prod", "requestTimeEpoch™: 1528837264252, "requestId”:"12e5dca3
-673d-11e8-8966-69fcf43bdadb”, "identity™:

{"cognitoIdentityPoolId":null, "accountId”:null,"cognitoIdentityId”:null,"caller”:null,"sourceIp”:"157.33.133.217", "accessKe
y"inull, "cognitoAuthenticationType” inull, "cognitoAuthenticationProvider”inull, "userdrn”:null,"userAgent”: "Mozilla/5.2
(Windows NT 6.3; WinB4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/66.8.3359.181

safari/537.36", "user"inull}, "apild”: "nvbhfdojfg"}, "body™ :null, "isBaseé4Encoded” :false}}
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Then you can see the output of querystring as shown below:

{"message" :"Go Serverless v1.0! Your function executed
successfully!","input":{"resource":"/first-api", "path":"/first-

api", "httpMethod":"GET", "headers":{"Accept":"text/html,application/xhtml+xml,appli
cation/xml;q=0.9,image/webp,image/apng,*/*;q=0.8","Accept-Encoding":"gzip,
deflate, br","Accept-Language":"en-US,en;q=0.9","CloudFront-Forwarded-
Proto":"https","CloudFront-Is-Desktop-Viewer":"true","CloudFront-Is-Mobile-
Viewer":"false", "CloudFront-Is-SmartTV-Viewer":"false","CloudFront-Is-Tablet-
Viewer":"false","CloudFront-Viewer-Country":"IN", "Host":"nvbhfdojfg.execute-
api.us-east-1.amazonaws.com","upgrade-insecure-requests"”:"1","User-
Agent":"Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/66.0.3359.181 Safari/537.36","Via":"2.0
8b1d3263c2fbd@a2c270b174d7aa3d61.cloudfront.net (CloudFront)","X-Amz-Cf-
Id":"JIBZw3I-blKbnpHP8LYXPVolCgdW5KmEukZS4at9mi4vriBMI -UKNw==","X-Amzn-Trace-
Id":"Root=1-5b13ff90-7d6e38d4c0ed4a5d4e6184130", " "X-Forwarded-For":"157.33.133.217,
54.182.242.127","X-Forwarded-Port":"443","X-Forwarded-

Proto":"https"}, "queryStringParameters":{"displaymessage"”:"Hello"}, "pathParameters
":null,"stageVariables":null, "requestContext":{"resourceld":"pes5sy", "resourcePath
" /first-

api", "httpMethod":"GET", "extendedRequestId": "H6TeiG340AMFguA=", "requestTime":"03/]
un/2018:14:47:44 +0000","path":"/prod/first-

api","accountId":"625297745038", "protocol”:"HTTP/1.1","stage":"prod"”, "requestTimeE
poch":1528037264252, "requestId":"12e5dca3-673d-11e8-8966-

69fcf43bdadb", "identity":{"cognitoIdentityPoolId":null, "accountId":null,"cognitold
entityId":null,"caller":null, "sourceIp”:"157.33.133.217","accessKey":null, "cognito
AuthenticationType":null,"cognitoAuthenticationProvider":null,"userArn":null, "user
Agent":"Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/66.0.3359.181

Safari/537.36","user":null}, "apiId":"nvbhfdojfg"}, "body":null, "isBase64Encoded":fa

lse}}

Let us change the AWS Lambda function to just display the querystring details as shown
below:

'use strict’;
module.exports.hello = (event, context, callback) => {
const response = {
statusCode: 200,
body: JSON.stringify({

message: (event.queryStringParameters &&
event.queryStringParameters.displaymessage!="") ?
event.queryStringParameters.displaymessage : 'Go Serverless v1.0! Your function
executed successfully!"’

1)
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};

callback(null, response);

// Use this code if you don't use the http event with the LAMBDA-PROXY
integration

// callback(null, { message: 'Go Serverless v1.0! Your function executed
successfully!', event });

}s

Observe that we have changed the message based on the querystring displaymessage. This
will deploy the the function again and check the output.It displays the details present in query
string variable displaymessage as shown below.

& C | @ Secure | httpsi//nvbhfdojfg.execute-api.us-east-1.amazonaws.com/prod/first-api?displaymessage=Hello%20From%20Lambda w

{"message":"Hello From Lambda"}

Let us now add post method to the events created as shown below:
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Now, deploy the changes made and you can see the following output from the deploy
command:

G Command Prompt = =

tvauws—apirsls deploy
Cerverless:
Cerverless:
Cerverless:
Cerverless:
Cerverless:

Serverless:

aws—api

prod
uz—east—-1
aws—api-prod
Hone

GET — https:/snubhfdojfg.execute—api.uzs—east—1.amazonaws .consprodsf irst—api
POST — https://nuvbhfdojfg.execute—api.us—east—1.amazonaws.com/prod/post—api

hello: aws—api-prod-hello

tnauws—apirg

Note that testing post url in browser directly will not give the details. You should test the post
url in postman.

To get postman go to https://www.getpostman.com/apps. Download the app as per your OS.
Once installed, you should be able to test your post url as shown below:

No Environment

perams v

POST

te-api.us-east-1.amazonaws.com/pre

Key Value Description

Body (10) Statust 2000K  Time: 1671 ms
Pretty JSON

"message™: "Go Serverless v1.®! Your function executed successfully!™

¥

This displays the message we have added in the Lambda function.
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14. AWS Lambda — Executing and Invoking

Lambda Function

This chapter will explain in detail about process of executing and invoking Lambda function
and the steps involved in it.

AWS Lambda Execution Model

AWS execution depends on the configuration details added for AWS Lambda Function. When
the function is created, there is a memory and time allotted, which is used for the execution
of AWS Lambda function.

With the help of the configuration details, AWS Lambda creates an execution context.
Execution context is a temporary runtime environment which is made ready with any external
dependencies such as database connection, http endpoints, third party libraries etc., if any.

When AWS Lambda function is invoked for the very first time or if the lambda function is
updated, there is little latency added because of the execution context setup. However, the
subsequent calls are faster in comparison to the first one. AWS Lambda tries to reuse the
execution context again if the Lambda function is invoked taking lesser time.

The reuse of execution context has the following implications:

e If there is any database connection done for the execution of Lambda, the connection
is maintained for reuse. So the Lambda code has to be such that the connection has
to be checked first- if exists and reused; otherwise we shall have to make fresh new
connection.

e Execution context maintains a disk space of 500MB in /tmp directory. The data
required is cached in this directory. You can have additional check in the code to see
if the data exists.

e If the callbacks or some background processes if the are not complete when the
Lambda function was invoked, the execution will start when the lambda function is
invoked again. Incase you do not need such thing to happen make sure your processes
are all ended properly, when the function execution is complete.

You should use of the execution context and the data stored in tmp directory. You will have
to add necessary checks in the code to see if the required data exists before creating fresh
new ones.This will save the time during execution and make it more faster.
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Invoking AWS Lambda function

We can invoke AWS manually using aws cli. We have already seen how to create and deploy
AWS Lambda using cli. Here, we will first create a function using aws cli and invoke the
same.

Creating AWS Lambda Function using AWS CLI

You can use the following commands for creating AWS Lambda function using aws cli:

Commands

create-function
--function-name <value>
--runtime <value>
--role <value>
--handler <value>
[--code <value>]
[--description <value>]
[--timeout <value>]
[--memory-size <value>]
[--environment <value>]
[--kms-key-arn <value>]
[--tags <value>]
[--zip-file <value>]

[--cli-input-json <value>]

Command with values

aws lambda create-function

--function-name "lambdainvoke™

--runtime "nodejs8.10"

--role "arn:aws:iam::625297745038:role/lambdaapipolicy™
--handler "index.handler"

--timeout 5

--memory-size 256

--zip-file "fileb://C:\nodeproject\index.zip"
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The output is as shown below:

Bl Command Prompt (== ————

C:sraws lambda create—function —function—name "lambdainvoke" ——runtime '"nodejs8
18" —role "arniawsiiam: 625297745038 iroleslambdaapipolicy” ——handler 'index_ha
ndler'" —timeout % ——memory—size 25%6 ——=ip—file "fileb://C:~nodeprojectsindex.zi
pll

Jh/0UnhUrpcre?N2 rgkcQuNbenRE1t W28 D4ge SR8 bhFu= 233 arn:aws:lambda:u
c—east—1:625297745038 - function: lambdainuvoke lambdainuoke index._.handler
2018-06—08TH6 =19 : 35 . 645 +B0B8 256 65788a27-3295-487e-bfB1-30382585ee23

arn-aws:iam:- 625297745838 ro0le/lambdaapipolicy nodejs8.18 5 SLATEST
TRACINGCONFIG PassThrough

(RN

The function created in AWS console is as shown below:

Lambda Functions ARN - arn:aws:lambda:us-east-1:625297745038 function:lambdainvoke
lambdainvoke | Throttle || Qualifiers ¥ || Actions ¥ v
Configuration Monitoring
Code entry type Runtime Handler Info
Edit code inline v MNode.js 8.10 v index.handler
File Edit Find View Goto Tools Window b o 3
v lambdainvoke B index.js
index.js 1
2 3 {event) =
3 te aws lambda function using aws cli")};
14 unction from aws cli!’
5
Execution role Basic settings

Description
Learn more

Choose an existing role v
Memory (MB) Info

Existing role

lambdaapipolicy v
Timeout Info

0 min | 5 sec
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Now, you can invoke the function using the command: invoke

--function-name <value>
[--invocation-type <value>]
[--log-type <value>]
[--client-context <value>]
[--payload <value>]
[--qualifier <value>]

outfile <value>

Options
--function-name: Specify the name of the function you want to invoke.

--invocation-type(string): by default the invokation-type is requestresponse. The values
available to be used with invokation-type is RequestResponse , Event and DryRun.

e Event invocation-type is to be used for async response.

e DryRun is to be used when you want to verify the Lambda function without need of
executing it.

--log-type: It will be Tail if the invocation type is RequestResponse.lt gives the last 4KB
base64-encoded log data. Possible values are Tail and None.

--client-context: You can pass client specific details to the Lambda function.The
clientcontext has to be in json format and base64-encoded. Maximum file size is 3583 bytes.

--payload: json format input to you lambda function.

--qualifier: You can specify Lambda function version or alias name.If you pass the function
version than the api will use qualified function arn to invoke the Lambda function.If you specify
alias name, the api uses alias ARN to invoke Lambda function.

outfile: This is the filename where the content will be saved.
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Command with values

aws lambda invoke --function-name "lambdainvoke" --log-type Tail
C:\nodeproject\outputfile.txt

B Command Prompt

HD
AZDL H B

2HM

FXo o
[T]

===
=

You can use payload option to send dummy event to the lambda function in json format as
shown below.

The related AWS Lambda code is as follows:

exports.handler = async (event, callback) => {
console.log("Hello => "+ event.name);

console.log("Address =>"+ event.addr);

callback(null, 'Hello '+event.name +" and address is "+ event.addr);

}s

Observe that in the code, we have console event.name and event.addr. Now, let us use
payload option in aws cli to send the event with name and address as follows:

aws lambda invoke --function-name "lambdainvoke" --log-type Tail --payload
file://C:\clioutput\input.txt C:\clioutput\outputfile.txt

Thenpayload takes input as a filepath which has json input as shown:

"name":"Roy Singh", "addr":"Mumbai"}
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The corresponding output is as shown below:

Command Prompt -

lambda invoke —function—name "lambdainvoke" —log—type Tail ——payload f

1ile://C:sclioutputsdi

ut .txt Cisclioutputsoutputfile.txt
JU=dE1kOiAz0MQuZDhkY iB3MjExLT ExZT gt 0T RhMNCAxOT Bh¥ nM jY jgBMGEg

4LTAZLTEIVDAS O M0 jMBL jc BNFo Mz 1kMnQ4ZGT tH= I xMSBxMUU4

LTEBYTOtMT kYW Y21
FodMz 1kMmQ4ZGItHz1x

WCUh1bhGxu IDA+IFJveSBTallSnafo yMDE4LTAZLTE3UDAS0,jMx0 jMBL,jcB
AxMUU4ALT KAY Tt MT kuY WU Y2 T 4NDBhCUFKZHJ 1c 3MgPTSHAML iYWKKRUSE

IFJ1cBiV]1c3RJZDogMz 1IkMmQ4ZGI tN= 1 xMSBxMUU4LT KAYTOtMT kuY WJ jY 2T 4NDBhC1JFUE?SUCBEZHF1
FANASUGE I DMS ZDJKOGRILT e yMTEtMTF10CBSNGEALT ESMGFiY 2Hi0DQuwY Q1 EdX JhdGlub jogMT QuNT Qg

b MJGm1shGUKI ER1 cmFBal?uQiAxMDAghEMgCU1 12 ve 3BT ak p10iAyNTYgTUI JTWF41 E1 1bU2 ye SBU
2Uk0iAx0SBNQgkK 2806

ssod clioutput

sclioutputtype outputfile.txt
""Hello Roy Singh and address iz Mumbai®

sclioutput

The output is stored in the file C:\clioutput\outputfile.txt as follows:

"Hello Roy Singh and address is Mumbai®

Sample Events

You can test AWS Lambda function by passing a sample event. This section gives some sample
events for AWS Services. You can use the invoke command to test the output when triggered
with any of the services. Observe the codes given for corresponding sample events below:

Amazon S3 Put Sample Event

{
"Records": [
{
"eventVersion": "2.0",
"eventTime": "1970-01-01T00:00:00.000Z",

"requestParameters”: {

"sourceIPAddress": "127.0.0.1"

})

"s3": {
"configurationId": "testConfigRule",
"object": {

"eTag": "0123456789abcdef0123456789abcdef",

"sequencer": "©A1B2C3D4E5F678901",
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"key": "HappyFace.jpg",

"size": 1024

}s

"bucket": {
"arn": bucketarn,
"name": "sourcebucket",
"ownerIdentity": {

"principalld": "EXAMPLE"

}

¥

"s3SchemaVersion": "1.0"

¥

"responseElements”: {

"x-amz-id-2":
"EXAMPLE123/5678abcdefghijklambdaisawesome/mnopqgrstuvwxyzABCDEFGH",

"x-amz-request-id": "EXAMPLE123456789"
¥
"awsRegion": "us-east-1",
"eventName": "ObjectCreated:Put”,
"userIdentity": {

"principalId”: "EXAMPLE"
}s

"eventSource": "aws:s3"

}

To get the details of the file from the s3 put event, you can use the following command:

event.Records[@].s3.0object.key //will display the name of
the file

To get the bucket name, you can use the following command:

event.Records[0@].s3.bucket.name //will give the name of the bucket.

To see the EventName, you can use the following command:
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event.Records[@].eventName // will display the eventname

Amazon S3 Delete Sample Event

{

"Records": [
{
"eventVersion": "2.0",
"eventTime": "1970-01-01T00:00:00.000Z",
"requestParameters”: {

"sourcelIPAddress": "127.0.0.1"

¥
"s3": {
"configurationId": "testConfigRule",
"object": {
"sequencer": "OA1B2C3D4E5F678901",
"key": "HappyFace.jpg"
¥
"bucket": {
"arn": bucketarn,
"name": "sourcebucket",
"ownerIdentity": {
"principalld": "EXAMPLE"
}
¥
"s3SchemaVersion": "1.0"
¥

"responseElements”: {

"x-amz-id-2":
"EXAMPLE123/5678abcdefghijklambdaisawesome/mnopqrstuvwxyzABCDEFGH",

"X-amz-request-id": "EXAMPLE123456789"

}s
"awsRegion": "us-east-1",
"eventName": "ObjectRemoved:Delete",

"userIdentity": {
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"principalId": "EXAMPLE"
}s

"eventSource": "aws:s3"

Amazon DynamoDB

Amazon DynamoDB can be an event on AWS Lambda when changes are made on DynamoDB
table. We can perform operation like add entry, update and delete records from the

DynamodDB table.

A sample event for DynamoDB add, insert and delete event is shown here:

{
"Records": [
{
"eventID": "1",
"eventVersion": "1.0",
"dynamodb": {
"Keys": {
"Id": {
"N": "101"
}
}s
"NewImage": {

"Message": {
"S": "New item!™

}s
"Id": {

¥
"StreamViewType": "NEW_AND_OLD_IMAGES",
"SequenceNumber": "111",

"SizeBytes": 26
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s
"awsRegion": "us-west-2",
"eventName": "INSERT",

"eventSourceARN": eventsourcearn,

"eventSource": "aws:dynamodb"
}s
{
"eventID": "2",
"eventVersion": "1.0",
"dynamodb": {
"0ldImage": {

"Message": {

"S": "New item!"

1
"Id": {
"N": "le1"
}
¥
"SequenceNumber": "222",
"Keys": {
"Id": {
"N": "101"
}
¥

"SizeBytes": 59,
"NewImage": {
"Message": {
"S": "This item has changed"
}s
"Id": { "N": "1e1"
}
¥
"StreamViewType": "NEW_AND_OLD_IMAGES"

}s
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"awsRegion": "us-west-2",
"eventName": "MODIFY",
"eventSourceARN": sourcearn,
"eventSource": "aws:dynamodb”
}s
{ "eventID": "3",
"eventVersion": "1.0",
"dynamodb": {
"Keys": {
"Id": {
"N": "le1"
}
¥
"SizeBytes": 38,
"SequenceNumber": "333",
"0ldImage": {
"Message": {
"S": "This item has changed”
¥
"Id": {
"N": "le1"
}

}s
"StreamViewType": "NEW_AND_OLD_IMAGES"

}, "awsRegion": "us-west-2",
"eventName": "REMOVE",
"eventSourceARN": sourcearn,

"eventSource": "aws:dynamodb" }

Amazon Simple Notification Service

AWS Lambda can be helpful to process the notification created in Simple Notification
Service (SNS). Whenever there is message published in SNS, the Lambda function can be
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triggered with a SNS event, which has details of the messages. This messages can be
processed inside Lambda function and can be sent further to other services as per the
requirement.

Once the message is entered, SNS will trigger the Lambda function. If any error tries to invoke
the Lambda function, SNS will retry to call the lambda function upto three times.

Amazon SNS Sample Event

A sample event that has all the details available in AWS Lambda function to carry out the
further process is shown below:

"Records": [

{

"EventVersion": "1.0",

"EventSubscriptionArn": eventsubscriptionarn,

"EventSource": "aws:sns",
"Sns": {
"SignatureVersion": "1",

"Timestamp": "1970-01-01T00:00:00.000Z",
"Signature": "EXAMPLE",
"SigningCertUrl": "EXAMPLE",
"Messageld": "95df@1b4-ee98-5cb9-9903-4c221d41eb5e",
"Message": "Hello from SNS!",
"MessageAttributes": {
"Test": {
"Type": "String",
"Value": "TestString"
¥
"TestBinary": {
"Type": "Binary",
"Value": "TestBinary"
}
¥
"Type": "Notification",
"UnsubscribeUrl": "EXAMPLE",
"TopicArn": topicarn,

"Subject": "TestInvoke"
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Amazon Simple Mail Service

Amazon Simple Mail Service can be used to send messages and also to receive messages.
The AWS Lambda function can be called on Simple Mail Service when the message is received.

Amazon SES Email Receiving Sample Event

The details of SES event when used inside AWS Lambda is shown below:

{
"Records": [
{
"eventVersion": "1.0",
"ses": {
"mail": {

"commonHeaders": {
"from": [

"Jane Doe <janedoe@example.com>"

1,
lltoll: [
"johndoe@example.com"
1,
"returnPath”: "janedoe@example.com",

"messageId": "<0123456789example.com>",
"date": "Wed, 7 Oct 2015 12:34:56 -0700",
"subject": "Test Subject”
}s
"source": "janedoe@example.com",
"timestamp": "1970-01-01T00:00:00.000Z",
"destination": [

"johndoe@example.com"

1
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"headers": [

{
"name": "Return-Path",
"value": "<janedoe@example.com>"
¥
{
"name": "Received",
"value": "from mailer.example.com (mailer.example.com [203.0.113.1])

by inbound-smtp.us-west-2.amazonaws.com with SMTP id o3vrnil@e2ic for
johndoe@example.com; Wed, @07 Oct 2015 12:34:56 +0000 (UTC)"

1
{
"name": "DKIM-Signature",

"value": "v=1; a=rsa-sha256; c=relaxed/relaxed; d=example.com;
s=example; h=mime-version:from:date:message-id:subject:to:content-type;
bh=jX3FObCAI7sIbkHyy3mLY028ieDQz2ROP8HWQkk1Fj4=;
b=sQwJ+LMe9RjkesGu+vqU56asvMhrLRRYrWCbV"

¥
{
"name": "MIME-Version",
"value": "1.0"
¥
{
"name": "From",
"value": "Jane Doe <janedoe@example.com>"
¥
{
"name": "Date",
"value": "Wed, 7 Oct 2015 12:34:56 -0700"
¥
{
"name": "Message-ID",
"value": "<0123456789example.com>"
¥
{

"name": "Subject",
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"value": "Test Subject”

¥
{
"name": "To",
"value": "johndoe@example.com"
¥
{
"name": "Content-Type",
"value": "text/plain; charset=UTF-8"
}

1

"headersTruncated": false,
"messageId": "o3vrnil@e2ic28tr"
¥
"receipt”: {
"recipients”: [
"johndoe@example.com"
1,
"timestamp"”: "1970-01-01T00:00:00.000Z",
"spamVerdict": {
"status": "PASS"
¥
"dkimVerdict": {
"status": "PASS"
¥
"processingTimeMillis": 574,
"action": {

"type": "Lambda",

"invocationType": "Event",
"functionArn": "arn:aws:lambda:us-west-
2:012345678912:function:Example”

¥

"spfVerdict": {
"status": "PASS"

¥
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"virusVerdict": {
"status": "PASS"
}
}
}s
"eventSource": "aws:ses"
}
]
}
Amazon Cloudwatch Logs

AWS Lambda can be triggered from Amazon CloudWatch Logs using the CloudWatch Logs
Subscriptions. CloudWatch Logs subscriptions has data real-time data about the logs which
can be processed and analyzed inside AWS Lambda or could be used to load to other systems.

Amazon CloudWatch Logs Sample Event

{
"awslogs": {

"data":
"H4sTAAAAAAAAAHWPWQQCQBCGXOXm7EFtK+smZBEUgXoLCdMhFtKV3akI8dobLYmibvPPN3wz@0CIxmQnT
041whwWQRIctmEcB6sQbFC3CjW3XW8kxpOpP+0C22d1Wm11qZkQGtoMsScxaczKN3plG8zlaHIta5KgWso
zoTYw3/djzwhpLwivWFGHGpAFe7DL68J1BUk+17KSN7tCOEJ4M3/q0I49vMHj+zCKd1FqLaU2ZHV2a4Ct/
an@/ivdx8oYc1UVX860fQDQiMdXRQEAAA=="

P}

Amazon APl Gateway

AWS Lambda function can be invoked on https url. IT can be done on GET, POST, PUT.
When the https url is invoked, the AWS Lambda function is also triggered and the data passed
to https using get/post can be made available inside AWS Lambda to be used to insert in
DynamoDB or to send mail etc.

API| Gateway Proxy Request Event

{
"path": "/test/hello",

"headers": {
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"Accept":
"text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8",

"Accept-Encoding": "gzip, deflate, lzma, sdch, br",
"Accept-Language": "en-US,en;q=0.8",
"CloudFront-Forwarded-Proto": "https",
"CloudFront-Is-Desktop-Viewer": "true",
"CloudFront-Is-Mobile-Viewer": "false",
"CloudFront-Is-SmartTV-Viewer": "false",
"CloudFront-Is-Tablet-Viewer": "false",
"CloudFront-Viewer-Country": "US",

"Host": "wtémne2s9k.execute-api.us-west-2.amazonaws.com",
"Upgrade-Insecure-Requests”: "1",

"User-Agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11 6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.82 Safari/537.36
OPR/39.0.2256.48",

"Via": "1.1 fb7cca60f@ecd82ce@7790c9c5eefl6c.cloudfront.net (CloudFront)",
"X-Amz-Cf-Id": "nBsWBOrSHMgnaROZJIK1wGCZ9PcRcSpq_oSXZNQwQ1le0TZL4cimZo3g==",
"X-Forwarded-For": "192.168.100.1, 192.168.1.1",
"X-Forwarded-Port": "443",
"X-Forwarded-Proto": "https"
¥
"pathParameters”: {
"proxy": "hello"
¥
"requestContext": {
"accountId": "123456789012",
"resourceld": "us4z18",
"stage": "test",

"requestId": "41b45ea3-70b5-11le6-b7bd-69b5aaebc7d9",

"identity": {
"cognitoIdentityPoolId": "",
"accountId": "",
"cognitoldentityId": "",
"caller": "",

"apikey": "",
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"sourcelp": "192.168.100.1",

"cognitoAuthenticationType": s

"cognitoAuthenticationProvider": ,

"userArn": R

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11 6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.82 Safari/537.36
OPR/39.0.2256.48",

"user":
}s
"resourcePath": "/{proxy+}",
"httpMethod": "GET",
"apiId": "wtémne2s9k"
}s
"resource": "/{proxy+}",
"httpMethod": "GET",
"queryStringParameters": {

"name": "me

¥
"stageVariables": {

"stageVarName": "stageVarValue"

API| Gateway Proxy Response Event

{
"statusCode": 200,

"headers": {

"Accept":
"text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8",

"Accept-Encoding": "gzip, deflate, lzma, sdch, br",
"Accept-Language": "en-US,en;q=0.8",
"CloudFront-Forwarded-Proto": "https",

"CloudFront-Is-Desktop-Viewer": "true",
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"CloudFront-Is-Mobile-Viewer": "false",
"CloudFront-Is-SmartTV-Viewer": "false",
"CloudFront-Is-Tablet-Viewer": "false",
"CloudFront-Viewer-Country": "US",

"Host": "wtémne2s9k.execute-api.us-west-2.amazonaws.com",
"Upgrade-Insecure-Requests": "1",

"User-Agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11 6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.82 Safari/537.36
OPR/39.0.2256.48",

"Via": "1.1 fb7cca60f@ecd82ce@7790c9c5eefl6c.cloudfront.net (CloudFront)",
"X-Amz-Cf-Id": "nBsWBOrSHMgnaROZJK1wGCZ9PcRcSpq_oSXZNQwQ1e0TZL4cimZo3g==",
"X-Forwarded-For": "192.168.100.1, 192.168.1.1",

"X-Forwarded-Port": "443",

"X-Forwarded-Proto": "https"

}s
"body": "Hello World"
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Deleting AWS Lambda function will remove the AWS Lambda from the AWS console. There
are 2 ways to delete AWS Lambda function.

e Using AWS console.
e Using AWS CLI command

This chapter discusses these two ways in detail.

Using AWS Console

For deleting a Lambda function using AWS console, follow the steps given below:

Step 1

Login to AWS console and go to AWS Lambda service. You can find that AWS lambda functions
created so far are listed in AWS console as shown below:

Q. Filter by tags and attributes or search by keyword H| | < 1 2 3 > {8}
Function name v Description Runtime v :;::E v Last Modified ¥
O awslambdausingcsharp EZ:NH core 199.3 kB 2 days ago
O awslambdacsharplogs2 Z’;;NH core 199.5 kB 2 days ago
O displaydate Node.js 6.10 221 bytes 18 days ago
O helowithjava Java 8 28.2 kB 7 days ago
@] awslambdacsharpcontext EZ;NH core 199.5 kB 2 days ago
O awslambdacsharplogs3 EZ:NH core 199.3 kB 2 days ago
O csharplambda2 ZZ:NH core 199.4 kB 2 days ago
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The list shows that there are 23 AWS Lambda functions created so far. You can view them
using the pagination provided on the top or search the AWS Lambda by using the search box.

Step 2

Observe that there is a radio button across each of the AWS Lambda function. Select the
function you want to delete. Observe the screenshot shown below:

Functions (25 C | crame unceion |

Q. Filter by tags and attributes or search by keyword | 1 2 3 > &
i L . Code -
Function name v Description Runtime v size v Last Modified ¥

C# [LNET Core

awslambdausingcsharp 2.0) 199.3 kB 2 days ago
C# (LNET C
awslambdacsharplogs2 5 D; ore 199.5 kB 2 days ago
o] displaydate Node.js 6.10 221 bytes 18 days ago

Step 3

Once you select the AWS Lambda function, the Action dropdown which was earlier grayed
out is highlighted now. Now, open the combo box and it will display options as shown:

View details

Test

Delete

v SO Last Modified ¥

size v
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Step 4Select the Delete button to delete the AWS Lambda function. Once you click Delete,

it displays the message as follows:

Delete function displaydate

Deleting this Lambda function will permanently remove the associated code. The
associated event source mappings will also be removed, but the logs and role will not be
deleted. Are you sure you want to delete this Lambda function?

Step 5

Cancel

Read the message carefully and later click Delete button to remove the AWS lambda function

permanently.

Note: Deleting aws lambda will not delete the role linked. To remove the role, you need to

go to IAM and remove the role.

Step 6

The list of roles created so far is shown below. Observe that there is a Create role button

and Delete role button.

Q search
Role name ~ Description
lambdaapipolicy Allows Lambda functions to call AWS service. ..
lambdapolicyjava Allows Lambda functions to call AWS service. ..

lambdawithdynamodb Allows Lambda functions to call AWS service. ..
lambdawiths3 Allows Lambda functions to call AWS service. ..

roleforlambdatesting Allows Lambda functions to call AWS service. .

Trusted entities

AWS service: lambda

AWS service: lambda

AWS service: lambda

AWS service: lambda

AWS service: lambda

- | & @

Showing 5 results

Click the checkbox across the role you want to delete. You can also select multiple roles to

delete at a time.
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Q search

Role name « Description Trusted entities
lambdaapipolicy Allows Lambda functions to call AWS service. . AWS service: lambda
lambdapolicyjava Allows Lambda functions to call AWS service... AWS service: lambda
lambdawithdynamodb Allows Lambda functions to call AWS service. . AWS service: lambda
lambdawiths3 Allows Lambda functions to call AWS service... AWS service: lambda

roleforlambdatesting Allows Lambda functions to call AWS service. . AWS service: lambda

Step 7

You will see a confirmation message as shown below once you click Delete button:

Delete role x

This action deletes all of the following roles, along with any attached instance profiles and inline policies. Are you sure you
want to delete the following roles?

Role name Last activity

roleforlambdatesting 17 days ago

Maote: recent activity usually appears within 4 hours. Access Advisor tracking began on Oct 1, 2015.

Cancel Yes, delete

Now, read the details mentioned carefully and later click Yes, delete button.
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Using AWS CLI command

Let us first create a Lambda function using aws cli and delete the same using the same

command. Follow the steps given below for this purpose:
Step 1

The command with values for create-function is as follows:

aws lambda create-function

--function-name "lambdatestcli®

--runtime "nodejs8.10"

--role "arn:aws:iam::625297745038:role/lambdaapipolicy"”
--handler "index.handler"

--timeout 5

--memory-size 256

--zip-file "fileb://C:\demotest\index.zip"

The corresponding output is shown here:

Ex Command Prompt

C:~>awsz lambda create—function —function—name "lambdatestcli' ——runtime ‘nodejs
8.10" ——role "arn:aws:iam::625297745838::roleslambdaapipolicy” ——handler "index.h
andler” ——timeout 5 —memory—size 256 —zip-file "fileb:- /Cisdemotestrindex.zip''

icfg7EWH jplgquBbuhlU2tf 2G7YNt +8 y4TLNLREnHk 1uw= 238 arn:auws:lamhda:u

z—east—1:625297745038 :function: lambhdatesteli lamhdatestcli index.handler
?A18-A6—13TA8:AY:29 . 797+A00A 256 cddeS644—d?15—4B4a—abhl—?6e321ad55a4

arn-aws:iam: 625297745038 iroleslambdaapipolicy nodejs8.18 L SLATEST

TRACINGCONFIG PassThrough

- | —— e D@&

Step 2

The AWS Lambda function created is lambdatestcli. We have used existing role arn to create

the lambda function.
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Then you can find this function displayed in AWS console as shown below:

Lambda Functions ARN - arn:aws:lambdatus-east-1:62529774503 8 function:lambdatestcli
lambdatestcli | Throttle || Qualifiers ¥ || Actions ¥ | v
Configuration Monitoring
¥ Designer

Add triggers

"ln lambdatestcli

AP| Gatewa .

v Add triggers from the list on the left q‘l AWS CloudFormation
AWS loT
Alexa Skills Kit ﬁu AWS loT

Alexa Smart Home
‘ 5 AWS Key Management Serv
CloudFront e

CloudWatch Events
|||r| AWS Lambda
CloudWatch Logs

Step 3

Now, let us invoke the function to test the output using the command shown:

aws lambda invoke --function-name "lambdatestcli" --log-type Tail
C:\demotest\outputfile.txt

This command will give you the output as shown:

Command Prompt lﬂl_é

+s lambda invoke ——function—name "lambdatestcli' ——log—-type Tail C:\demotes
t\outputfile.txt
SLATEST U1RBU1QgUmUxdWUzdE1kOiA4MzU3MTdiMyB2ZWUXLTEXZTgt0DY40CA2ZDh1MzY yODk1iNDygy
UmUyc2lubjogJExXBUEUTUAo yMDE4LTA2LTEzUDA40jEy0jI4L jczM1oJODM1INZE3Y jMtNmU 1IMSBXxMUU4
LTg20DgtNmQ4ZTM2M jgSNT Q4CUNyZUWFAZS BndWS jdGlubiBlc2 1uZyBhd3Mg¥Y2xpCkUORCBSZXF1ZX NG
SHWQ6IDgzNTexN21zLTZ1ZTEtMTF10CB4Njg4LTZkOGUzNjI 40TUBOApSRUBPU 1QgUmUxdWUzd E1kOiA4
MzU3MTdiMyB2ZUUXLTEXZTgt0DY40CA2ZDh1MzY yODk1NDgJRHU yYXRph246 IDIuNjI gh¥MJQnlshGUk

IER1cmFBal?u0iAxMDAghRMgCUL 1bhH? yeSBTakplOiAyNTYgTUIJTWF41 E11bhW9? yeSBUc2UkOiAyMCBN
Qg kK 200

C:\>cd demotest
C:\demotest>cat outputfile.txt

“"Hello from Lambhda from aws clit"
C:\demotest>
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Step 4
You can observe logs from cloudwatch for lambda function lambdatestcli

CloudwWatch > Log Groups > /aws/lambda/lambdatestcli > 2018/06/13/[SLATEST]49991c8c05744886ac9fecdi7238033

Expandall @ Row Text = i (7}
Filter events all  2018-06-12 (08:12:28) ~
Time (UTC +00:00) Message
20158-06-13
No oider events found at the moment. Retry.

* 081228 START Requestld: 835717b3-6ee1-11e8-56858-608e36289248 Version: SLATEST
START RequestId: 835717b3-6eel-11e8-8688-6d8e36289548 Version: $LATEST
v 08:12:28 2018-06-13T08:12:28.733Z 835717b3-6ee1-11e8-8665-6d6€36289548 create function using aws cli
2018-86-13T08:12:28.733Z 835717b3-6eel-11e8-5685-608236289548 create function using aws cli
v 08:12:28 END Requestld: 835717b3-6ee1-11e8-565858-608e36289548
END RegquestId: 835717b3-beel-1128-B688-6d8e36289548
4 08:12:28 REFPORT Requestld: 835717b3-6ee1-11e8-8685-6d5e36289546 Duration: 2.62 ms Billed Duration: 100 ms Mem

No newer evenis found at the moment. Retry.

Step 5

Now, let us come to the actual part of deleting the AWS function. Delete aws cli api will
delete the function given. The details of command used for this purpose is given below:

Command

delete-function
--function-name <value>
[--qualifier <value>]
[--cli-input-json <value>]

[--generate-cli-skeleton <value>]

Options

--function-name(string): This will take the Lambda function name or the arn of the AWS

Lambda function.

--qualifier (string): This is optional. Here you can specify the version of AWS Lambda that

needs to be deleted.

-- cli-input-json(string): Performs service operation based on the JSON string provided.
The JSON string follows the format provided by --generate-cli-skeleton. If other arguments
are provided on the command line, the CLI values will override the JSON-provided values.

--generate-cli-skeleton(string): it prints json skeleton to standard output without sending

the API request.
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Command with values

aws lambda delete-function --function-name "lambdatestcli™

The corresponding output is shown below:

Command Prompt E=0E=0 X

C:\Y>aws lamhda delete—function ——function—name "“lambhdatestcli"

C:\>.

Step 6

If you check now, you can observe that the function will not be seen in AWS Lambda function
list as shown in the screenshot given below:

Lambda
Functions C ‘ Cr Iauﬁ;ﬂg;l‘
|
1 &
‘ keyword : lambdatestcli &) ‘
Function name Description Runtime Code size Last Modified

There is no data to display.
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16. AWS Lambda — Working with Amazon API

Gateway

AWS Lambda function can be invoked on HTTPS url. It can be done on GET, POST, PUT.
When the HTTPS url is invoked, the AWS Lambda function can also triggered and the data
passed to HTTPS using get/post can be made available inside AWS Lambda to be used to
insert in DynamoDB or to send mail etc.

This chapter discusses in detail about various processes involved in workin with AWS lambda
and API Gateway.

Processes involved

The following are the processes involved in working with AWS lambda and API Gateway:

e Create IAM role for permission
Create AWS lambda function
Create API Gateway

Link lambda function to api gateway

Passing data to api gateway

A basic diagram that explains the working of API gateway and AWS Lambda is given here:

HTTP Request Invokes HTTP response

—_— —_— S !
e —
— | —er———

Web Browser  prazon APl Gateway  AWS Lambda

These processes are explained in detail further in this chapter with relevant screenshots.
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Create IAM role for permission

AWS Lambda

From Amazon services as shown below, select IAM for creating roles to be used by Lambda

function.

Go to IAM and select Roles from left side section as shown below:

@ Security, Identity & Compliance

Cognito

Secrets Manager
GuardDuty
Inspector

Amazon Macie &
AWS Single Sign-On
Certificate Manager
CloudHSM
Directory Service
WAF & Shield
Artifact

ch LAM

LA
T
x5}

| Dashboard
Groups
Users
Holes
Folicies
Identity providers
Account settings

Credential report

Encryption keys
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Click Create role for Lambda function.

s

73]
[1:]
]
3
T

L

Dashboard
Groups

Users

Roles

Policies

Identity providers
Account settings

Credential report

Encryption keys

Services Resource Groups ~ *

4

Roles

What are IAM roles?

IAM roles are a secure way to grant permissions to entities that you trust. Examples of entities ind

« [AM user in another account
« Application code running on an EC2 instance that needs to perform actions on AWS resources
« An AWS service that needs to act on resources in your account to provide its features

+ Users from a corporate directory who use identity federation with SAML
1AM roles issue keys that are valid for short durations, making them a more secure way to grant

Additional resources:

+ |AM Roles FAQ

« |AM Roles Documentation

« Tutorial: Setting Up Cross Account Access

+« Common Scenarios for Roles

Q search
Role name - Description
lambdawithdynamodb Allows Lambda functions to call AWS ser
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Select Lambda and click Permissions at the bottom. Select the permission required for the

API Gateway and Lambda.

Create role

Select type of trusted entity

EC2

.“""' AWS service @

2, Lambda and others r —

Another AWS accoun: @

or 3rd party

Allows AWS services to perform actions on your behalf. Learn more

Choose the service that will use this role

EC2

Allows EC2 instances to call AWS services on your behalf.

Lambda

Allows Lambda functions to call AWS services on your behalf

AP| Gateway Config Elastic Beanstalk
AppSync DMS Elastic Container Service
Application Auto Scaling Data Pipeline Elastic Transcoder

Auto Scaling Deeplens ElasticLoadBalancing
Batch Directory Service Glue

CloudFormation DynamoDB Greengrass

CloudHSM EC2 GuardDuty

CloudWatch Events EC2 - Fleet Inspector

CodeBuild EMR loT

* Required

Web identity

o -

SAML 2.0 federation

any OpenlD Your corpo ory

Lambda SNS

Lex SWF

Machine Leaming SageMaker
MediaConvert Service Catalog
OpsWorks Step Functions
RDS Storage Gateway
Redshift

Rekognition

S3

Cancel
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Search for API gateway in the search and it will list you all the related permissions. Here we
have chosen full access to API gateway as shown below:

Create role

Aftach permissions policies
Choose one or more policies to attach to your new role.

Create policy i Refresh

Filter: Policy type ¥ | Q Search

Policy name «

¥

» WP AdministratorAccess
» WA lexaForBusinessDeviceSetup

-
-
i

exaForBusinessFullAccess

-
-
i

lexaForBusinessGatewayExecution

-
-
wu!

lexaForBusinessReadOnlyAccess

-
-
]

mazonAP|GatewayAdministrator

mazonAPlGatewaylnvokeFullAccess

¥

v
=
b T - e T R R - T e s - s -

» WP AmazonAPIGatewayPushToCloudWatchLogs
» WP AmazonAppStreamFullAccess

» WP AmazonAppStreamReadOnlyAccess

» WP AmazonAppStreamServiceAccess

» WP AmazonAthenaFullAccess

* Required

Attachments «

@ -

Showing 386 results

Description

Provides full access to AWS services and resources.
Provide device setup access to AlexaForBusiness services
Grants full access to AlexaForBusiness resources and acc...
Provide gateway execution access o AlexaForBusiness s...
Provide read only access to AlexaForBusiness services
Provides full access to create/edit/delete APIs in Amazon ...
Provides full access to invoke APIs in Amazon APl Gateway.
Allows AP| Gateway to push logs to user's account.
Provides full access to Amazon AppStream via the AWS ...
Provides read only access to Amazon AppStream via the ...
Default policy for Amazon AppStream service role.

Provide full access to Amazon Athena and scoped access ...

Cancel
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Now, search for API gateway and it will list you all the related permissions. Here we have

chosen full access to API gateway as shown below:

Create role

Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy || < Refresh

Filter: Policy type ~ Q api gateway

* Required

Policy name «

-

-

NP AlexaForBusinessGatewayExecution
7] AmazonAP|GatewayAdministrator
7] AmazonAP|GatewaylnvokeFullAccess
7] AmazonAP|GatewayPushToCloudWatchLogs
§¥ AmazonDynamoDBFullAccesswithDataPipeline
7] AmazonEC2RoleforDataPipelineRole
1] APIGatewayServiceRolePolicy
Al

VWSDataPipeline_FullAccess

-

P AWSDataPipeline_PowerlUser

-

NP AwSDataPipelineRole

-

BF AWSStorageGatewayFullAccess

-

NP AWSStorageGatewayReadOnlyAccess

Attachments -

@ -

Showing 12 results

Description

Provide gateway execution access 1o AlexaForBusiness s...
Provides full access to create/edit/delete APIs in Amazon ..
Provides full access to invoke APIS in Amazon AP1 Gateway.
Allows API Gateway to push logs to user's account.
Provides full access to Amazon DynamoDB including EXp...
Default policy for the Amazon EC2 Role for Data Pipeline ...
Allows API Gateway to manage associated AWS Resourc...
Provides full access to Data Pipeline, list access for S3, D...
Provides full access to Data Pipeline, list access for $3, D...
Default policy for the AWS Data Pipeline service role.
Provides full access to AWS Storate Gateway via the AWS...

Provides access to AWS Storage Gateway via the AWS M.._.
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You have to repeat the same process for Policies also.

Create role

Attach permissions policies

Choose one

or more policies to attach to your new role.

Create policy == < Refresh

Filter: Policy type ¥ | Q lambda

»
»
»
»
»
»
»
»
»
* Required

Policy name

AWSLambdaBasicExecutionRole-ca2ebdie-0...

NF AWSLambdaDynamoDBExecutionRole

AWSLambdaEdgeExecutionRole-80affdba-efb...

AWSLambdaEdgeExecutionRole-d9f0920-4d. ..

-

NP AWSLambdaENIManagementAccess

-+

NP AwSLambdaExecute

-

BF AwslLambdaFullAccess

-

NF AwWSLambdalnvocation-DynamoDB

NP AWSLambdaKinesisExecutionRole

AWSLambdaMicroserviceExecutionRole-2636...

AWSLambdaMicroserviceExecutionRole-3427...

AWSLambdaMicroserviceExecutionRole-a519. .

Attachments «

@ -

Showing 24 results

Description

Provides list and read access to DynamoDB streams and ...

Provides minimum permissions for a Lambda function to ...
Provides Put, Get access to 83 and full access to CloudW...
Provides full access to Lambda, $3, DynamoDB, CloudWa...
Provides read access to DynamoDB Streams.

Provides list and read access to Kinesis streams and write...

o
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Once you are done choosing the necessary policies, click Review for the next step. Enter the
name of the role as per your choice as shown below:

Create role 1 2 o

Review

Provide the required information below and review this role before you create it

Role name* | lambdaapipolicy|

Use alphanumeric and *+=,.@-_' characters. Maximum 64 characters.

Role description Allows Lambda functions to call AWS services on your behalf

Maximum 1000 characters. Use alphanumeric and "+=_.@-_" characters

Trusted entities AWS service: lambda.amazonaws.com

Policies AmazonAPIGatewaylnvokeFullAccess ('

AWSLambdaFullAccess (2

* Required Cancel Previous

It displays the policies attached to the role. Click Create role and we are done with the role
creation and can proceed with the lambda function.
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Create AWS Lambda Function

Go to AWS services and click on lambda service to create a function for connecting it with api
gateway.

j:él} Compute

EC2

Lightsail

Elastic Container Service
Lambda

Batch

Elastic Beanstalk

The UI screen for Lambda function is shown below. Click Create function button to proceed
with creation of Lambda function.

Lambda Functions
Functions (¢ G | create function |
C}\ Filter by tags and attributes or search oy keyword ® 1 @}
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Enter the name of the function and choose the existing role which we have created above.

Lambda » Functions » Create function

Create function

Author from scratch

Start with a simple "hello world" example.

Blueprints

Choose a preconfigured template as a starting point for your
Lambda function.

C v
C_~
=

Author from scratch i

Name

| lambdawithapigateway

Runtime

| Node.js 6.10

v ]

Role

Defines the permissions of your function. Note that new roles may not be available for a few minutes after creation. Learn more about Lambda execution roles.

| Choose an existing role

v

Existing role

You may use an existing role with this function. Note that the role must be assumable by Lambda and must have Cloudwatch Logs permissions.

| lambdaapipolicy

v
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It flashes a message that the function with the name lambdawithapigateway is created
successfully.

Services v  Resource Groups v %

L\ testlambda ~  N.Virginia ~  Support ~

Lambda Functions ARN - arn:aws:lambda:us-east-1:625297745038:function:lambdawithapigateway

[ambdawithapigateway Throttle H Qualifiers ¥ H Actions ¥ Select a test event. v

@© Congratulations! Your Lambda function "lambdawithapigateway” has been successfully created. You can now change its code and configuration. Click on the "Test” button to input a test event when you are ready X
to test your function

Configuration Monitoring

¥ Designer

Add triggers ’

‘ll y] lambdawithapigateway

API Gatewa: .
4 Add triggers from the list on the left m AWS CloudFormation
AWS loT

Alexa Skills Kit ‘ AWS loT

Alexa Smart Home
. AWS Key Management Service
CloudFront

CloudWatch Events
|||n AWS Lambda

Note that here we will use nodejs runtime to write the code.The AWS code with helloworld
message is as shown below:

File Edit Find View Goto Tools Window

c e - L - - "
E v Ian'?bda.w.thaplgateuayﬁ- B index.js X
—~ £ | index.js 1 exports.handler = (event, context, callback) =» {
= 2 implement
uﬁ 3 callback{null, "HellokWorld| from Lambda');
4

I:

AWS Lambda code is present in index.js file. The function called handler has the params
namely events, context and callback.

Callback function basically has the error and the success message. Note that here we do not
have any error related code, so null is passed and the success message is HelloWorld from
lambda.

Lastly, save the changes added and let us proceed to add the Lambda function to the API
gateway.
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Create APl Gateway

Login to your AWS account and open API Gateway as shown below:

% Networking & Content Delivery

VPC
CloudFront
Route 53

Direct Connect

Click API Gateway and it will lead you to the screen where new API gateway can be created.

:1:,' Amazon API Gateway ~ APls

e
4

Click Create API and add details as shown below:

Create new API

In Amazon AP| Gateway, an API refers to a collection of resources and methods that can be invoked through HTTPS endpoints.
* New API Clone from existing API Import from Swagger Example API

Settings

Choose a friendly name and description for yvour API.

AP| name* My AP
Description
Endpoint Type Regional r
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Click the Create API button on right side of the screen. This will display the newly created
API on to left side of the screen.

Create new API

In Amazon AP Gateway, an ARl refers to a collection of resources and methods that can be invoked through HTTPS endpoints.
* New API Clone from existing API Import from Swagger Example API

Settings

Choose a friendly name and description for your APL

APl name* displayhelloworld
Description my first api gateway to print hello world
Endpoint Type Regional v

* Required
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Click the Actions dropdown to create a new resource for the API.

EIWST Services ~ Resource Groups ~ *

:13 Amazon APl Gateway APls = displayhelloworld (rv2ekixung) = Resources > f(Sev7Ov3l7d)

APls Resources Actions~ @/ Methods
L |
displaydateinbrowser |
displayhelloworld >,

I Resources
Stages
Authorizers
Gateway Responses
Models
Resource Policy
Documentation
Settings
Usage Plans
APl Keys
Custom Domain Names
Client Certificates
VPC Links

Settings
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Now, create a new resource as shown below:
awsj Services ~ Resource Groups ~ *
. S

:13 Amazon API Gateway ~ APIs > displayhelloworld (rw2ekixung) > Res

APIs Resources Actions~ @ New Child
¥

displaydateinbrowser / RESOURCE ACTIONS
Create Method

displayhelloworld Create Resource

I Resources Enable CORS
Edit Resource Documentation
Stages
Authorizers ARIACTIONS
Deploy AP
Gateway Responses Import AP
. Edit APl Documentation
Models
Delete API
Resource Policy
Documentation
Settings * Required
Usage Plans
APl Keys

Custom Domain Names
Client Certificates
VPC Links

Settings
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Enter the Resource Name as shown below.You will see the name of the resource entered in
the url created at the end.Click Create Resource and you will see it on the screen as follows:

New Child Resource

Use this page to create a new child resource for your resource. (@

Configure as (Zproxy resource o
Resource Name® hello
Resource Path® [ hello

You can add path parameters using brackets. For example, the resource path
'username’. Configuring /{proxy+} as a proxy resource catches all reqguests to
request to /foo. To handle requests to /. add a new ANY method on the / resol

Enable APl Gateway CORS o
awg Services Resource Groups ~ *

:13 Amazon AP| Gateway APIs = displayhelloword (rw2ekixung) > Resources = /hello (iD4uat)

APls , Resources Actions~ @ /hello Methods
displaydateinbrowser
displayhelloworld Ihello

I Resources
Stages
Authorizers
Gateway Responses
Medels
Resource Policy
Documentation

Settings
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Add GET/POST methods to the resource created as shown below. Select the method from

Actions dropdown.

T‘_M__,S, Services

:13 Amazon AP| Gateway

APIs
displaydateinbrowser
displayhelloworld

I Resources
Stages
Authorizers
Gateway Responses
Models
Resource Policy
Documentation

Settings

Resource Groups ~ %

Resources

Ihello

APls = displayhelloworld (rw2ekixung) = Resources = /hello (i04ual)

Actions~ @ /hello Methods
RESOURCE ACTIONS

Create Method

Create Resource

Enable CORS

Edit Resource Documentation

Delete Resource

AP ACTIONS
Deploy API
Import API
Edit AP Documentation
Delete API
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Click the GET method to add the method to the API.

awg Services Resource Groups ~ *

:13 Amazon AP Gateway APls > displayhelloword (rw2ekixung) = Resources > /hello (iD4uat)

APls Resources Actions~ . f’hE”O MEthDdS
4
displaydateinbrowser -
displayhelloworld /hello
ARLx,
I Resources
ANY
Stages E E
HEAD
Authorizers OPTIONS
PATCH
Gateway Responses FOST
PUT
Models

Resource Palicy
Documentation

Settings

Next step is the integration which will integrate it with Lambda function. Now add the Lambda
function to it as shown below:

/hello - GET - Setup

APIs Resources Actions -
4
displaydateinbrowser - | Choose the integration point for your new method.
displayhelloworld ~ /hello
GET Integration type ® Lambda Function €
I Resources
HTTE @
Stages Mock €@
Authorizers AWS Service @
WPC Link €
Gateway Responses
Models Use Lambda Proxy integration o
Resource Policy Lambda Region  ys.eastq v

Documentation .
Lambda Function

Settings
Use Default Timeout ¥ ©
Usage Plans

APl Kevs
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Link Lambda Function to APl Gateway

Select the lambda function created earlier.

/hello - GET - Setup

Choose the integration point for your new method.

Integration type '® Lambda Function @
HTTF €
Mock €
AWS Service ©
VPC Link €

Use Lambda Proxy integration - @

Lambda Regiﬂn us-east-1 v

Lambda Function |Iambda

displaydate

displaydate1
fileupdate1

Use Default Timeout

fileuploadupdate

dynamodbcreate
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Save the changes and you can see a dialog box asking for permission as shown below:

Add Permission to Lambda Function

You are about to give APl Gateway permission to invoke your Lambda function:

arn:aws:lambda:us-east-1:625297745038:function:lambdawithapigateway

o [0

Click OK for the permission. This is the execution details between the API gateway HTTP
request and the Lambda function:

/hello - GET - Method Execution g
. Method Request L] Integration Request L]
TEST
* Auth: NONE Type: LAMBDA
ARN: arn:aws execute-api:us-east- Region: us-east-1

1:625297745038:w2ek1xung/~GET/

Client

Method Response L] Integration Response L]

HTTP Status: 200

Models: application/json => Empty

HTTP status pattern: - v

femaied|deyMepquIE| BpgLUET

Output passthrough: Yes
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Now, let us deploy the API gateway changes. For this purpose, we need to select the Deploy
API from Actions dropdown as shown below:

Resources Actions~ @ /hello - GET
- METHOD ACTIONS
. Edit Method Documentation
v /hello
GET Delete Method

RESOURCE ACTIONS
Create Method

Create Resource
Enable CORS
Edit Resource Documentation

Delete Resource

AP1ACTIONS
Deploy API

Import API
Edit AP| Documentation

Delets API
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Select Deploy API. It will ask for the deployment state. Select New Stage from Deployment
stage dropdown and add the stage name as Production.

Deploy APl ®

Choose a stage where yvour APl will be deploved. For example, a test version of vour API
could be deployed to a stage named beta.

Deployment stage [New Stage] ¥

Stage name” |pr0d|

Stage description

Deployment description

Cancel Deploy

Click Deploy button and it will redirect you to the url as shown below:

Stages m prod- GET - /hello

~ & prod

- |

Invoke URL.: hitps://rw2ek1xung execute-api us-east-1.amazonaws.com/prod/hello

+ /hello

GE Use this page to override the prod stage settings for the GET to /hello methed.

Select the GET method from left side to get the url. Open the url in a new tab to see the
message from Lambda function.

C | @ Secure | httpsy//rw2eki1xung.execute-api.us-east-1.amazonaws.com/prod/hello

"HelloWorld from Lambda"

This is a basic example of working with AWS Lambda and AWS API Gateway.In the above
example, we have hardcoded the message in Lambda function.
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Now, let us take the message details from the API Gateway. Incase if the HTTPS call has to
be called from a different domain, for example AJAX call to the API, we need to enable CORS
for the API gateway created.

Select the resource created for the API and click Actions dropdown:

Resources Actions~ @ /hello Methods
, RESOURCE ACTIONS
v |
Create Method
* f[hello
Create Resource

GET i
Enable CORS i

Edit Resource Documentation

Delete Resource

AP| ACTIONS
Deploy AP

Import API
Edit AP| Documentation
Delete API

Now, Enable CORS will open up the following screen:

Enable CORS

Gateway Responses for () pepay T axx [ DEFAULT 5XX
displayhelloworid API X 0

Methods ¥ GET ¢ OPTIONS ©

Access-Control-Allow-Methods GET. CPTIONS @
Access-Control-Allow-Headers 'Conient-Type X-Amz-Date Authorizatio €

Access-Control-Allow-Origin® ™ (i}

» Advanced

Enable CORS and replace existing CORS headers
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You can use few methods to ENABLE CORS. Access-Control-Allow-Origin is marked as *
which means it will allow to get contents from API gateway from any domain.

You can also specify the domain name you want to work with the API. Click Enable CORS
and replace existing CORS headers button and it will display confirmation message as
shown below:

Confirm method changes

The following modifications will be made to this resource's methods and will replace any existing values. Are you sure you want to continue?

Create OPTIONS method

Add 200 Method Response with Empty Response Model to OPTIONS method

Add Mock Integration to OPTIONS method

Add 200 Integration Response to OPTIONS method

Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin Method Response Headers to

OPTIONS method

* Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin Integration Response Header
Mappings to OPTIONS method

* Add Access-Control-Allow-Origin Method Response Header to GET method

» Add Access-Control-Allow-Origin Integration Response Header Mapping to GET method

Cancel Yes, replace existing values

Click Yes, replace existing values button to enable it. The Enable CORS screen looks as
shown below:

Enable CORS

+ Create OPTIONS method

+ Add 200 Method Response with Empty Response Model to OPTIONS method

+ Add Mock Integration to OPTIONS method

+ Add 200 Integration Response o OPTIONS method

+ Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-

Allow-Origin Method Response Headers to OPTIONS method

J Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-

Allow-Origin Integration Response Header Mappings to OPTIONS method

+ Add Access-Control-Allow-0Origin Method Response Header to GET method

+ Add Access-Control-Allow-0Origin Integration Response Header Mapping to GET

method
Your resource has been configured for CORS. If you see any errors in the resulting output above
please check the error message and If necessary attempt to execute the failed step manually via
the Method Editor.
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Passing Data to API Gateway

Open the API created in API Gateway displayhelloworld as shown below:

APIs > displayhelloworld (w2ekixung) > Resources > /hello (i0dual) > GET Show all hints 9
— . &
Resources Actions~ @ /hello - GET - Method Execution =
« /hello . Method Request L] Integration Request L]
- TEST
GET ,, Auth: NONE Type: LAMBDA
ARN: arn:aws:execute-ap\ us-east- REgIOl‘I: us-east-1

1:625297745038:rw2ek1xung/~/GET)

Client

Method Response L] Integration Response L]

HTTP Status: 200 HTTP status pattern: - v

AemaiebideyyMepquie| epgule

Models: application/json == Empty Output passthrough: Yes

Click Integration Request to send data as shown below:

€ Method Execution  /hello - GET - Integration Request
~rovide information about the target backend that this method will call and whether the incoming request data should be modified.
Integration type '® Lambda Function €
HTTP &
Mock €

AWS Service @
VPC Link @

Use Lambda Proxy integration o
Lambda Region us-cast-1 &
Lambda Function lambdawithapigateway

Invoke with caller credentials o

Credentials cache Do not add caller credentials to cache key &

Use Default Timeout ¥/ @
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Choose Body Mapping Templates and add the Content-Type for this example as
application/json. Click on the content type added add the details as follows:

application/json

Generate template: v
2
= 1

Now, add the template in JSON format as shown below:

application/json

Generate template: v

2  "message™:"%input.params( message’ )"

EE

Observe that we have taken the message as the parameter to get data from API Gateway
and share it with AWS Lambda.The syntax to get the details is as shown above.

Now, deploy the API to make the changes available on the API Gateway URL. For this, we
need to change Lambda function to display the data based on the API Gateway URL. The code
for Lambda function is givn below. Note that we are taking the message from the event and
passing to callback.

exports.handler (event, context, callback) => {
let message = event.message;

callback(null, message);

}s
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Now, save the changes in Lambda and hit the URL to see the changes. Observe the screenshot
given below:

Stages m DFOC] -GET - /hello

- & prod
; Invoke URL: https:/frw2ek1xung.execute-apl.us-east-1.amazonaws.com/prod/hello

= Use this page to override the prod stage settings for the GET to /hello method

Settings ® Inherit from stage

Override for this method

Save Changes

Click the URL as shown below:

https://rw2eklxung.execute-api.us-east-
1.amazonaws.com/prod/hello?message=hello%20from%20api%20gateway

Observe that here we are passing message as query string to the GET url. Then you can
observe the output as shown below:

& C' | & Secure | hitps://rw2ek1xung.execute-api.us-east-1.amazonaws.com/prod/hello

"hello from api gateway"

It reads the details sent to message from the URL and displays the same in the browser.
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17. AWS Lambda — Using Lambda Function with

Amazon S3

Amazon S3 service is used for file storage, where you can upload or remove files. We can
trigger AWS Lambda on S3 when there are any file uploads in S3 buckets. AWS Lambda has
a handler function which acts as a start point for AWS Lambda function.The handler has the
details of the events. In this chapter, let us see how to use AWS S3 to trigger AWS Lambda
function when we upload files in S3 bucket.

Steps for Using AWS Lambda Function with Amazon S3

To start using AWS Lambda with Amazon S3, we need the following:

e Create S3 Bucket
e Create role which has permission to work with s3 and lambda
e Create lambda function and add s3 as the trigger.

Example

Let us see these steps with the help of an example which shows the basic interaction between
Amazon S3 and AWS Lambda.

User will upload a file in Amazon S3 bucket
Once the file is uploaded, it will trigger AWS Lambda function in the background
which will display an output in the form of a console message that the file is
uploaded.

e The user will be able to see the message in Cloudwatch logs once the file is
uploaded.

The block diagram that explains the flow of the example is shown here:

Lambda
5 Function )
user DD Triggers Lambda Function Logs
—> — —
AWS Amazon
Lambda CloudWatch
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AWS Lambda

Let us start first by creating a s3 bucket in AWS console using the steps given below:

Step 1

Go to Amazon services and click S3 in storage section as highlighted in the image given

below:

AWS services

i

~ Recently visited services
E] Cloudwatch

w All services

{é} Compute

EC2

Lightsail &

Elastic Container Service
Lambda

Batch

Elastic Beanstalk

Storage

o

l Scalable Storage in the Cloud }

Glacier
Storage Gateway

{O} Lambda

Management Tools

CloudWatch

AWS Auto Scaling
CloudFormation
CloudTrail

Config

CpsWorks
Service Catalog
Systems Manager
Trusted Advisor
Managed Services

[P Media Services

Elastic Transcoder
Kinesis Video Streams

@ Mobile Services

Mobile Hub
AWS AppSync
Device Farm
Mobile Analytics

AR & VR

Amazon Sumerian

Application Integration

Step Functions

Amazon MQ

Simple Notification Service
Simple Queue Service
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Click S3 storage and Create bucket which will store the files uploaded.

* Amazon S3

(31 Discover the new console ¢ Quick tips

Q  Search for buckets

+ Create bucket

Bucketname =
& imagebuckets1
& imgageuploadbucket

* Objects might still be publicly accessible due to object ACLs. Learn more

Step 3

2 Buckets ( @ZTEIH

Access € 1=

Not public *

Not public *

Region 1=

US East (N.
virginia)

US East (N.
virginia)

1 Regions &
Date created "'1_

May 13, 2018
9:40:08 AM
GMT+0530

May 12, 2018
2:34:48 PM
GMT+0530

Once you click Create bucket button, you can see a screen as follows:

Create bucket

@ Name and region @ Set properties

Name and region

Bucket name

Enter DNS-compliant bucket name
Bucket name must not be empty

Region

US East (M. Virginia)

Copy settings from an existing bucket

@ Set permissions

@ Review
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Step 4

Enter the details Bucket name, Select the Region and click Create button at the bottom
left side. Thus, we have created bucket with name : workingwithlambdaands3.

* Amazon S3 1 Discover the new console ¢ Quick tips

Q,  Search for buckets

+ Create bucket 3 Buckets () 1 Regions <

Bucket name 1= Access €@ 1= Region 1= Date created =

May 13, 2018
US East (N. ey,

imagebuckets1 Mot public * 9:40:08 AM
® imag P Virginia) :
GMT+0530

US East (N May 12, 2018
imgageuploadbucket Mot public * - ' 2:34:45 PM

gageup P Virginia)

9 GMT+0530

US East (N L5 A
B workingwithlambdaands3 Not public * Viminia) i 9:52:38 AM
e GMT+0530

* Objects might still be publicly accessible due to object ACLs. Learn more
Step 5

Now, click the bucket name and it will ask you to upload files as shown below:

Amazon 53 > workingwithlambdaands3

Overview Properties Permissions

Management

More ~ US East (N. Virginia) &

Thus, we are done with bucket creation in S3.
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AWS Lambda

To create role that works with S3 and Lambda, please follow the steps given below:

Step 1

Go to AWS services and select IAM as shown below:

[S]

Compute

EC2

Lightsail &'

Elastic Container Service
Lambda

Batch

Elastic Beanstalk

Storage

53

EFS

Glacier

Storage Gateway

Database

ROS
CynamoDB

N

Developer Tools

CodeStar
CodeCommit
CodeBuild
CodeDeploy
CodePipeline
Cloud9
X-Ray

Management Tools

CloudWatch

AWS Auto Scaling
CloudFormation
CloudTrail

Config

OpsWorks
Service Catalog
Systems Manager

0

Analytics

Athena

EMR

CloudSearch
Elasticsearch Service
Kinesis

QuickSight &

Data Pipeline

AWS Glue

Security, ldentity &
Compliance
A
Cognito
Secrets Manager
Guard Duty
Inspector
Amazon Macie &
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Step 2

Now, click IAM -> Roles as shown below:

Delete role | o o

Q search Showing 5 results

Role name ~ Description Trusted entities

lambdaapipolicy Allows Lambda functions to call AWS servic...  AWS service: lambda

lambdapolicyjava Allows Lambda functions to call AWS servic...  AWS service: lambda

lambdawithdynamodb ~ Allows Lambda functions to call AWS servic...  AWS service: lambda

lambdawiths3 Allows Lambda functions to call AWS servic... AWS service: lambda

roleforlambdatesting Allows Lambda functions to call AWS servic...  AWS service: lambda

Step 3

Now, click Create role and choose the services that will use this role. Select Lambda and
click Permission button.

Choose the service that will use this role

EC2
Allows EC2 instances to call AWS services on your behalf.

Lambda
Allows Lambda functions to call AWS services on your behalf.

AP| Gateway Config Elastic Beanstalk Lambda SNS

AppSync DMS Elastic Container Service Lex SWF

Application Auto Scaling Data Pipeline Elastic Transcoder Machine Learning SageMaker

Auto Scaling DeeplLens ElasticLoadBalancing MediaConvert Service Catalog
Batch Directory Service Glue OpsWorks Step Functions
CloudFormation DynamoDB Greengrass RDS Storage Gateway
CloudHSM EC2 GuardDuty Redshift

CloudWatch Events EC2 - Fleet Inspectar Rekoanition

* Required

Cancel
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Step 4

Add the permission from below and click Review.

Create policy || &' Refresh

Filter: Policy type »  Q Search

Policy name ~

» NP AdministratorAccess

» AlexaForBusinessDeviceSetup

» WP AlexaForBusinessFullaccess

» B AlexaForBusinessGatewayExecution
» WP AlexaForBusinessReadOnlyAccess

» AmazonAP|GatewayAdministrator

» AmazonAP|GatewayinvokeFullAccess

» NP AmazonAPIGatewayPushToCloudWatchLogs

4

-
-

¥ AmazonAppStreamFullAccess
» AmazonAppStreamReadOnlyAccess
» NI AmazonAppStreamServiceAccess

* Required

Step 5

Attachments

AWS Lambda

Showing 392 results

Description

Provides full access to AWS services and resources.
Provide device setup access to AlexaForBusiness services
Grants full access to AlexaForBusiness resources and acc....
Provide gateway execution access to AlexaForBusiness s.
Provide read only access to AlexaForBusiness services
Provides full access to create/edit/delete APls in Amazon ...
Provides full access to invoke APIS in Amazon AP| Gateway.
Allows APl Gateway to push logs to user's account.
Provides full access to Amazon AppStream via the AWS ...
Provides read only access to Amazon AppStream via the ..
Default policy for Amazon AppStream service role.

Previous Next: Review

Cancel

Observe that we have chosen the following permissions:

Create role

Review

Provide the required information below and review this role before you create it.

Role name*

- ©

Role description

Trusted entities

Policies

Use alphanumeric and ‘+=,.@-_' characters. Maximum 64 characters.

Allows Lambda functions to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and “+=,.@-_' characters.

AWS service: lambda.amazonaws.com

=

AmazonS3Fullaccess 4
.

NP AwWSLambdaFullAccess (3
NF CloudwatchFullAccess
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Observe that the Policies that we have selected
AWSLambdaFullAccess and CloudWatchFullAccess.

Step 6

Now, enter the Role name, Role description and click Create Role button at the bottom.

Q search

Role name - Description

lambdaapipolicy Allows Lambda functions to call AWS services. .
lambdapolicyjava Allows Lambda functions to call AWS services. .
lambdawithdynamodb Allows Lambda functions to call AWS services. ..
lambdawiths3 Allows Lambda functions to call AWS services...
lambdawiths3service Allows Lambda functions to call AWS services...
roleforlambdatesting Allows Lambda functions to call AWS services...

Thus, our role named lambdawiths3service is created.

AWS Lambda

are AmazonS3FullAccess,

Trusted entities

AWS service:

AWS service:

AWS service:

AWS service:

AWS service:

AWS service:

lambda

lambda

lambda

lambda

lambda

lambda
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Create Lambda function and Add S3 Trigger

AWS Lambda

In this section, let us see how to create a Lambda function and add a S3 trigger to it. For this
purpose, you will have to follow th steps given below:

Step 1

Go to AWS Services and select Lambda as shown below:

History

IAM

S3

Console Home
CloudWatch

Lambda

Step 2

i
{é} Compute

ECZ
Lightsail &
Elastic Container Service

Batch
Elastic Beanstalk

Storage

53

EFS

Glacier

Storage Gateway

Database

RDS
CwnamoDB

X

Developer Tools

CodeStar
CodeCommit
CodeBuild
CodeDeploy
CodePipeline
Cloud9
X-Ray

Management Tools

CloudWatch

AWS Auto Scaling
CloudFormation
CloudTrail

Config

OpsWorks
Service Catalog
Svstems Mananer

Click Lambda and follow the process for adding Name. Choose the Runtime, Role etc. and
create the function. The Lambda function that we have created is shown in the screenshot

below:

lambdawiths3bucket

| Throttle

‘ Qualifiers ¥ H Actions ¥ |

Select a test e

@ Congratulations! Your Lambda function "lambdawiths3bucket” has been successfully created. You can now change its code and configuration. Click on the "Test" X
button to input a test event when you are ready to test your function.
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Step 3

Now let us add the S3 trigger.

v Designer

Click on a trigger from the list

below to add it to your function.
APl Gateway

AWS [oT

Alexa Skills Kit

Alexa Smart Home
CloudFront
CloudWatch Events
CloudWatch Logs
CodeCommit
Cognito Sync Trigger
DynamoDB

Kinesis

53

S5MS

AWS Lambda
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Step 4

Choose the trigger from above and add the details as shown below:

Configure triggers

Bucket

Please select the 53 bucket that serves as the event source. The bucket must be in the same region as the function.
workingwithlambdaands3 v

Event type

Select the events that you want to have trigger the Lambda function. You can optionally set up a prefix or suffix foran
event. However, for each bucket, individual events cannot have multiple configurations with overlapping prefixes or
suffixes that could match the same object key.

Object Created (All) v ‘

Prefix
Enter an optional prefix to limit the notifications to objects with keys that start with matching characters.

Filter pattern
Enter an optional filter pattern.

Lambda will add the necessary permissions for Amazon S3 to invoke your Lambda function from this trigger. Learn more about the
Lambda permissions model.

Enable trigger

Enable the trigger now, or create it in a disabled state for testing (recommended).
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Step 5

Select the bucket created from bucket dropdown. The event type has following details:

Event type

Select the events that you want to have trigger the Lambda function. You can optionally
event. However, for each bucket, individual events cannot have multiple configurations w
suffixes that could match the same object key.

Object Created (All) v
Object Created (All) -

Object Created (All)

PUT
POST
COPY

Complete Multipart Upload
Object Remowved (AlL)

Object Remowved (All)
DELETE
Delete Marker Created

Reduced Redundancy Lost Object

-

Select Object Created (All), as we need AWS Lambda trigger when file is uploaded, removed
etc.
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Step 7

You can add Prefix and File pattern which are used to filter the files added. For example, to
trigger lambda only for .jpg images. Let us keep it blank for now as we need to trigger Lambda
for all files uploaded. Click Add button to add the trigger.

Configure triggers

Bucket

Please select the 53 bucket that serves as the event source. The bucket must be in the same region as the function.
workingwithlambdaands3 v

Event type

Select the e Lambda function. You can optiona t up a prefix or suffix for an

s cannot have multiple configurations verlapping prefixes or

Object Created (All) v
Prefix
Enter an optional prefix to limit the notifications to objects with keys that start with matching characters.

Filter pattern
Enter an optional filter pattern.

Lambda will add the necessary permissions for Amazon 53 to invoke your Lambda function from this trigger. Learn more about the
Lambda permissions model.

Enable trigger

Enable the trigger now, or create it in a disabled state for testing (recommended).

Cancel Add
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Step 8

You can find the the trigger display for the Lambda function as shown below:

»

|||n lambdawiths3bucket

S3 m AWS CloudFormation
® Saved
Add triggers from the list on the left ‘ AWS loT

' AWS Key Management Service
“ln AWS Lambda

W AWS XRay

e Amazon CloudWatch

~

il

Amazon CloudWatch Events

Let’s add the details for the aws lambda function. Here, we will use the online editor to add
our code and use nodejs as the runtime environment.

Step 9

To trigger S3 with AWS Lambda, we will have to use S3 event in the code as shown below:

exports.handler = function(event, context, callback) {

console.log("Incoming Event: ", event);
const bucket = event.Records[0].s3.bucket.name;

const filename =
decodeURIComponent(event.Records[@].s3.object.key.replace(/\+/g, ' '));

const message = “File is uploaded in - ${bucket} -> ${filename} ;
console.log(message);

callback(null, message);
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};

Note that the event param has the details of the S3 event. We have consoled the bucket
name and the file name which will get logged when you upload image in S3 bucket.

Step 10

Now, let us save the changes and test the lambda function with S3 upload. The following are
the code details added in AWS Lambda:

Code entry type Runtime Handler iInfo
Edit code inline v Node.js 8.10 v index.handler
File Edit Find View Goto Tools Window e -a-

E v lambdawiths3buckst £+ B index.js B

£ ) i

= > | index.js 1 exports.handler = function{event, context, callback)} {

= 2 console.log("Incoming Event: ", event);

Lﬁ 3 const bucket = ewvent.Records[@].s3.bucket.name;
4 const filename = decodsURIComponent(event.Records[@].s3.object.key.replace(/ /g, " "));
5 const message = “File iz uploaded in - ${bucket} -> ${filename}";
[ console.log(message);
7 callback({null, messagel;
[ H

Step 11

Now, let us add the role, memory and timeout.

Execution role

1. LEarn more apout Lamoada

Choose an existing role v
Existing role

lambdawiths3service v

Step 12

Now, save the Lambda function. Open S3 from Amazon services and open the bucket we
created earlier namely workingwithlambdaands3.
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Upload the image in it as shown below:

Amazon S3 » workingwithlambdaands3

£ Upioad | + Create foider US East (N. Virginia)

This bucket is empty. Upload new objects to get started.

Step 13
Click Upload button to add files as shown:

Upload

@ Select files @ Set permissions @ Set properties @ Review

Drag and drop here
OR

Add files

e )
L
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Step 14

Click Add files to add files. You can also drag and drop the files. Now, click Upload button.

Amazon S3 > workingwithlambdaands3

Q. Type a prefix and press Enter to search. Press ESC to clear.

Viewing 1 to 1
[] Name Last modified Size Storage class
— May 31, 2018 11:35:13 AM
[ B image2jpg (‘3P1}T+O.:|SD " io03ks Standard
v (=

Viewing 1 to 1

Thus, we have uploaded one image in our S3 bucket.

Step 15

To see the trigger details, go to AWS service and select CloudWatch. Open the logs for the
Lambda function and use the following code:

exports.handler = function(event, context, callback) {
console.log("Incoming Event: ", event);
const bucket = event.Records[0].s3.bucket.name;

const filename =
decodeURIComponent(event.Records[0].s3.object.key.replace(/\+/g, ' '));

const message = “File is uploaded in - ${bucket} -> ${filename} ;
console.log(message);
callback(null, message);

}s
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The output you can observe in Cloutwatch is as shown:

Cloudwatch > Log Groups > J/awsflambda/lambdawiths3bucket > 2018/05/31/[3LATEST]8M4Mb44dE7edce0bs17830bas3fad6d

Expand all @ Row Text 5 i €
Filter events all 30s 5m 1h 6&h 1d 1w custom -
Time (UTC +00:00) Message
2018-05-31
* 060813 START Requestld: fibe7b17-6498-11e8-9356-15465a932bbc Version: SLATEST
START Reguestld: ffbe7bl7-6498-1128-9356-15465a032bbc Version: $LATEST
v 06:08:13 2018-05-31T06:08:13.081Z fibe7b17-6498-11e8-9356-15465a932bbc Incoming Event: { Records: [ { eventVe

2018-85-31T06:88:13.8817 ffbe7bl7-6498-11e8-9356-15465a932bbc Incoming Event: { Records
[ { eventVersion: "2.8",

eventSource: "aws:s3",

awsRegion: 'us-east-1",

eventTime: '2818-85-31T86:88:12.2447",

eventName: 'ObjectCreated:Put’,

userIdentity: [Object],

requestParameters: [Object],

responseElements: [Object],

s3: [Object] } 1 }

* 060813 2018-09-31T06:06:13.083Z fTbe7b17-6495-11e8-9356-15465a932bbc File is uploaded in - workingwithlambdz
2018-85-31T06:98:13.8837 ffbe7bl7-6498-11e8-9356-15465a932bbc File is uploaded in - workingwithlambdaands3 -> image3.jpg

~ 06:08:13 END Requestld: fibe7b17-6495-11e8-9356-15465a932bbc

END RequestId: ffbe7bl7-6498-11e8-9356-15465a932bbc

3 06:08:13 REPORT Requestld: fibe7b17-6498-11e8-9356-15465a932bbc Duration: 4.80 ms Billed Duration: 100 ms Me

Al mcsssos o scebo Fossmd of fhe woosaont  Tlobos

AWS Lambda function gets triggered when file is uploaded in S3 bucket and the details are
logged in Cloudwatch as shown below:
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2018-85-31Te6:858:13.9817 ffbev/bly-6495-11e8-9356-15465a932bbc
[ { eventVersion: "2.8',

eventSource: "aws:s3',

gwsRegion: 'us-east-1°,

eventTime: '2018-85-31T06:88:12,2447",

eventhame: 'Objectlreated:Put’,

userIdentity: [Object],

requestParameters: [Object],

responseflements: [Object],

g3: [Object] ¥+ 1 3}

2018-05-31T06:08:13.083%2 ffbe7bl7-6498-11e8-9356-15465a932bbc

- workingwithlambdaands3 -> image3.jpg

AWS Lambda

Incoming Event: { Records:

File is uploaded in
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18. AWS Lambda — Using Lambda Function with

Amazon DynamoDB

DynamoDB can trigger AWS Lambda when the data in added to the tables, updated or deleted.
In this chapter, we will work on a simple example that will add items to the DynamoDB table
and AWS Lambda which will read the data and send mail with the data added.

Requisites

To use Amazon DB and AWS Lambda, we need to follow the steps as shown below:

e Create a table in DynamoDB with primary key

e Create a role which will have permission to work with DynamoDB and AWS Lambda.
e Create function in AWS Lambda

e AWS Lambda Trigger to send mail

e Add data in DynamoDB

Let us discuss each of this step in detail.

Example

We are going to work out on following example which shows the basic interaction between
DynamoDB and AWS Lambda. This example will help you to understand the following
operations:

e Creating a table called customer in Dynamodb table and how to enter data in that
table.

e Triggering AWS Lambda function once the data is entered and sending mail using
Amazon SES service.

The basic block diagram that explains the flow of the example is as shown below:

Lambda Mail Inbox
Enter data in Table Function
Triggers Send email
—_— —_— _— —

Amazon AWS Amazon SES
DypamoOR Lambda
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Create Table in DynamoDB with Primary Key

AWS Lambda

Log in to AWS console. Go to AWS Services and select DynamoDB as shown below. Select

DynamoDB.

Glacier AWS Auto Scaling IAM

Storage Gateway CloudFormation Cognito
CloudTrail Secrets Manager
Config GuardDuty

% Database OpsWorks Inspector

RDS Service Catalog Amazon Macie &

DynamoDB Systems Manager AWS Single Sign-On

ElastiCache Trusted Advisor Certificate Manager

Neptune Managed Services CloudHSM

Amazon Redshift

Migration

AWS Migration Hub
Application Discovery Service
Database Migration Service
Server Migration Service
Snowball

Networking & Content Delivery

VPC
CloudFront
Route 53

AP| Gateway
Direct Connect

[

&

Media Services

Elastic Transcoder
Kinesis Video Streams
MediaConvert
MedialLive
MediaPackage
MediaStore
MediaTailor

Machine Learning

Amazon SageMaker
Amazon Comprehend
AWS Deeplens
Amazon Lex

Directory Service
WAF & Shield
Artifact

Mobile Services

Maobile Hub
AWS AppSync
Device Farm
Mobile Analytics

AR &VR

Amazon Sumerian

@ Application Integration
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AWS Lambda

DynamoDB shows the options as shown below:

aW51 Services ~ Resource Groups *
DynamoDB Create table
4
Dashboard Amazon DynamoDB is a fully managed non-relational database service that provides fast and predictable performance
Tahles with seamless scalability.
Backups Create table
Reserved capacity
Preferences [Haag Recent alerts
Mo CloudWatch alarms have been triggered. Wiew all in CloudWatch
DAX
Dashboard Total capacity for US East (N. Virginia)
Clusters
Provisioned read capacity 5 Reserved read capacity o]
Subnet groups Provisioned write capacity 5 Reserved write capacity o]
Parameter groups
Service health
Events
Current Status Details
@ Amazon DynameDB (M. Virginia) Service is operating normally

+ Wiew complete service health details

Now, click Create table to create the table as shown. We have named the table as customer
with primary key for that table as cust_id. Click on Create button to add the table to

dynamodb.

Create DynamoDB table Tutorial | @

DynamoDB is a schema-less database that only requires a table name and primary key. The table's primary key is
made up of one or two attributes that uniquely identify items, partition the data, and sort data within each partition.

Table name® | customer i}

Primary key*  Partition key

Add sort key
Table settings

Default settings provide the fastest way to get started with your table. You can modify these default seftings now or
after your table has been created.

¥ Use default settings

+ No secondary indexes.

« Provisioned capacity set to 5 reads and 5 writes.

» Basic alarms with 80% upper threshold using SNS topic "dynamodb".
« On-Demand Backup and Restore Enabled [[ELH)

6 You do not have the required role to enable Auto Scaling by default.
Please refer to documentation.
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The table created is as shown below:

Table details

Table name

Primary partition key

Primary sort key

Point-in-time recovery
Encryption

Time to live attribute

Table status

Creation date

Provisioned read capacity units
Provisioned write capacity units
Last decrease time

Last increase time

Storage size (in bytes)

Item count

Region

Amazon Resource Name (ARN)

AWS Lambda

customer

cust_id (Number)

DISABLED Enable

DISABLED

DISABLED Manage TTL

Active

May 31, 2018 at 1:48.07 PM UTC+5:30
5 (Auto Scaling Disabled)

5 (Auto Scaling Disabled)

0 bytes

0

US East (N. Virginia)
am:aws:dynamodb:us-east-
1:625297745038:table/customer
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We can add items to the table created as follows:

customer Close

Overview Items Metrics Alarms

Recent alerts

No CloudWatch alarms have been triggered for this table

Stream details

Stream enabled
View type
Latest stream ARN

Manage Stream

Table details

Table name

Primary partition key

Primary sort key

Point-in-time recovery
Encryption

Time to live attribute

Table status

Creation date

Provisioned read capacity units
Provisioned write capacity units
Last decrease time
Lastincrease time

Capacity

AWS Lambda

o0 = B @

Indexes Global Tables More v

No

customer

cust_id (Number)

DISABLED Enable

DISABLED

DISABLED Manage TTL

Active

May 31, 2018 at 1:48:07 PM UTC+5:30
5 (Auto Scaling Disabled)

5 (Auto Scaling Disabled)
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Click Items and click Create item button as shown:

customer Close 0 = N (2]

Overview  [[o5 | Metrics  Alarms | Capacity = Indexes | Global Tables = More ~
oo
Scan: [Table] customer: cust_id A Viewing 0 to 0 items

[Table] customer: cust_id

& Add filter

Start search

cust_id

Create item X

[+] cust_id Number :
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Creating Role with Pemmissions to Work with DynamoDB and AWS
Lambda

To create role, Go to AWS services and click IAM.

Services Resource Groups *

« Welcome to Identity and Access Management

IAM users sign-in link:

Dashboard
https://625297745038. signin.aws.amazon.com/console @ | Customize
Groups
Users IAM Resources
Roles Users: 1 Roles: 6
Palicies Groups: 1 Identity Providers: 0

Customer Managed Policies: 10
Identity providers g

Account settings Security Status [ 3 out of 5 complete.
Credential report

Delete your root access keys v

A Activate MFA on your root account v
Encryption keys

Create individual IAM users v

Use groups to assign permissions v

A Apply an IAM password policy v
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Let us create a policy to be used only for the DynamoDB table created earlier:

Create policy

0 :

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON.

Learn more

Visual editor JSON
Expand all | Collapse all

w Select a sernvice

Service Choose a sernvice
Actions Choose a service before defining actions

Resources

plying resources

Request conditions Choose actions before specifying conditions

Import managed polic!

Clone Remove

© Add additional permissions

Now, choose a Service. Observe that the service we have selected

Cancel Review policy

is DynamoDB. For

Actions we have taken all Dynamodb actions ie access to list, read and write. For
Resources, we will select the table resource type actions. When you click it, you can see a

screen as follows:

Resources @ Specific

close All resources

backup You chose actions that require the backup resource type.
Add ARN to restrict access

global-table You chose actions that require the global-table resource type.
Add ARN to restrict access

index You have not specified resource with type index
Add ARN to restrict access

stream You chose actions that require the stream resource type.
Add ARN to restrict access

table You chose actions that require the table resource type.

Add ARN to restrict access

Any

Any

Any

Any

Any

270



AWS Lambda

Now, select table and Add ARN to it as shown. We will get ARN details from customer
table created as shown below:

Table details

Table name  customer

Primary partition key  cust_id (String)

Primary sort key
Point-in-time recovery  DISABLED Enable

Encryption DISABLED

Time to live attribute  DISABLED Manage TTL
Table status  Active

Creation date [jl_%f%:__a%mﬁ at 2:11:43 PM

Provisioned read capacity units 5 (Auto Scaling Disabled)
Provisioned write capacity units 5 (Auto Scaling Disabled)
Last decrease time
Last increase time
Storage size (in bytes) 0 bytes
Item count O
Region US East (N. Virginia)
Amazon Resource Name (ARN) am-aws-dynamodb:us-east-
1:625297 745038 table/custome
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Enter arn details here:

Add ARN(s)

Amazon Resource Names (ARNs) uniquely identify AWS resources. Resources are
unigue to each service. Learn more

Specify ARN for table List ARNs manually

am:aws.dynamodb:us-east-1

:able/customer|
Region us-east-1 Any
Account Any
Table name customer Any

- -
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Click Add button to save the changes.Once done Click on Review policy. Enter the name
of the policy, description etc as shown below:

Review policy

Name* newpolicyfordynamodb

Use alphanumeric and '+=,_.@-_" characters. Maximum 128 characters.

Description | New policy created for dynamodb

Maximum 1000 characters. Use alphanumeric and "+=,_@-_' characters.

Summary
This policy defines some actions, resources, or conditions that do not provide permissions. To grant access, policies
must have an action that has an applicable resource or condition. For details, choose Show remaining. Learn more
Q Filter
Service - Access level Resource Reques
Allow (1 of 141 services) Show remaining 140
DynamoDB Full: List, Write Limited: Read Multiple MNone
1 »

Click on create policy to save it. Add the policy to the role to be created. Select Role from
left side and enter the details.

Role name™ newrolefordynamodbandawslambdal

Use alphanumeric and "+=_@-_" characters. Maximum &4 characters

Role description Allows Lambda functions to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and "+=,.@-_" characters

Trusted entities AWS service: lambda amazonaws.com

Policies newpolicyfordynamodb &
AP AWSLambdaFullAccess

I*l CloudWatchFullAccess

N¥ AmazonSESFullAccess
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Observe that the policies added are newpolicyfordynamdb, awslambdafullaccess
,Cloudwatchfullaccess and amazonsesfullaccess. Add the role and will use it while
creating AWS Lambda function.

Create Function in AWS Lambda

Thus, we have created Lambda function called newlambdafordynamodb as shown.

new[ambdfordynamdb | Throttle || Qualifiers ¥ || Actions ¥ | Select a test event v

@ Congratulations! Your Lambda function "newlambdfordynamdb” has been successfully created. You can now change its code and configuration. Click on the X
"Test" button to input a test event when you are ready to test your function

Now, let us add DynamodDB trigger to the AWS Lambda created. The runtime we shall use is
Node.js.

¥ Designer

API Gateway

AWS loT

Alexa Skills Kit
Alexa Smart Home
CloudFront
CloudWatch Events
CloudWatch Logs
CodeCommit
Cognito Sync Trigger
DynamoDB

Kinesis

53

S5NS
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You can find the following details in Dynamodb trigger that are to be configured for AWS
Lambda:

Configure triggers
DynamoDB table

customer v
Batch size

100

Starting position
The position in the stream t on, see SharditeratorType in t

Latest v
In order to read from the DynamoDB trigger, your execution role must have proper permissions.

Enable trigger

Cancel Add

Now, simply click Add to add the trigger to AWS Lambda.

AWS Lambda Trigger to Send Mail

AWS Lambda will get triggered when data is inserted into AWS Lambda. The event parameter
will have the dynamodb data inserted. This will read the data from the event and send email.

Sending an email
To send email, you need to follow the steps given below:
Step 1

Go to AWS service and select SES (simple email service). Validate the email to which we need
to send an email as shown:

Verify a New Email Address

Q, Search email addresses ¥ Allidentities v
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Step 2
Click the button Verify a New Email Addres to add the email address.

Verify a New Email Address X

To verify a new email address, enter it below and click the Verify This Email Address
button. A verification email will be sent to the email address you entered.

Email Address: | |

Cancel Verify This Email Address

Enter an email address to verify it. The email address will receive and activation mail from
Amazon which needs to be clicked. Once the activation is done, the email id is verified and
can be used with AWS services.

Step 3

Step 4

The AWS Lambda code which reads data from the event and sends email is given below:

var aws = require('aws-sdk');
var ses = new aws.SES({
region: 'us-east-1'
1)
exports.handler = function(event, context, callback) {
console.log(event);
let tabledetails = JSON.parse(JSON.stringify(event.Records[@].dynamodb));
console.log(tabledetails.NewImage.address.S);
let customerid = tabledetails.NewImage.cust_id.S;

let name = tabledetails.NewImage.name.S;

let address = tabledetails.NewImage.address.S;

var eParams = {
Destination: {
ToAddresses: ["xxxxx@gmail.com"]

}s

Message: {
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Body: {
Text: {

Data: "The data added is as follows:\n
CustomerId:"+customerid+"\n Name:"+name+"\nAddress:"+address

}
¥
Subject: {

Data: "Data Inserted in Dynamodb table customer”
}

}s
Source: "xxxxx@gmail.com"
}s5
console.log('===SENDING EMAIL==="');
var email = ses.sendEmail(eParams, function(err, data) {
if (err) console.log(err);
else {
console.log("===EMAIL SENT===");
console.log("EMAIL CODE END");
console.log('EMAIL: ', email);
context.succeed(event);
callback(null, "email is send");
}
1)

Now, save the Lambda function and data in DynamoDB table.
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Add Data in DynamoDB

Use the following sequence to add data in DynamoDB.

Step 1

Go to the table customer created in Dynamodb.

customer Close I ol (2]
Overview Items Metrics Alarms Capacity Indexes Global Tables Backups Triggers Mare ~
Actions L. o
Scan: [Table] customer: cust id A Viewing 0 to 0 items

[Table] customer: cust_id A ~

© Add filter

Start search

Step 2
Click Create item.

Create item X

Tree ~ ik

cust_id String: 3

name String: Priya

© 00

address String : Mumbai

278



AWS Lambda

Step 3

Click Save button and check the email id provided in AWS Lambda to see if the mail has been
sent by AWS Lambda.

Gmail ~ - a o i - ® - R
COMPOSE Data Inserted in Dynamodb table customer mbax =
Inbox code XXXX @gmail.com yia amazonses.com
Starred tome |~
Sent Mail The data added is as follows
Customerld:3
Drafts Name:Priya

Address:Mumbai
More
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Scheduled Events

Scheduled events are suppose to happen at regular intervals based on a rule set. Scheduled
events are used to execute Lambda function after an interval which is defined in cloudwatch
services. They are best used for working on cron jobs along with AWS Lambda. This chapter
will explain with simple example how to send mail after every 5 minutes using scheduled
events and AWS Lambda.

Requisites

The requirements for using Lambda function with Scheduled events are as follows:

e Verify email id using AWS SES

e Create Role to use AWS SES, Cloudwatch and AWS Lambda
e Create Lambda Function to send email

e Add rule for scheduled events from AWS CloudWatch

Example

The example that we are going to consider will add CloudWatch event to the AWS Lambda
function. Cloudwatch will trigger AWS Lambda based on the time pattern attached to it. For
example, in the example below we have used 5 minutes as the trigger. It means for every 5
minutes, AWS Lambda will be triggered and AWS Lambda will send mail whenever triggered.

The basic block diagram for the same is shown below:

Cloudwatch AWS Lamhbda Amazon SES Mail Inbox

Events '
Send il
n - ‘

Cloudwatch event

is called when the
rule matches and AWS
Lambda is triggered
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Verify Email ID using AWS SES

Log in to AWS and go to AWS SES service as shown below:

Customer Engagement

Amazon Connect
Pinpoint

Simple Email Service

Now, click Simple Email Service as shown:

Services ~

Resource Groups ~ *

SES Home

Identity
Management
Domains

Email Addresses

Email Sending
Sending Statistics
Reputation Dashboard
Dedicated IPs
Configuration Sets
SMTP Settings

Suppression List
Removal

Cross-Account
Notifications

Email Templates

Email Receiving
Rule Sets
IP Address Filters

"

Amazon Simple Email Service

Amazon Simple Email Service enables you to send and
receive email using a reliable and scalable email platform

Q&

Configure Email Receiving

Read the documentation

2 &=

Manage Identities Monitor Email Sending
Verify email addresses and domains, send a
test email, and configure email-sending
seftings.

View mefrics for beunces, complaints,
deliveries, and the number of emails you have
sent with respect to your sending limits.

Set up rules that specify what you want
Amazan SES to do with emails it receives on
your behalf.

Go to identity management.

View sending statistics. Go to rule set creation.

Amazon SES Documentation and Support

Developer Guide | APIReference | Forum | Blog

Click Email Addresses on left side as shown:

Verify a New Email Address
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It displays a button Verify a New Email Address. Click it.

Verify a New Email Address X

To verify a new email address, enter it below and click the Verify This Email Address
button. A verification email will be sent to the email address you entered.

Email Address:

Cancel Verify This Email Address

Enter Email Address you want to verify. Click Verify This Email Address button. You will
receive mail from AWS on that email id with email subject: Amazon Web Services - Email
Address Verification Request in region US East (N. Virginia)

Click the link given in the mail to verify email address. Once verified, it will display the email
id as follows:

o e

), Search email addresses ®  Allidentities ~ € & 1ioZofZiems 3
Email Address identities Status
] cod XXX S@amail com verified
] XXX XXX 2i@gmail.com vernfied
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Create Role to use AWS SES, Cloudwatch and AWS Lambda

You can also create a role which gives permission to use the services. For this, go to IAM and
select Role. Add the required policies and create the role. Observe that the role created here

is eventswithlambda.

Holes > eventswithlambda

Summary

Role ARN

Role description
Instance Profile ARNs
FPath

Creation time

arn:aws:iam: 625297745038 rolefeventswithlambda €

Allows Lambda functions to call AWS services on your behalf.

&

2018-05-31 16:12 UTC+0530

Maximum CLIJAPI 1 hour (3,600 seconds) Edit
session duration
Permissions Trust relationships Access Advisor Revoke sessions

UG Attached policies: 3

Policy name = Policy type «
b AWSLambdaFullAccess AWS managed paolicy
b CloudWatchFullAccess AWS managed policy
b Amazon3SESFullAccess AWS managed policy

Edit
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Create Lambda Function to Send Email

You will have to follow the steps to create Lambda function using runtime as nodejs.

- ]

® Congratulations! Your Lambda function "LambdaEventsEmail" has been successfully created. You can now change its code and configuration. Click on the "Test" X
button to input a test event when you are ready to test your function.

v

o
Y

=

LambdaEVentSEma“ ‘ Throttle || Qualifiers ¥ H Actions ¥ ‘

Now, add trigger to Lambda as shown:

¥ Designer

»

API Gateway ﬁ LambdaEventsEmail
AWS loT
CloudWatch Events m AWS
Alexa Skills Kit (@ Configuration required
Alexa Smart Home
Add triggers from the list on the left ‘ AWS
CloudFront

CloudWatch Events ’ AWS

CloudWatch Logs
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Add details to CloudWatch Events Trigger as shown below:

Configure triggers

Rule

Pick an existing rule, or create a new one.
Create a new rule v

Select or create a new rule

Rule name*
Enter a name to uniquely identify your rule.
rulel

Rule description
Provide an optional description for your rule

send email after every 5 minutes

Rule type

Trigger your target based on an event pattern, or based on an automated schedule.
Event pattern

© Schedule expression

Schedule expression*
Self-trigger your target on an automated schedule using Cron or rate expressions. Cron expressions are in UTC

rate(5 minutes)

e.g. rate(1 day), cron{0 17 ? * MON-FRI =)

Note that the event will be triggered after every 5 minutes as per the rule trigger created.

The Lambda code for sending an email is given below:

var aws = require('aws-sdk');
var ses = new aws.SES({
region: 'us-east-1'
1)
exports.handler = function(event, context, callback) {
var eParams = {
Destination: {

ToAddresses: ["xxxxxxxtl2@gmail.com"]
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¥
Message: {
Body: {
Text: {
Data: "this mail comes from aws lambda event scheduling"
}
¥
Subject: {

Data: "Event scheduling from aws lambda"

}
¥
Source: "coxxxxxx@gmail.com"
}s5
console.log('===SENDING EMAIL===");

var email = ses.sendEmail(eParams, function(err, data) {
if (err) console.log(err);
else {
console.log("===EMAIL SENT===");
console.log("EMAIL CODE END");
console.log('EMAIL: ', email);
context.succeed(event);

callback(null, "email is send");

})s
}s

Now, we need the AWS SES service. You can add this using the code shown as follows:

var aws = require('aws-sdk');
var ses = new aws.SES({
region: 'us-east-1'

1)
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To send mail from nodejs, we have created eParams object which has details like the

source mail, to mail id and the body with message as follows:

var eParams = {
Destination: {
ToAddresses: ["xxxxxxxx12@gmail.com"]
}s
Message: {
Body: {
Text: {

Data: "this mail comes from aws lambda event scheduling"

}
¥
Subject: {

Data: "Event scheduling from aws lambda”
}

}s

Source: "coxxxxxx@gmail.com"

}s

The Lambda code to send email is as follows:

var email = ses.sendEmail(eParams, function(err, data) {
if (err) console.log(err);
else {
console.log("===EMAIL SENT===");
console.log("EMAIL CODE END");
console.log('EMAIL: ', email);
context.succeed(event);

callback(null, "email is send");

})s
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Now, let us save this Lambda function and check the email id for mails. The screenshot shown
below shows that the mail is sent from AWS Lambda after every 5 minutes.

Event scheduling from aws lambda  inbo: =
code XXXX @gmail.com via amaronses.com 5:07 PM (10 minutes aga)

o me [~

this mail comes from aws lambda event scheduling

code XXXX @gmail.com yig amazonses.com 512 PM (& minutes ago)
to me =

thiz mail comes from aws lambda event scheduling
code XXXX @gmail.com yig amazonses.com 517 P (0 minutes ago)

fome =

this mail comes from aws lambda event scheduling
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Amazon SNS

Amazon SNS is a service used for push notification. In this chapter, we will explain working
of AWS Lambda and Amazon SNS with the help of an example where will perform the following
actions:

e Create Topic in SNS Service and use AWS Lambda Add Topics to CloudWatch
e Send SNS text message on phone number given.

Requisites
To create Topic in SNS Service and use AWS Lambda Add Topics to CloudWatch, we need ot
follow the steps given below:

e Create Topic in SNS

e Create Role for permission in IAM

e Create AWS Lambda Function

e Publish to topic to activate trigger

e Check the message details in CloudWatch service.

To send SNS text message on phone number given, we need to do the following:

e Add code in AWS Lambda to send message to your phone.

Example

In this example, we will create a topic in SNS. When details are entered in the topic to publish,
AWS Lambda is triggered. The topic details are logged in CloudWatch and a message is sent
on phone by AWS Lambda.

Hers is a basic block diagram which explains the same:

Publish
message to
topie > —_—
—_——

Amazon
Amazon AWS Lambda CloudWatch Logs

-
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Create Topic in SNS

You will have to follow the steps given below to create topic in SNS:

Step 1

Login to AWS Console and go to SNS service in Amazon as shown below:

DynamoDB
ElastiCache
Neptune
Amazon Redshift

Migration

AWS Migration Hub
Application Discovery Service
Database Migration Service
Server Migration Service
Snowball

Metworking & Content Delivery

VPC
CloudFront
Route 53

API Gateway
Direct Connect

X

&

—

Systems Manager
Trusted Advisor
Managed Services

Media Services

Elastic Transcoder
Kinesis Video Streams
MediaConvert
MediaLive
MediaPackage
MediaStore
MediaTailor

Machine Learning

Amazon SageMaker
Amazon Comprehend
AWS DeeplLens
Amazon Lex

Machine Leaming
Amazon Polly
Rekognition

Amazon Transcribe
Amazon Translate

AWS Single Sign-0On
Certificate Manager
CloudHSM

Directory Service
WAF & Shield
Artifact

Mobile Services

Mobile Hub
AWS AppSync
Device Farm
Mobile Analytics

AR & VR

Amazon Sumerian

Application Integration

Step Functions
Amazon MQ
Simple Notification Service

Simple Queue Service
SWF
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Step 2

Click Simple Notification Service and Create topic in it.

SNS dashboard 4 TO pICS
|Topics
S~ Create new topic Actions v

Applications

Subscriptions

Text messaging (SMS) Filter
Name ARN
dynamodb arm:aws:sns.us-east-1:625297745038.dynamodb
notification am:aws:snsus-east-1:625297745033 notification

Step 3

Then, you have to click Create new topic button as shown:

Create new topic

A topic name will be used to create a permanent unique identifier called an Amazon Resource Name (ARN).

Topic name PushNotification (i)

Display name notify i}

Cancel Create topic
Step 4

Enter the Topic nhame and Display name and click on Create topic. You should see the
topic name in the display as follows:

Topics
Create new topic Actions -
Filter
Name ARN
dynamodb arnaws: snsus-east-1:625297 745038 dynamodb
notification arm:aws.sns.us-east-1:625297745038 notification
PushMotification ann:aws: snsus-east-1:625297 745038 PushMotification
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Create Role for Pemission in IAM

To create a Role to work with AWS Lambda and SNS service, we need to login to AWS console.
Then, select IAM from Amazon services and click role from left side as shown below.

o @

Create role

Review

Provide the required information below and review this role before you create it.

Role name*

Use alphanumernic and "+=_@-_' characters. Maximum 64 characters.

Role description | Allows Lambda functions to call AWS services on your behalf

Maximum 1000 characters. Use alphanumeric and "+=,.@-_' characters
Trusted entities AWS service: lambda.amazonaws.com
Policies AmazonSNSFullAccess

AWSLambdaFullaccess &
CloudwatchFullAccess ('

Observe that we have added policies for SNS, Lambda and CloudWatch. Add rolename and
click Create role button to complete the process of role creation.

Role name* snslambdarole

Use alphanumeric and "+=,_{@-_' characters. Maximum 64 characters.

Role description Allows Lambda functions to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=_.@-_' characters.

Trusted entities AWS service: lambda.amazonaws.com

Policies AmazonSNSFullaccess &
AWSLambdaFullAccess
CloudWatchFullAccess

292



AWS Lambda

Create AWS Lambda Function

In this section, let us understand how to create AWS Lambda function using nodejs as the
runtime.

For this purpose, login to AWS console and choose AWS Lambda from AWS services. Add the
function name, role details etc and create the AWS Lambda function as shown.

Author from scratch o

Name

snsandlambda

Runtime
Mode.js 8.10 v
Role
Learn maore
Choose an existing role v
Existing role
snslambdarole v

Add SNS Trigger

To add SNS trigger, enter SNS configuration details as shown:

v Designer
CloudWatch Logs -

CodeCommit

|||n snsandlambda

Cognito Sync Trigger

DynamoDB |ll SNS
@ Configuration required

Kinesis

Add triggers from the list on the left
S3 Resources the funct

SNS
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Then , select SNS topic and Add the trigger to AWS Lambda function as shown:

Configure triggers

SNS topic
PushNotification v

Lambda will add the necessary permissions for Amazon SNS to invoke your Lambda function from this trigger. Learn
more about the Lambda permissions model.

Enable trigger
Cancel Add

Then , add AWS lambda code given below:

exports.handler = function(event, context, callback) {
console.log("AWS lambda and SNS trigger ");
console.log(event);
const sns = event.Records[@].Sns.Message;
console.log(sns)

callback(null, sns);
s

In the above code, event.Records[0].Sns.Message gives the message details added. We
have added console logs to see them in CloudWatch. Now, save the Lambda function with
required memory and time allocation.
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AWS Lambda

Recall that we have already created topic in SNS in step 1. We will now publish in the topic
and see the details in CloudWatch which will be triggered by AWS Lambda:

Publish to Topic

First Select name of the topic you want to publish. Click on Publish to topic button:

SNS dashboard
|Topics

Applications
Subscriptions

Text messaging (SMS)

Topics

Publish to topic

Filter

Name
¥ PushNotification
dynamodb

notification

Create new topic Actions

ARN
am:aws:sns:us-east-1:625297745038:PushNotification
arn:aws:sns:us-east-1:625297745038:dynamodb

arn:aws:sns:us-east-1:625297745033:notification
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Enter the Subject and Message details as shown below:

Publish a message

Amazon SNS enables you to publish notifications to all subscriptions associated with a topic as well as to an individual endpoint associated
with a platform application.

Topic ARN am:aws snsus-east-1:6252977450358: PushMNotification €a
Subject MessagefromSNS Li
Message format ® Raw JSON
Message This message will be trigger by aws lambda and will be shown in cloudwatch]|

JSON message generator

You can also select ISON message format to send in 3SON style. Click Publish the message
button at the end of the screen.

Check Message Details in CloudWatch Service

Log into AWS console and open CloudWatch service. Click on logs on left side and select the

logs for AWS Lambda function created. You can find the following display for the logs with
messages created as shown above:
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* 121635 2018-06-01T12:16:35.6457 adb10c0d-6595-11e8-bcae-1b3db423c677 AWS lambda and SNS trigger

2018-86-81T12:16:35.6457 aBblBcBd-6595-11e8-bcae-1b9dbd23c67f AWS lambda and SNS trigger

v 1211635 2018-06-01T12:16:35.6457 a0b10c0d-6595-11e8-bcae-1b9db423c67f { Records: | { EventSource: ‘aws:sns', E
2018-86-81T12:16:35.6457 a@h18c@d-6595-11e8-bcae-1b9db423c67F { Records:

[ { EventSource: 'aws:sns',

EventVersion: '1.8°,

EventSubscriptionArn: 'arn:aws:sns:us-east-1:625297745038: PushNotification:1fe7ce89-4162-4482-88089-bedfadlofdes’,

Sns: [Object] } ] %}

¥ 121635 2018-06-01T12:16:35.6467 alb10c0d-6595-11e8-bcae-1b3db423c67f This message will be trigger by aws lan
20818-86-01T12:16:35.6467 aBblBcBd-6595-11e8-bcae-1b9db423c67f This message will be trigger by aws lambda and will be shown in
cloudwatch

4 12:16:35 END Requestld: adb10c0d-6595-11e8-bcae-1b9db423c671

4 12:16:35 REPORT Requestld: a0b10c0d-6595-11e8-bcae-1b9db423c67f Duration: 12.54 ms Billed Duration: 100 ms M

Mn newer avants fannd at the mameant Retru

Add Code in AWS Lambda to Send Message to your Phone

Here will use SNS Text messaging to send message on the phone using AWS Lambda. You
can use the following code to update AWS Lambda code as follows:

const aws = require("aws-sdk");
const sns = new aws.SNS({
region: 'us-east-1'

})s

exports.handler = function(event, context, callback) {
console.log("AWS lambda and SNS trigger ");
console.log(event);
const snsmessage = event.Records[0].Sns.Message;
console.log(snsmessage);
sns.publish({
Message: snsmessage,
PhoneNumber: '+911212121212"'
}, function (err, data) {
if (err) {
console.log(err);
callback(err, null);
} else {
console.log(data);

callback(null, data);
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};

We have added AWS SDK and the SNS service to use to send message. The message from
the event coming from SNS is send as text message on the phone numbe given.

Observe the following code for example:

sns.publish({
Message: snsmessage,
PhoneNumber: '+911212121212'
}, function (err, data) {

if (err) {

console.log(err);
callback(err, null);

} else {

console.log(data);

callback(null, data);

})s
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Enter the topic now to see the message in cloudwatch and the phone number given above.

Publish a message

Amazon SNS enables you to publish notifications to all subscriptions associated with a topic as well as to an individual endpoint
associated with a platform application.

Topic ARN

Subject

Message format

Message

Time to live (TTL)

Message Attributes

am:aws:sns:us-east-1:625297745038: PushNotification

smstextmessage

® Raw O JSON

This message is from SNS service using aws lambda

JSON message generator

key Attribute type -

value or ["value1", "value

Cancel Publish message
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Click Publish message to publish the message. You see a message on the phone number
given as follows:

il = 11:29 AM

< IM-601129 |

This message is from SNS
service using aws lambda

Calldrie 928 A4

Type text message
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CloudTrail

AWS CloudTrail is a service available with Amazon, which helps to logs all the activities done
inside AWS console. It logs all the API calls and stores the history, which can be used later
for debugging purpose. Note that we cannot trigger Lambda from CloudTrail. Instead,
CloudTrail stores all the history in the form of logs in S3 bucket and we can trigger AWS
Lambda from S3. Once any logs are to be processed, AWS Lambda will get triggered whenever
any logs are added to S3 bucket.

Requisites
Before you start to work with AWS CloudTrail, S3 and AWS Lambda, you need to perform the
following:

e Create S3 bucket to store CloudTrail logs

e Create SNS service

e Create a trail in CloudTrail and assign the S3 bucket and SNS service
e Create IAM role with permission.

e Create aws lambda function

e AWS Lambda configuration

Example

Let s consider an example which shows the working of AWS CloudTrail, S3 and AWS
Lambda. Here, we will create a bucket in S3 which will store all the logs for any interaction
done in AWS console. Let us create SNS topic and publish it. For this action, the logs will be
entered as a file in S3. AWS lambda will get triggered which will send mail using Amazon
SES service.

The block diagram for explaining this process is as shown below:

Publish $3 Buacket Event : ivokes
Am, Mail Inbox
message to los dali bl e
topic og cellvery Logs a0 AP cats Send email '
—_— — e e e e
i Amazon §3
Amazon CloudTral bucket AWS Lambda

SNS
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Create S3 Bucket to Store CloudTrail logs

Go to AWS console and click S3 service. Click Create bucket and enter the name of the
bucket you want to store cloudtrail logs as shown:

# Create bucket

Bucket name

B aws-api-prod-serverlessdeploymentbucket-1fwevxuppvec 1

B aws-serverless-prod-serverlessdeploymentbucket-1weyzewaaftkD

B cloudiraillogsaws

Observe that here we have created a S3 bucket cloudtraillogsaws for storing the logs.

Create SNS Service

Go to AWS console and click Simple notification Service. Select topics from left side and
click Create new topic button.

Topics
Publish to topic Create new topic Actions ~
Filter
Name ARN
PushMotification am:aws:sns us-east-1:625297745038: PushMotification
« displaytrail am:aws:sns us-east-1:625297745035: displaytrail
dynamodb am:aws:sns us-east-1:625297745035:dynamodb
notification arm:aws:sns us-east-1:625297745035: notification
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We have created topic called displaytrail to publish a topic. Its details will get stored in S3
bucket that is created above.

Create a Trail in Cloudtrail and Assign the S3 bucket and SNS service

Go to AWS console and click CloudTrail service from Management tools as shown:

53 Management Tools
CloudWatch
AWS Auto Scaling
CloudFormation

Config

OpsWorks

Service Catalog
Systems Manager
Trusted Advisor
Managed Services

Click Trails from the left side as shown below:

EIWST Services ~ Resource Groups ~ %
Dashboard
I Dashboard View events in your AWS account for the last 90 days, create frails, and manage existing trails. Learn more
4
Trails
Trails

Deliver logs to an Amazon S3 bucket. CloudTrail events can be processed by one trail for free. There is a charge for processing events with additional trails. For more information,
see AWS CloudTrail Pricing

Create trail

Click Create Trail button. Enter the Trail name, Apply trail to all regions and choose Yes.
Then So the logs will be applied for all the region.
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Create Trail
Trail name”
Apply trail to all regions = Yes Mo i}
Management events
Management events provide insights into the management operations that are performed on resources in your AWS account. Leamn more

ReadWrite events ® Al Read-only Winite-anby Mones 1]

For Read/Write events, choose All. Add the S3 bucket and SNS topic details as shown
below. You can create a new one here or add an existing one.

Storage location

Create a new 53 bucket Yes @ No
$3 bucket: cloudtraillogsaws A i)
* Advanced
Log file prefix (i}
Location: /AWSLogs/625297745038/CloudTrailius-east
Encrypt log files Yes @ No o

Enable log file validation & Yes Mo (i ]

Send SNS notification for ® Yes Mo 1]
every log file delivery

Create a new SNS topic Yes @ No

SNS topic® | displaytrail - 0
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Note that there are options available to encrypt log files, enable log file validation , send
sns notification for every log file delivery etc. I have used the default values here.You
can allow file encryption and it will ask for encryption key. Click on Create Trail button once
the details are added.

Trails

Deliver logs to an Amazon 53 bucket. CloudTrail events can be processed by one trail for free. There is a charge for processing events with additional trails. For more information,
see AWS CloudTrail Pricing.

Create trail

Name - Region v 53 bucket - Log file prefix - CloudWatch Logs Log group - Status -
trail1 All cloudtraillogsaws CloudTrail/Default_ogGroup (]
Create IAM Role with Permission

Go to AWS console and select IAM. Create a role with permission for S3, Lambda, CloudTrail
and SES for sending email.The role created is as shown below:

Q traillambda
Role name =« Description Trusted entities
traillambdarole Allows Lambda functions to call AWS servic... AWS service: lambda
Create AWS Lambda Function

Go to AWS service and click Lambda service. Add the function name, select runtime as
nodejs, and select the role created for the lambda function.Following is the lambda function
created.

Lambda Functions

traillambdafunc
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AWS Lambda Configuration

Next, we need to add S3 as the trigger for AWS lambda created.

v Designer

Add triggers
|||r| traillambdafunc
® saved

API Gateway
* S3 m AWS CloudFormation
AWS loT

Alexa Skills Kit Add triggers from the list on the left * AWS CloudTrail

Alexa Smart Home

CloudFront ‘ AWS loT

CloudWatch Events

Add the S3 bucket details to add the trigger and add the following AWS Lambda code:

const aws require("aws-sdk");

const sns = new aws.SNS({

region: 'us-east-1'

1)

var ses = new aws.SES({
region: ‘'us-east-1'

})s

exports.handler = function(event, context, callback) {
console.log("AWS lambda and SNS trigger ");

console.log(event);

const s3message = "Bucket Name:"+event.Records[@].s3.bucket.name+"\nLog
details:"+event.Records[@].s3.object.key;

console.log(s3message);
var eParams = {
Destination: {
ToAddresses: ["xxxxxxxxx12@gmail.com"]
¥
Message: {

Body: {
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Text: {

Data:s3message

}
¥
Subject: {

Data: "cloudtrail logs"
}

}s

Source: "coxxxxxx@gmail.com"

s

var email = ses.sendEmail(eParams, function(err, data) {
if (err) console.log(err);
else {
console.log("===EMAIL SENT===");
console.log("EMAIL CODE END");
console.log('EMAIL: ', email);
context.succeed(event);
callback(null, "email is send");
}
1)

}s

Note that we are taking the S3 bucket and log details from the event and sending mail using
SES service as shown above.
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Whenever any activity takes place in AWS console, the logs will be sent to S3 bucket and at
the same time, AWS lambda will get triggered and the mail will be send to the email id
mentioned in the code.

cloudtrall logs ke = [

code XXXX @gmail.com 1221 PM (35 minutes aga)
Buckst Name:chudiraillogsaws Log details: AW SLogsG25 297 7 450038/ Cloud Tral us-

B4 oldar massages

code XXX @gmail.com via amazonses.com 12:58 PM (0 minutes aga) -,

Buckst Name:cloudiraillogsaws
Log details:AWSLogss2 525774503 Cloud Trailfeu-west- 12010060562 5257745038 _CloudTrail_su-west-1_20180605TOT20Z_
itDdiusgGrhHMper json.gz

code XXX @gmail.com via amazonses.com 12:50 PM (0 minutes ago) -

Buckst Nama:cloudiraillogsaws
Lop details:AWSLogsE2 5257745030 Cloud Trailfus-west-21201 BOEDEG2 5297 745038 _CloudTrail_us-west-2_20180605TOT152_
LaywdbM.MIGT 2efY json.gz

code XXXX @gmail.com via amazonses com 12:56 PM (0 minutes ago) -

Buckst Namea:cloudiraillogsaws
Log details:AWSLogs6252 57T 7450 3 Cloud Trail-Digest/ap-southeast- 17201 0610562 5257 TA50368_CloudTrail-Digest_an-snithesst-1 fraill us-szsh

1_20180605TOT 14247 json.gz 3 New Massages Show lon

Note that you can process the logs as per your needs in AWS Lambda.
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22. AWS Lambda — Using Lambda Function with

Amazon Kinesis

AWS Kinesis service is used to capture/store real time tracking data coming from website
clicks, logs, social media feeds. We can trigger AWS Lambda to perform additional processing
on this logs.

Requisites

The basic requirements to get started with Kinesis and AWS Lambda are as shown:

Create role with required permissions
Create data stream in Kinesis

Create AWS Lambda function.

Add code to AWS Lambda

Add data to Kinesis data stream

Example

Let us work on an example wherein we will trigger AWS Lambda for processing the data
stream from Kinesis and send mail with the data received.

A simple block diagram for explaining the process is shown below:

Data Streams ‘
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Create Role with Required Permissions

Go to AWS console and create a role.

Role name* | kinesisandlambda ‘

Use alphanumeric and +=,_@-_ characters. Maximum 64 characters.

Role description Allows Lambda functions to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and "+=,.@-_" characters.

Trusted entities AWS service: lambda.amazonaws.com

Policies AmazonKinesisFullAccess &
AmazonSESFullaccess &
AWSLambdaFullaccess &

Create Data Stream in Kinesis

Go to AWS console and create data stream in kinesis.

Analytics
Athena
EMR
CloudSearch
Elasticsearch Service

QuickSight &

Data Pipeline
AWS Glue
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There are 4 options as shown. We will work on Create data stream in this example.

Ingest and process streaming data with Kinesis
streams

Process data with your own applications, or using AWS managed
services like Amazon Kinesis Data Firehose, Amazon Kinesis
Data Analytics, or AWS Lambda.

—
= s %l sstom Code On
A cusbom code an Lambda

(G-
B

Create data stream

Analyze streaming data with Kinesis analytics
applications

Run continous SAL queries on streaming data from Kinesis data
streams and Kinesis Firehose delivery streams.

g dm Type 07
Em—v,,.rn

Create analytics application

Deliver streaming data with Kinesis Firehose delivery
streams

Continously collect, transform, and load streaming data into
destinations such as Amazon 33 and Amazon Redshift.

ﬂ:m " o
&mm o |

(B[
E[&

Create delivery stream

Ingest and process media streams with Kinesis video
streams

Build applications to process or analyze streaming media.

Create video stream

Click Create data stream. Enter the name in Kinesis stream name given below.

Create Kinesis stream

Kinesis stream name™ |

Acceptable characters are uppercase and lowercase letters, numbers, underscores, hyphens, and periods.
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Enter number of shards for the data stream.
’ Estimate the number of shards ‘_q'OLI'II need

Number of shards*

You can provision up to 500 more shards before hitting your account limit of 500.
Learn more or request a shard limit increase for this account
Total stream capacity Values are calculated based on the number of shards entered above.
Write MB per second

Records per second

Read MB per second

The details of Shards are as shown below:

Shards

A shard is a unit of throughput capacity. Each shard ingests up to 1MB/sec and 1000 records/sec, and emits up to 2MB/sec. To accommodate for
higher or lower throughput, the number of shards can be modified after the Kinesis stream is created using the API. Learn more

Producers Kinesis stream Consumers

DOD |— || shad DHHS ||| DED
shard [ 5 5

Enter the name and click the Create Kinesis stream button at the bottom.

Kinesis streams (7}

A Kinesis stream is an ordered sequence of data records. To add data to a Kinesis stream, configure producers using the Streams PUT API or
the Amazon Kinesis Producer Library (KPL). Learn more

Total shards in use: 10  Total shards remaining: 490 €

Create Kinesis stream Connect Kinesis resources Actions W P
Q 1
Kinesis stream name v Number of shards v Status v

kinesisdemo 10 Active

Note that it takes certain time for the stream to go active.

312



AWS Lambda

Create AWS Lambda Function

Go to AWS console and click Lambda. Create AWS Lambda function as shown:

Author from scratch in7o

Name

kinesislamba

Runtime
MNode.js 8.10 v
Role
Defines the permissions of your function. Note that new roles may not be available for a few minutes after creation. Learn more
about Lambda exe nroles.
Choose an existing role v

Existing role
You may use an existing role with this function. Note that the role must be assumable by Lambda and must have Cloudwatch
ons.

kinesisandlambda v

Click Create function button at the end of the screen. Add Kinesis as the trigger to AWS
Lambda.

klﬂESiSlamba | Throttle || Qualifiers ¥ H Actions ¥ | Select o test event.. v

v Designer

Click on a trigger from the list a

below to add it to your function.

~

AP| Gateway m kinesislamba
AWS loT
dia Kinesis m AWS CloudFormation
Alexa Skills Kit e @ Configuration required
Alexa Smart Home
Add triggers from the list on the left ‘ AWS loT
CloudFront

CloudWatch Events . AWS Key Management Serv
e
CloudWatch Logs

CodeCommit

m AWS Lambda

Cognito Sync Trigger
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Add configuration details to the Kinesis trigger:

Configure triggers

Kinesis stream

kinesisdemo v
Batch size

100

Starting position
ShardlteratorType

Latest v

In order to read from the Kinesis trigger, your execution role must have proper permissions.

Enable trigger

Cancel Add

Add the trigger and now add code to AWS Lambda.

Adding Code to AWS Lambda

For this purpose, we will use nodejs as the run-time. We will send mail once AWS Lambda is

triggered with kinesis data stream.

const aws = require("aws-sdk");
var ses = new aws.SES({

region: 'us-east-1'
1

exports.handler = function(event, context, callback) {
let payload = "";
event.Records.forEach(function(record) {
// Kinesis data is base64 encoded so decode here

payload = new Buffer(record.kinesis.data, 'base64').toString('ascii');
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console.log('Decoded payload:', payload);
})s
var eParams = {

Destination: {

ToAddresses: ["xxxxxxx@gmail.com"]

}s
Message: {
Body: {
Text: {
Data:payload
}
¥
Subject: {

Data: "Kinesis data stream"

}s

Source: "cXXXXXXXXx@gmail.com"

s

var email = ses.sendEmail(eParams, function(err, data) {
if (err) console.log(err);
else {
console.log("===EMAIL SENT===");
console.log("EMAIL CODE END");
console.log('EMAIL: ', email);
context.succeed(event);
callback(null, "email is send");
}
1)
¥

The event param has the data entered in kinesis data stream. The above aws lambda code

will get activated once data is entered in kinesis data stream.
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Add Data to Kinesis Data Stream

Here we will use AWS CLI to add data kinesis data stream as shown below. For this purpose,
we can use the following command:

aws kinesis put-record --stream-name kinesisdemo --data "hello world"
partition-key "789675"
EX Command Prompt |ﬂlﬁ

C:~2>awz kinesisz put—record ——stream—name kinesisdemo ——data "hello world" ——par
tition—key '"/875675"

4958513587199038160882952223065112057409929719131938738 shardI d-ABABEAEA
1515 by

Gz

Then, AWS Lambda is activated and the mail is sent.

Kinesis data stream e

code Egmail.com via amazonses. com 4:09 PM (0 minutes ago)
hello warld

BN Command Prompt

C:s>aws kinesis put—record ——stream—name kinesisdemo —data “"hello world" ——pap
tition—key "789675"
33335135B'?i?'5'B38196BB82’5‘52223BE5112@5?4@992971913193@?38 shardl d-B00RBE6A

C:»raws kinesis put—record ——stream—name kinesisdemo ——data “added one more kin
esis record” —partition—-key 782675
495851 35A7199038196888295222306632A09832295502453 76483570 shard] d-8000BBARA
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Kinesis data stream  woox =

code @gmail.com via amazonses com 4:09 PM (0 minutes ago)
tome |=

hello world

code @gmail.com via amazonses com 4:11 PM (0 minutes ago)
1o me (=

added one more kinesis record
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23. AWS Lambda — Using Lambda Function with

Custom User Applications

We can use AWS lambda function to process using generated events by user application in
the following two ways:

e Using AWS Console
e Using AWS CLI

Using AWS Console

From AWS console, we will work with events and AWS Lambda. For this purpose, go to AWS
console and create a lambda function.

Lambda » Functions > lambdauserevent ARN - arn:aws:lambda:us-east-1:625297745038:function:lambdauserevent

lambdauserevent ‘ Throttle || Qualifiers ¥ || Actions ¥ | |Se!ectatesteventu v || Test ‘ Save

® Congratulations! Your Lambda function "lambdauserevent” has been successfully created. You can now change its code and configuration. Click on the "Test" button to input X
a test event when you are ready to test your function.

Next, let us add the code for AWS Lambda:

exports.handler = (event, context, callback) => {
// TODO implement
console.log("Hello => "+ event.name);
console.log("Address =>"+ event.addr);
callback(null, 'Hello '+event.name +" and address is "+ event.addr);

1

Note that in the above code, we are printing nhame and address using event.
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The details to the event will be given using the test event created as follows:

Configure test event X

A function can have up to 10 test events. The events are persisted so you can switch to another computer or web browser
and test your function with the same events.

© Create new test event

Event template

Hello World v

Event name

| usereuent|
1~ {
2 "name”: "Roy Singh",
3 "addr”: "Mumbai”
4 1

Now, save the event and test it.

Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from

your function.

"Hello Roy 5ingh and address is Mumbai™

The corresponding log output is as shown here:
Log output
The area below shows the logging calls in your code. These correspond to a single row within the CloudWatch log

group corresponding to this Lambda function. Click here to view the CloudWatch log group.

START Reguestld: 39528422-6be2-1le8-zefd-cfl292c3d93b Version: SLATEST

2818-85-99T12:40:88.618Z 39528422-6be2-11e8-ae9d-cf1292c3d93b Hello =» Roy Singh
2818-86-29T12:48:88.6192 38528422-6be2-1128-329d-cF1292c3d93b Address =»Mumbai

EMD RequestId: 39528422-6be2-11e8-3e9d-cf1292c3d93b

REPORT ReguestId: 39528422-6be2-1leB-aefd-cfl292c3d%3b Duration: 36.14 ms Billed Duration: 180 ms
Memory Size: 128 MB Max Memory Used: 19 MB
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Using AWS CLI

We can invoke the above function using AWS CLI as follows:

aws lambda invoke --function-name "lambdauserevent" --log-type Tail --payload
file://C:\clioutput\input.txt C:\clioutput\outputfile.txt

The event details are given to payload and the output is stored at
C:\clioutput\outputfile.txt. as follows:

input.txt

"name":"Roy Singh", "addr":"Mumbai"}

On invoking the Lambda using AWS CLI, you can see the output is as follows:

o] Command Prompt = B

-
=
=
L™

.
=

=

L™

o)

-

-
= e

-
L
=
=
=
=
=
=
&
L
5 d

o
-
-
= =
=

Similarly, in case you want to test AWS Lambda for any other AWS service, you can do so
using the test event in AWS console and AWS CLI. A sample event for SNS service is shown
below:

{
"Records": [
{
"EventVersion": "1.0",
"EventSubscriptionArn": "arnid",
"EventSource": "aws:sns",
"Sns": {
"SignatureVersion": "1",
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"Timestamp": "1970-01-01T00:00:00.000Z",
"Signature”: "EXAMPLE",
"SigningCertUrl": "EXAMPLE",
"MessageId": "95df@1b4-ee98-5cb9-9903-4c221d41leb5e",
"Message": "Hello from SNS!",
"MessageAttributes": {
"Test": {
"Type": "String",
"Value": "TestString"
¥
"TestBinary": {
"Type": "Binary",
"Value": "TestBinary"
}
¥
"Type": "Notification",
"UnsubscribeUrl": "EXAMPLE",
"TopicArn": "topicarn",

"Subject": "TestInvoke"
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Let us add the sample event shown above and test it as shown:

Configure test event X

A function can have up to 10 test events. The events are persisted so you can switch to another computer or web browser
and test your function with the same events.

Create new test event

© Edit saved test events

Saved Test Event

userevent v G
1~
2~ “"Records": [
3+
4 "EventVersion™: "1.8",
5 "EventSubscriptionArn™: “arnid”,
6 "EventSource”: "aws:sns”,
7~ "Sns":
8 "SignatureVersion”: "1",
9 "Timestamp"”: "1978-081-81T88:80:88.8807",
18 "Signature": "EXAMPLE",
11 "SigningCertUrl™: "EXAMPLE",
12 "Messageld”: "95dfe@lb4-eed8-5cb9-9083-4c221d41eb5e”,
13 "Message”: "Hello from SHS!"™,
14 ~ "MessageAttributes”: {|
15~ "Test": {
16 "Type": "String",
17 "Value": "TestString”
18 1
19 ~ "TestBinary": {
28 "Type": "Binary",
21 "Value": "TestBinary"
22 3
23 Y

In AWS Lambda, code will print the SNS message as shown in the example given below:

exports.handler = (event, context, callback) => {
// TODO implement

console.log(event.Records[@].Sns.Message);
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callback(null, event.Records[@].Sns.Message);};

Execution result: succeeded (logs)

¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from
your function.

"Hello from SN5S!™

Let us invoke the same using AWS CLI. Let us save the event in a file and use that for payload
using the command shown:

aws lambda invoke --function-name "lambdauserevent” --log-type Tail --payload
file://C:\clioutput\sns.txt C:\clioutput\snsoutput.txt

=8 Command Prompt = =
Ny
0 0 E 0 0
0 0 0
IS LA Hi ] d D1AH OT REMCGH m 0 OSH2Z2D0 DR
0 UEUTUAG [} [ [ [} 0 AN ¥ 0 [) o tHZDALN b
| i | f;%ih' h2H 5 ¥ ¥ «01 A8 OTH [
OGHi0SH2 7D DR g’lli R o [) [ DA [
= - e y
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24. AWS Lambda — Using AWS Lambda@Edge

with CloudFront

Lambda@Edge is an addition to the AWS Lambda compute service which is used to customize
the content that cloudfront delivers.

The block diagram which shows the working of AWS Lambda with cloudfront from AWS is
shown below:

Viewer request Origin request

i 1K e
< ‘ CloudFront « ‘

Viewer response Cache Origin response

v

Origin
server

User

There are four ways in which AWS Lambda can be used:

e Viewer Request: End user makes the request called Viewer Request to CloudFront
e Origin Request: CloudFront forwards the request to the origin

e Origin Response: CloudFront receives the response from the origin

¢ Viewer Response: CloudFront send the response to the viewer

We can use Lambda@Edge for the following purposes:

e To change the headers at the request and response time.

e Add cookies details to the headers. Carry out AB testing based on the request and
response.

e Redirect the URL to another site, based on the header details.

e We can fetch the user-agent from the headers and find out the details of the
browser, OS, etc.
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Requisites

To start with working on CloudFront and Lambda@Edge, we need the following:

e Create S3 storage bucket with file details

e Create role which will allow permission to work with CloudFront and Lambda@Edge
¢ Create CloudFront distribution

e Create lambda function

e Add lambda function details to cloudfront

e Check the cloudfront url in browser

We will work on an example with CloudFront and Lambda@Egde, wherein we will host the
page and change the response when detected as desktop and devices.

Create S3 Storage Bucket with File Details

Login to AWS console and create a bucket in S3 and add the .html file which you want to
display.

Storage

EFS
Glacier
Storage Gateway

Click on S3 and Create bucket as shown below:

* Amazon 33 (X Discover the new console ¢ Quick tips

Q, Search for buckets

+ Create bucket 0 1 Regions <

9 Buckets
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Now, click Create bucket button and add the details of the bucket as shown below:

Create bucket

@ Name and region @ Set properties @ Set permissions @ Review

Name and region

Bucket name

lambdatestcloudfront

Region

US East (N. Virginia) v

Copy settings from an existing bucket

Select bucket {optional) 9 Buckets
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Click on Create button and upload the .html in it.

Amazon S3 » lambdatestcloudfront

Overview Properties Permissions

Management

Q  Type a prefix and press Enter to search. Press ESC to clear.

More ~ US East (N. Virginia) &

Viewing 1 to 1
. . . L Storage class
[] Name 7= Last modified T=  Size T= .
Jun g, 2018 2:27:24
W index_html ' 71.0B Standard
L PM GMT+0530

Viewing 1 to 1

Create Role

Go to AWS console and click IAM.

[@ Security, Identity &
Compliance
AM
Cognito
Secrets Manager
GuardDuty
Inspector
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Now, click Roles -> Create role button as shown:

Dashboard
Groups

Users

Roles

Folicies

Identity providers
Account settings

Credential report

Encryption keys

Choose the permission for S3, Lambda and Cloudfront. It is a good practice to create the
policy giving permission to only the required function, storage by using the ARN details.
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In the example discussed below, we are showing the Full Access permission. Policies for the

Create role ; 5 °

Review

Provide the required information below and review this role before you create it.

Role name* roleforcloudfront

Use alphanumeric and '+=,.@-_' characters. Maximum 64 characters.

Role description Allows Lambda functions to call AWS services on your behalf

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters

Trusted entities AWS service: lambda.amazonaws.com

Policies AmazonS3Fullaccess &
AWSLambdaFullAccess
CloudWatchEventsFullAccess ('

CloudFrontFullAccess &

* Required Cancel Previous Create role

role name roleforcloudfront is added as shown above. Click on Create role.

Roles > roleforcloudfront

Summary Delete role

Role ARN arm:aws:iam: 625297745038 role/roleforcloudfront ¢
Role description Allows Lambda functions to call AWS services on your behalf. | Edit
Instance Profile ARNs 4]
Path !

Creation time 2016-06-09 14:36 UTC+0530

Maximum CLI/API session 1 hour (3,600 seconds) Edit
duration
Permissions Trust relationships Access Advisor Revoke sessions
Attach policy Attached policies: 6
Policy name « Policy type «
» WSLambdaFullAccess AWS managed policy x
» AmazonS3FullAccess AWS managed policy x
3 CloudFrontFullAccess AWS managed policy x
» WSLambdaEdgeExecutionRole-dSff0920-4dac-4d09. Managed policy x
» WSLambdaEdgeExecutionRole-80affdba-efb1-4c80.. IManaged policy x
» CloudWatchEventsFullAccess AWS managed policy x

All the policy required for lambda@edge and cloudfront are as shown above. There is a
additional step to be done here since incase of cloudfront the url will be available across region
and it needs a trust relationship between the services we are using.
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Now, for the role created, click on Trust relationships tab as shown:

Role ARN

Role description

Instance Profile ARNs )
Path /

Creation time

Maximum CLI/API
session duration

Permissions Trust relationships

2018-06-09 14:36 UTC+0530

1 hour (3,600 seconds) Edit

Access Advisor

arn:aws:iam:625297745038:role/roleforcloudfront €

Allows Lambda functions to call AWS services on your behalf. | Edit

Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Edit trust relationship

Trusted entities

The following trusted entities can assume this role.

Trusted entities
The identity provider(s) lambda.amazonaws.com

Conditions

The following conditions define how and when trusted entities
can assume the role.

There are no conditions associated with this role.

Click on Edit Trust Relationship as shown below:

Edit Trust Relationship

You can customize trust relationships by editing the following access control policy document.

Policy Document

-
"Version": "2812-16-17",
- "Statement": [

- {
"Effect”: "Allow™,

= "Principal™: {

"Service": "lambda.amazonaws.com"
}
"Action": "sts:AssumeRole"
)
1
H

Cancel Update Trust Policy
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It displays a policy document. We need to add the other services in the Principal -> Service
which we are planning to use. The final trust relationship policy document is as shown below:

Edit Trust Relationship

You can customize trust relationships by editing the following access control policy document.

Policy Document
"1
"Version": "2012-1@-17",

- "Statement": [

- {

"Effect": "Allow",

- "Principal"™: {

A "Service": [
"s3.amazonaws.com",
"events.amazonaws.com",
"lambda.amazonaws.com”,
"edgelambda.amazonaws.c

1
}J
"Action": "sts:AssumeRole"
}
1
}

Cancel Update Trust Policy

Click Update Trust Policy button to save the changes.

Create CloudFront Distribution

Go to CloudFront service as shown below:

% MNetworking & Content
Delivery

VPC
Route 53

API| Gateway
Direct Connect

Click on CloudFront service and click on Create Distribution:
CloudFront Distributions

Create Distribution
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Origin Settings, Behaviour Settings and Distribution settings

Let us look into these settings one by one:

Origin Settings
Create Distribution (2]
Origin Settings

Origin Domain Name | |ambdatestcloudiront $3.amazonaws.con (i}
Origin Path [i]
Origin ID | 53-lambdatestcloudfront (i}
Restrict Bucket Access @ Yes [i]
MNo
Origin Access Identity ® Create a New |dentity [i]
Use an Existing Identity
Comment | aceess-identity-lambdatestcloudfront 53 i (i)
Grant Read Permissions on ® Yes, Update Bucket Policy [i]
Bucket No, | Will Update Permissions
Origin Custom Headers Header Name Value (i ]

Various parameters of Origin settings are explained as below:

Origin Domain Name: This is the name of the S3 bucket where we have stored the html
files. We can also store images, if any, in the S3 bucket by creating folders of our choice.

Origin Path: Here you need to enter the name of the folder where the files are stored. At
present, we do not have this folder, so we will keep it blank for now.

Origin ID: It gets populated when the origin domain name is selected. You can change the
id as per your choice.

Restrict Bucket Access: In this, we will choose the option yes. Here we need security for
the S3 bucket so that no one has the access to the S3 bucket. For this option there are some
more options populated like Origin Access Identity, Comment and Grant Read
Permission on Bucket.

Origin Access Identity: We have used create a new identity option.You can also choose the
existing identity. This creates a new identity which is used by CloudFront to read the details
from S3 bucket.

Grand Read Permission on Bucket: For this, choose the option Yes.

Origin Custom Headers: We will keep the headers blank here, as we do not need the details
right now.
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Next, let us discuss and fill up the Behaviour Settings for Cloudront distribution:

Default Cache Behavior Settings

Path Pattern  Default () o
Viewer Protocol Policy HTTP and HTTPS o
* Redirect HTTP to HTTPS
HTTPS Only
Allowed HTTP Methods  * GET, HEAD (i)

GET, HEAD, OPTIONS
GET, HEAD, OPTIONS. PUT, POST PATCH, DELETE

Field-level Encryption Config v O
Cached HTTP Methods GET. HEAD (Cached by default) (i)
Cache Based on Selected None (Improves Ca(nm) v o
Request Headers
Leam More
Object Caching * Use Origin Cache Headers 3]
J Customize
Leam Mere
Minimum TTL o 0
Maximum TTL 31535000 i
Defoult TTL 85200 (i)
Forward Cockies  aone (mproves Caching) v i}
Query String Forwarding and None (i Cachi (i)
Caoning {(improves ng) v
Smooth Streaming - Yes (4]
- No
Restrict Viewer Access ' Yes (3]
(Use Signed URLs or = No
Signed Cookies)
Compress Objects Automaticalty Yes (i)
- m
Laam More
Lameda Functon Associmons  Event Type Lambaa Puncton ARN (i]
v © |
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Now, select the protocol - https or http, and the caching option. Note that the default caching
is 86400 or 24 hrs. You can change this value as per the requirement.

Click Object Caching (customize option) to change the caching. You can use smooth
streaming in case if there any videos on your page. Here, we are keeping the default option
available. Once the lambda function is created, its details will be added.

The details for distribution settings are shown below:
Distribution Settings

Price Class | |Jse All Edge Locations (Best Performance) w

AWS WAF Web ACL | one +

Alternate Domain Names

(CNAMESs) y

SSL Certificate  '® Default CloudFront Certificate (*.cloudfront.net)

Choose this option if you want your users to use HTTPS or HTTF fo access your content with the CloudFront domain name (such as
hitps://d111111abcdef8.cloudfront.netlogo.jpg).
Important: If you choose this option, CloudFront requires that browsers or devices support TLSv1 or later to access your content

Custom SSL Certificate (example.com

Choose this option if you want your users to access your content by using an aliernate demain name, such as hitps:/fiwww.example.com/logo.jpg
“ou can use a certificate stored in AWS Cerfificate Manager (ACM) in the US East
(M. Virginia) Region, or you can use a certificate stored in 1AM

o

Request or Import a Certificate with ACM

Learn more about using custom SSL/TLS certificates with CloudFront.
Leamn more about using ACM.

Various parameters of distribution settings are explained below:

Price class: It has details like the origin of users traffic. Note that here we have selected the
default one - Use All Edge Locations.

AWS WAF Web ACL: This is for web application firewall selection. Here, it has option as
None. First, we need to create the firewall in AWS. It provides security to the site.

Alternate Domain Names: Here you can specify the domain name if you have.

SSL Certificate: This has all the details to be selected for SSL certificate. We will keep the
default ones.

Default Root Object: Here we will specify the filename which we have uploaded in S3. For
this, we need the content from the .html to be displayed by default.

For the rest, we will keep the default setting.
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Click Create Distribution button to add the distribution.

CloudFront Distributions

e 0 &

Viewing :|  Any Delivery Method ~ Any State v Viewing 1 to 2 of !
Delivery Method ID Domain Name Comm Origin CNAME Status State La

@ web E1F8ZMDJXGEWEO  d2o1cvnwdalibo.cloudfrontn - iestmysile.s3.amazonaws.com - Deployed Enabled 20

@ Wweb EYFYPXM34K662 dghgmnrély9j.cloudirontne - lambdatesicloudfront.s3.amazonaws.com - 2 In Progress Enabled 20

Note that the distribution will take some time to show the status as deployed.

Create AWS Lambda Function

Go to AWS console and create Lambda function.

Lambda Functions ARN - arn:aws:lambda:us-east-1:625297745038:function:lambdadesktopdevice
lambdadesktopdevice Throttle || Qualifiers ¥ || Actions ¥ v

@ Congratulations! Your Lambda function "lambdadesktopdevice” has bean succassfully created. You can now change its code and configuration. Click on the "Test" button to >

input a test event when you are ready to test your function

In AWS Lambda code, we will take the request headers and check the user-agent. If the user-
agent is from desktop, we will change the response to display message as “"DESKTOP :
Welcome to AWS Lambda with Cloudfront!” and if device the message will be *“MOBILE
DEVICES : Hello from Lambda@Edge!”

The corresponding AWS Lambda code is as shown below:

let content =
<\ !DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Simple Lambda@Edge Static Content Response</title>
<meta name="viewport" content="width=device-width, initial-scale=1.0">
</head>
<body>
<h1>MOBILE DEVICES : Hello from Lambda@Edge!</h1>
</body>
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</html>

let contentl = °
<\ !DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Simple Lambda@Edge Static Content Response</title>
<meta name="viewport" content="width=device-width, initial-scale=1.0">
</head>
<body>
<h1>DESKTOP : Welcome to AWS Lambda with Cloudfront!</h1l>
</body>
</html>
exports.handler = (event, context, callback) => {
let request = event.Records[@].cf.request;
let finalrequest = JSON.stringify(request);
let headers = request.headers;
let useragent = JSON.stringify(headers["user-agent"][0].value);
let str = "";

if(/Android|web0S|iPhone|iPad|iPod|BlackBerry|IEMobile |Opera
Mini|Mobile|mobile|Cri0OS/i.test(useragent)) {

str = content;
} else {
str = contentl;

}

const response = {
status: '200°',
statusDescription: 'OK',
body: str+useragent,

}s5

callback(null, response);

}s
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Now, save the Lambda function. Note that we need to publish the Lambda function so that it
can be used with all regions. To publish, we need to do the following:

From Actions dropdown, select Publish new version as shown below:

Throttle H Qualifiers ¥ H Actions ¥ Select a test event.. v

Publish new version

Create alias
Delete function

Export function

If you , click Publish new version, it displays the following screen:

Publish new version from $LATEST X

Publishing a new version will save a "snapshot” of the code and configuration of the SLATEST version. You will be unable to

edit the new version's code. Please click to confirm.

Version description

lambda first version|

Now, enter the Version description and click Publish.The ARN will display the version of the
AWS Lambda function created as shown below:

ARN - arm:aws:lambda:us-east-1:625297745038:function:lambdadesktopdevice: 1

Version: 1 ¥ || Actions ¥ Select a test event.. v
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Add CloudFront trigger to the new version created as shown below:

y

||| y] lambdadesktopdevice:1

ols CloudFront . AWS Certificate Manager

@ Configuration required

Add triggers from the list on the left m AWS CloudFormation

‘ AWS loT

Now, add the configuration details for CloudFront .The CloudFront event has option for
Viewer request, Origin request, Origin response, and Viewer response.

Next, choose the CloudFront distribution created earlier. From events, we will select Viewer
request. Based on the viewer request, the desktop/device from user-agent will be decided
and the response will be changed. Next, add the trigger details.

Configure triggers

The following restrictions and limits apply to Lambda@Edge functions: Runtimes are limited to Node.js 6.10 and Node.js 8.10; Environment variables, the Dead Letter Queue (DLQ),
and Amazon VPCs cannot be used. Learn more about Lambda@Edge.

Distribution

EYFYPXM34K662 v

Cache behavior

CloudFront event

Viewer request v

Lambda associates this version of the functien with the specified CloudFront trigger and replicates the function globally.

Enable trigger and replicate
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Once the trigger is added, we need to wait for the distribution from CloudFront to be deployed.

CloudFront Distributions

Create Distribution - % e
Viewing :|  Any Delivery Method « Any State v
Delivery Method ID Domain Name Comm Origin CNAME Status
@ Web E1FSZMDJXGEWED  dZoicvnwdalibo.cloudfront.n - testmysite.s3.amazonaws.com - Deployed
@ Wweb EYFYPXM34KE62 dgh9mnraly69j.cloudfront.ne - lambdatestcloudfront.s3.amazonaws.com - L} In Progress

Once the status is changed to Deployed, we can test the CloudFront url and check the domain
name in browser.

The display in desktop browser is as shown below. Here we have printed the user-agent from
the viewer-request event.

& C | & Secure | https://dgh9mnr8ly69j.cloudfront.net

DESKTOP : Welcome to AWS Lambda with Cloudfront!

"Mozilla/5.0 (Windows NT 6.3: Win64; x64) AppleWebKit/537.36 (KHTML., like Gecko) Chrome/67.0.3396.79 Safar1/537.36"
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This is the display in mobile device.

< C | & Secure | https://dgh9mnr8ly69j.cloudfront.net

Galaxy 55 ¥ * 8% T

MOBILE DEVICES :
Hello from
Lambda@Edge!

"Mozilla’5.0 (Linux; Android 5.0; SM-G900P
Builld LRX21T) AppleWebKit'337.36 (KHTML, like
Gecko) Chrome/67.0.3396.70 Mobile Safar/537 36"

Thus, in the above example, we have used Lambda@Edge to change response on desktop
and mobile device.
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25. AWS Lambda — Monitoring and

TroubleShooting using Cloudwatch

Functions created in AWS Lambda are monitored by Amazon CloudWatch. It helps in logging
all the requests made to the Lambda function when it is triggered.

Consider that the following code is uploaded in AWS Lambda with function name as
lambdaandcloudwatch.

exports.handler = (event, context, callback) => {
// TODO implement
console.log("Lambda monitoring using amazon cloudwatch");

callback(null, 'Hello from Lambda');
s

When the function is tested or triggered, you should see an entry in Cloudwatch. For this
purpose, go to AWS services and click CloudWatch.

Management Tools

CloudWatch

AWS Auto Scaling
CloudFormation
CloudTrail

Config

OpsWorks

Service Catalog
Systems Manager
Trusted Advisor
Managed Services
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Select logs from left side.

Services Resource Groups ~ * : testlambda ~ N. Virginia ~ Support ~
CloudWatch Cloudwatch > Log Groups
Dashboards
Alarms ] Actions LRI - B 2]
INSUFFICIENT G Filter: | Log Group Name Prefix 3 ¢ 4 Log Groups 141 3
Log Groups Expire Events After Metric Filters Subscriptions
Billing faws/lambda/LambdaEventsEmail MNever Expire 0 filters None
Events sflambda/aws-api-prod-hello Mever Expire 0 filters None
Rules faws/lambdalaws-serverless-prod-hello MNever Expire 0 filters None
Event Buses faws/lambda/awslambdacsharpcontext Mever Expire 0 filters None
| Logs faws/lambdalawslambdacsharplogs MNever Expire 0 filters MNone
Metrics faws/lambda/awslambdacsharplogs2 Mever Expire 0 filters None

s/lambda/awslambdacsharplogs3 MNever Expire 0 filters None

Favorites
faws/lambda/awslambdausingcli Never Expire 0 filters None
faws/lambda/awslambdausingcsharp Never Expire 0 filters None
faws/lambda/csharplambdar MNever Expire 0 filters None

faws/lambda/csharplambda2 Never Expire 0 filters None
faws/lambda/directapigateway MNever Expire 0 filters None
faws/lambda/displaydate1 MNever Expire 0 filters MNone
faws/lambda/dynamodbcreate MNever Expire 0 filters MNone
faws/lambda/errorhandlingpython MNever Expire 0 filters MNone

laws/lambda/evennumberscount MNever Expire 0 filters None

W

faws/lambdalfileupdatet MNever Expire 0 filters None

Feedback gli Privacy Policy Terms of Use
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When you click Logs, it has the Log Groups of AWS Lambda function created in your account.
Select any AWS Lambda function and check the details. Here, we are referring to Lambda
function with name:lambdaandcloudwatch. The logs added to the Lambda function are
displayed here as shown below:

Cloudwatch > Log Groups > Jjaws/lambda/lambdaandcloudwatch >
2018/06/07/[SLATEST]6425dc65119746ddadc4b4fal8d954c1

Expand all @® Row Text | = | @ @ @
Filter events all 30s 5m 1h 6h 1d 1w custom -
Time (UTC +00:00) Message
2018-06-07

No older events found at the moment. Retry.
v 084549 START Requestld: 9876a682-6a2f-11e8-8985-ef2899097623 Version: $LATEST

START ReguestId: 98763682-6a32f-11e5-80985-2F25809997623 Version: $LATEST

e 08:48:49 2018-06-07T08:458:49.190Z 9576a682-6a2f-11e8-8985-f2899097623 Lambda monitoring using amaz
2018-96-@7TB8:48:49.1987 98763682-6a32f-1128-8085-2F2899097623 Lambda monitoring using amazon cloudwatch

e 08:48:49 END Requestld: 9876a682-6a2f-11e8-8985-ef2899097623

END RequestId: 9876a682-6a2f-11e8-8985-2f2899097623

~ 08:48:49 REPORT Requestld: 9676a662-6a21-11e8-8985-€72899097623 Duration: 32.21 ms Billed Duration: 1C

REPORT RequestId: 9876a682-6a2f-11eB8-8985-ef2899897623 Duration: 32.21 ms Billed Duration: 188 ms Memory Size: 128 MB Max
Memory Used: 19 MB

No newer events found at the moment. Retry.

Now, let us add S3 trigger to the Lambda function and see the logs details in CloudWatch as
shown below:

Y

ﬂ lambdaandcloudwatch

S3 m AWS CloudFormation
@ Configuration required

Add triggers from the list on the left ‘ AWS loT

. AWS Key Management Service
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Let us update AWS Lambda code to display the file uploaded and bucket name as shown in
the code given below:

exports.handler = (event, context, callback) => {
// TODO implement
console.log("Lambda monitoring using amazon cloudwatch");
const bucket = event.Records[@].s3.bucket.name;
const filename = event.Records[0@].s3.object.key;
const message = “File is uploaded in - ${bucket} -> ${filename}";
console.log(message);
callback(null, 'Hello from Lambda');
};

Now, add file in s3storetestlambdaEvent bucket as shown:

Amazon S3 > s3storetestlambda

J OVE Niew m

‘ Q. Type a prefix and press Enter to search. Press ESC to clear

Viewing 1 to 1
] Name Last modified Size Storage class
Jun 7, 2018 2:38:17 PM
[ [ER image2.jpg i 12.6 KB Standard
Viewing 1 to 1
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When the file is uploaded, AWS Lambda functions will get triggered and the console log
messages from Lambda code are displayed in CloudWatch as shown below:

CloudWatch > Log Groups > /aws/lambda/lambdaandcloudwatch > 2018/06/07/[$LATEST|7efba745a6284cb59abbd 26267182733

Expand all @ Row Text | & #& @
Filter events all 30s 5m 1h &h 1d 1w custom -
Time (UTC +00:00) Message
2018-06-07
No older events found at the moment. Retry.

*  09:08:17 START Requestld: 50c189bf-6a32-11e8-b433-474c0dfbb16a Version: SLATEST
START Reguestld: 58c189bf-6a32-11e8-b433-474c@dfbbl6a Version: $LATEST
- 09:08:17 2018-06-07T09:08:17.370Z 50c189bi-6a32-11e8-b433-474c0dfbb16a Lambda monitoring using amazon cloudwatch

2018-06-87T09:88:17.370Z 50c189bf-6a32-11e8-b433-474c@dfbbléa Lambda monitoring using amazon cloudwatch

* 090817 2018-06-07T09:08:17.3702 50c189bf-6a32-11e8-b433-474c0dfbb16a File is uploaded in - s3storetestlambda -= image2.jpg
2018-86-07TB9:98:17.37087 58c189bf-6a32-11e8-b433-474c@dfbb16a File is uploaded in - s3storetestlambda -> image2.jpg

- 09:08:17 END Requestld: 50c189bf-6a32-11e8-b433-474c0dfbb16a

END RequestId: 58c189bf-6a32-11e8-b433-474c@dfbblea

» 09:08:17 REPORT Requestld: 50c189bf-6a32-11e8-b433-474c0dfbb16a Duration: 9.42 ms Billed Duration: 100 ms Memory Size: 128 MB
No newer events found at the moment. Retry.

If there is any error, CloudWatch gives the error details as shown below:

Amazon S3 > s3storetestlambda

J Overview Properties Permissions Management

‘ Q  Type a prefix and press Enter to search. Press ESC to clear

Viewing 1 to 2
[] Name T= Last modified T= Size T= Storage class =
[ BB imagez.jpg s;:;;;;s 23847 PM 12.6 KB Standard
[ BB imaged.jpg s;:;;;;s 2:56.01 PM 10.3 KB Standard
Viewing 1 to 2
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Note that we have referred to the bucket name wrongly in AWS Lambda code as shown:

exports.handler = (event, context, callback) => {
// TODO implement
console.log("Lambda monitoring using amazon cloudwatch");
const bucket = event.Records[0].bucket.name;
const filename = event.Records[0].s3.object.key;
const message = “File is uploaded in - ${bucket} -> ${filename} ;
console.log(message);

callback(null, 'Hello from Lambda');

The bucket name reference from the event is wrong. Thus, we should see an error displayed
in CloudWatch as shown below:

Choudvwiatch »  Log Groups » fawsfambdalambdaandcloudwatcn * 2018/0607T/[FLATESTES25210000544c0e80d31 20010675600

Expand all & Row Text o & o
Filter evenis all 305 5m 1h 6h 1d 1w cuslom -
Time (UTC +00:00) Messzage
2018-06-07
No older events found af the momeant. Retry
» 092800 START Requestid: 12414bbb-5a35-11e8-895a-21ad0848 15bd Wersion: SLATEST
* D920 2018-06-07T09:28:01.010Z 12414bbb-6335-11e5-8953-21a00648150d0 Lambda monitoring using amazon

2815-86-87T89: 28: 81,0187 12414bbb-6235-11e8-8053-21a08548150d Lambda monltorlng using amazon Cloudwatch

= 002801 2018-06-07T09: 2501 0122 12414bbb-Fal5-11e8-8095a-e1ad0E4815bd TypeErmor Cannod read property 'n

2018-a5-87Ta9: 208:81 8227 12414bbb-Ea35-11a8-E950 - 1ad@8a8] Sbd TypeError: Cannot resd property ‘neme’ of undefined

at ewports.handler {fvarftasksindex.]s:4:43)

= 092801 END Requesild: 12414bbb-6335-11e8-58%53-e1ad084815bd

END Reguestld: 12414bbb-&al%-11=0-B95a-=1sc08a8]%0d

T 0E2Em REPORT Requestid: 12414bbb-5335-1128-8953- 12008481500 Duration: 133.24 ms Billed Duratkon: 200
REPORT RequestId: 12414bbb-6a35-11e8-8955-eladdB4815bd Duration: 133.24 ms Billed Dwratlon: 280 ms Memory Size: 128 MB Max Memory
Used: 19 MB

v 0E2e Requestid: 12414bbb-6335-1122-8253-21a0084815bd Process exited before completing reguest

ReguestId: 12414bb0-6335-11e8-B953-21ad0348150d Process exited before complating regquest
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CloudWatch Metrics

The details of the Lambda function execution can be seen in the metrics. Click Metrics
displayed in the left side.

aws

- ¥

CloudWatch
Dashboards
Alarms

INSUFFICIENT

Billing
Events
Rules
Event Buses
Logs
| Metrics

Favorites

© Add a dashboar

All metrics Graphed metrics (4) Graph options

All > Lambda > By Function Name = Q Search for any metric, dimension or resource id

FunctionName (111) Metric Name
kinesislamba lteratorAge

v|  lambdaandcloudwatch Invocations

v|  lambdaandcloudwatch Errors

v|  lambdaandcloudwatch Duration

v|  lambdaandcloudwatch Throttles
lambdacloud Errors
lambdacloud Throttles
lambdacloud Duration
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The graph details for the lambda function lambdaandcloudwatch are as shown below:

All metrics Graphed metrics (4)

© Add a math expression @

Graph options

v Label Details Statistic@ Period & Y Axis Actions @
v B Invocations Lambda * Invocations * FunctionName: lambdaan... Average 5 Minutes > AN ]
v [ ] Errors Lambda * Errors * FunctionName: lambdaandclo... Average 5 Minutes > LA
v [ ] Duration Lambda * Duration = FunctionName: lambdaandcl... Average 5 Minutes > LA
v [ ] Throttles Lambda * Throttles * FunctionName: lambdaandc. .. Average 5 Minutes > LA
214
196
107
0 - H
06:45 07:00 0715 07:30 07-45 08:00 03:15 08:30 08:45 09:00 na-1g
@ Duration 2018-06-07 09:25 UTC
1. @ Duration 184
) R - 2. 0 Invocations 1.00
All metrics Graphed metrics (4) Graph options
3. O Errors 1.00
Widget type 4. O Throttles 0
Line Stacked area Number
54 Varous units
103
470
1] a : ——1
06-07 09:27
0645 07:00 715 0730 0745 05:00 0815 08:30 05:45 08:00 (a5 Licsis na:AF

@ Invocations @ Errors @ Duration @ Throtties 2018-06-07 09:30 UTC

1. © Duration 214
. . - 2. Q Throttles 0
All metrics Graphed metrics (4) Graph options
3. O Errors 1.00
Widget type 4. Q Invocations 1.00

Line Stacked area Number

It gives details such as the duration for which the Lambda function is executed, number of
times it is invoked and the errors from the Lambda function.
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26. AWS Lambda —Additional Example

Till now, we have seen working of AWS Lambda with AWS services. Based on that knowledge,
let us create a simple user registration form and post the data using API gateway to AWS
Lambda. AWS Lambda will get the data from the event or the API gateway trigger and will
add those details to DynamoDB table.

Example

Let us consider an example and perform the following functionalities on it:

e Create DynamoDB Table

e Create Form for User Registration

e Create AWS Lambda and API gateway to send message to Phone using AWS SNS
service

e Create AWS Lambda and API gateway to POST form data and insert in DynamoDb
table

e Create AWS Lambda and API gateway to read data from Dynamodb table

e Final Working of the User Registration Form

Create DynamoDB Table

The data entered will be stored in DynamodDB table. We will use API gateway to share data
entered with AWS Lambda and later AWS Lambda will add the details in DynamoDB.

You can use the following details to create DynamodDB table in AWS console. First, go to
AWS Service and click DynamoDB. Click Table to create the table as shown below:

Create DynamoDB table | Tuoral | @

DynamoDB is a schema-less database that only requires a table name and primary key. The table’s primary key is made up of one or
two attributes that uniguely identify items, partition the data, and sort data within each partition.

Table name* | registeruser i

Primary key*  Partition key

emailid i)

[J Add sort key
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Table details

Table name

Primary partition key

Primary sort key

Point-in-time recovery
Encryption

Time to live attribute

Table status

Creation date

Provisioned read capacity units
Provisioned write capacity units
Last decrease time

Last increase time

Storage size (in bytes)

Item count

Region

Amazon Resource Name (ARN)

registeruser
emailid (String)

DISABLED Enable

DISABLED

DISABLED Manage TTL

Active

June 2, 2018 at 5:01:19 PM UTC+5:30
5 (Auto Scaling Disabled)

5 (Auto Scaling Disabled)

0 bytes
0
US East (N. Virginia)

AWS Lambda

am:aws:dynamodb:us-east-1:625297 745035 tablefregisteruser

You can use the ARN to create policy for the DynamoDB to be used with AWS Lambda.

Go to IAM and select Policies. Click Create policy, choose service as DynamodDB as shown

below:

Service DynamoDB

Actions Specify the actions allowed in DynamoDB

close
Q, Filter actions

Manual actions (add actions)

All DynamoDB actions (dynamodb:®)

Access level
] List (3 selected)
3 Read (18 selected)

3 Write (19 selected)
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Click All DynamoDB actions as shown above. Choose resource and enter the ARN for table
as shown below:

Add ARN(s) 2

Amazon Resource Names (ARNS) uniquely identify AWS resources. Resources are
unique to each service. Learn more &

Specify ARN for table List ARNs manually
arm:aws:dynamodb:us-east-1 table/registeruser
Region us-=ast-1 Any
Account Any
Table name registeruser Any

-

Now, click Add as shown below.

Resources @ Specdific

ciose All resources

backup You chose actions that requirg the backup resource type
Add ARN fo restnct access

global-table You chose actions that require the global-table resource type
Add ARN 10 restrict access

index You have not specified resource with type index
Add ARN o resinct access

stream You chose actions that require the stream resource type
Add ARN 10 restnct access

table

am:aws:dynamodb:us-east-1 table/registeruser EDIT ©

Add ARN to restnct access
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If you click Review policy button at the end of the screen, you can see the following window:
Review policy

Name* | registeruserpolicy

Use alphanumeric and '+=,.@-_' characters. Maximum 128 characters.

Description | |
)
Maximum 1000 characters. Use alphanumeric and "+=,.@-_' characters.
Summary
This policy defines some actions, resources, or conditions that do not provide permissions. To grant access, policies must have an action that has
an applicable resource or condition. For details, choose Show remaining. Learn more

Q Fitter

Service - Access level Resource Request condition

Enter name of the policy and click Create policy button at the end of the page. Now, we
need to create role to be used with Lambda. We need permissions for DynamoDB, API
Gateway and Lambda.

Go to AWS services and select IAM. Select Roles from left side and add the required roles.

Role name*

Use alphanumeric and '+=,.@-_' characters. Maximum 64 characters.

Role description | Allows Lambda functions to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Trusted entities AWS service: lambda.amazonaws.com

Policies AWSLambdaFullAccess &
registeruserpolicy '
AmazonAPIGatewaylnvokeFullAccess

CloudWatchFullAccess (£

Cancel Previous

Enter the role name and click Create role. The role created is roleforlambdaexample.
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Create Form for User Registration

Here is the display of the user registration form to enter and to read the data from the
dynamodb table.

User Registration Form User Display

FirstName LastName Mobile No EmailID

First Name™ :

Last Name™ :
Email Id* :
Mobhile No* :
validate phone
Username=:
Password™ :
Confirm Password™ :

Submit

Create AWS Lambda and APl Gateway to Send OTP Message to Phone
using SNS service

If you see the user registration form, there is a button validate phone. User is suppose to
enter phone number and click on validate phone button to validate the phone number.

For this purpose:

When a user clicks this button, the API gateway post method which contains the phone details
is called and internally AWS Lambda is triggered.

Then, AWS Lambda sends OTP to the phone number entered using AWS SNS service.
The user receives the OTP and has to enter this OTP number.

The textbox to enter OTP will appear when the phone number is entered and validate phone
button is clicked.

The OTP received from AWS Lambda and the OTP entered by the user has to match,to allow
the user to submit the user registration form.
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A simple block diagram that explains the working of phone validation is shown here:

USER FORM ;$ PHONE VALIDATION $ API GATEWAY ﬂ AWS LAMBDA H SNS SERVICE

The AWS Lambda function created is as shown here:

Lambda Functions ARN - arm:aws:lambda:us-east-1:625297745038:function:phonevalidationexample
phonevalidationexample | Throttle H Qualifiers ¥ || Actions ¥ v
Configuration Monitoring

The corresponding AWS Lambda code is as given below:

const aws = require("aws-sdk");
const sns = new aws.SNS({
region: 'us-east-1'

1)

exports.handler

function(event, context, callback) {

let phoneno

event.mphone;
let otp = Math.floor (100000 + Math.random() * 900000);
let snsmessage = "Your otp is : "+otp;
sns.publish({
Message: snsmessage,
PhoneNumber: "+91"+phoneno
}, function (err, data) {
if (err) {
console.log(err);
callback(err, null);
} else {
console.log(data);

callback(null, otp);

})s
}s
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Note that we are using SNS service to send the OTP code. This code is used to validate the
mobile number entered by the user in the user registration form. The API gateway created
for above phone validation is as follows:

Use Default Timeout ¥/ €

» URL Path Parameters

P URL Query String Parameters

» HTTP Headers

¥ Body Mapping Templates &

Request body passthrough ® \When no template matches the request Content-Type header €@ A
When there are no templates defined (recommended) €

Mever €@
Content-Type

application/json e

© Add mapping template

application/json

Generate template: r
1
2 "mphone” :$input.json( "% .mphone")
Sl
Cancel Save
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The Lambda function given is phonevalidationexample. We are taking the mobile phone
details here to be used inside AWS Lambda. Then, AWS Lambda will send the OTP code to
the given mobile number.

Create AWS Lambda and APl Gateway to POST Form Data and Insert in
DynamoDB Table

For user registration form, all the fields are mandatory. There is an AJAX call made wherein
the data entered in the form is posted to the API Gateway URL.

A simple block diagram which explains the working of the submit button is shown here:

USER FORM I# API GATEWAY |$| AWS LAMBDA I# DYNAMODS TABLE

Once the form is filled, the submit button will call the API gateway which will trigger AWS
Lambda. AWS Lambda will get the details of the form from event or the API Gateway and the
data will be inserted in the DynamodDB table.

Let us understand the creation of API Gateway and AWS Lambda.

First, go to AWS services and click Lambda. The Lambda function created is as shown here:

lambdaexample | Throttle H Qualifiers ¥ H Actions ¥ ‘

® Congratulations! Your Lambda function "lambdaexample” has been successfully created. You can now change its code and configuration. Click on the "Test” button to inputa X
test event when you are ready to test your function.

Now, to create an API gateway, go to AWS service and select API Gateway. Click on Create
API button shown below.

APls

+ Create API
L]
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Enter the API name and click on Create API button to add the API.

Create new API

In Amazon AF| Gateway, an AF| refers to a collection of resources and methods that can be invoked through HTTPS endpoints.
* New API Clone from existing API Import from Swagger Example API

Settings

Choose a friendly name and description for your AP

AP| name* registeruser
Description form for registering user
Endpoint Type Regional v e

* Required Create API

Now, an API is created called as registeruser. Select the API and click Actions dropdown to
create Resource.

New Child Resource

Use this page to create a new child resource for your resource. (&

Configure as (Zproxy resource i ]
Resource Name® |addu5er
Resource Path® / adduser

You can add path parameters using brackets. For example, the
resource path {username} represents a path parameter called
'username’. Configuring /proxy+} as a proxy resource catches all
requests to its sub-resources. For example, it works for a GET
request to /foo. To handle requests to /, add a new ANY method
on the / resource.

Enable API Gateway CORS i)
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Click Create Resource. Now, let us add the POST method. For this, click on Resources
created on left side and from Actions dropdown select create method. This will display
dropdown as shown below:

Resources Actions~

* ladduser

ANY
DELETE
GET
HEAD
OPTIONS
PATCH
POST
PUT

Select the POST method and add the Lambda function that we created above.

Li

‘adduser - POST - Setup

Choose the integration point for your new method.

Integration type ® Lambda Function €
HTTF O
IMock €
AWS Service @
VPC Link &

Use Lambda Proxy integration i}

Lambda Region s-egsi-1 v

Lambda Function

lambdaexample (1]

Use Default Timeout ¥ @
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Click Save button to add the method. To send the form details to Lambda function
lambdaexample we need to add the Integration Request as shown below:

Resources Actions~ @ /adduser - POST - Method Execution &
v fadduser . Method Request = Integration Requeg®
o TES
GET ? Auth: NONE Type: LAMBDA
'E__C s ARN: am:aws execute- Region: us-east-1
ce api-us-east-

1:625297745038 4rvwimys

—
W
3
[on
[N
11}
5 ]
5 g
” 3
Method Responsel® Integration Respor®e o
3
HTTP Status: 200 HTTP status pattern: _‘%
Models: application/json -v
== Empty

Output passthrough:
Yes
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To post the form details, you will have to click Integration Request. It will display below
details.

Lo

€ Method Execution  /adduser - POST - Integration Request

Provide information about the 1argel backend INal this MeInod will Call and whthar Ihe INCOMING régquest
data should be modifed

Integration type * Lambda Function @
HTTP O
Mok ©
I AWS Service O
I VPC Link ©
Use Lambda Proxy integration = ©
Lambda Region us-east.1

Lambda Function lambdasxample

Invoke with caller credentials O
Credentials cache Do nol add Calier credentials 10 cache key

Use Detault imecut < O

-

URL Path Parameters

-

URL Query String Parameters

» HTTP Headers

-

Body Mapping Templates #
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Click Body Mapping Templates to add the form fields to be posted.
v Body Mapping Templates @

Request body passthrough ® When no template matches the reguest Content-Type header @ A
When there are no templates defined (recommended) @

Never @

Content-Type

application/json =

© Add mapping template

Next, click Add mapping template and enter the content type. Here, we have added
application/json as the content type. Click it and here you need to enter the field in json
format as shown below:

application/json

Generate template: v

{

"fname":%input.json{'%.fname" ),
"Iname" :$input.json('%.1lname" )},
"emailid":$input.json{'%.emailid"},
"mphone” :$input.json( "% .mphone" )},
"otp":$input.json(%.otp'),

"uname" :$input.json('%.uname" )},
"passwd" :%input.json('%.passwd" ),
"cpasswd”:$input.json{*%.cpasswd’ )

¥

0D OO ] LA e L P e

[

Cancel Save
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Now, click the Save button and deploy the API as shown below:

Actions~ &

METHOD ACTIONS
Edit Method Documentation

Here is the API created for POST which will use inside

our .html file.Please note we need to Enable CORS for

Delete Methaod the resource created.Will use the api gateway url to
make ajax call so the CORS has to enabled.

RESOURCE ACTIONS
Create Method

Create Resource
Enable CORS
Edit Resource Documentation

Delete Resource

AP1 ACTIONS
Deploy API

Import API
Edit AP| Documentation

Delete API

Select the Methods on which you want to enable the CORS.Click on Enable CORS and
replace existing CORS headers.

Enable CORS

Gateway Responses for (1 pepa ) T 4xx [ DEFAULT 5XX @
registeruser API

Methods ¥ POST ¥ GET # OPTIONS @

Access-Control-Allow-Methods POST, GET, OPTIONS @

Access-Control-Allow-Headers 'Content-Type X-Amz-Date Authorizatio @
Access-Control-Allow-Origin® ™ (i}

» Advanced

Enable CORS and replace existing CORS headers
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It displays the confirmation screen as follows:

Confirm method changes

The following modifications will be made to this resource’s methods and will replace any existing values. Are yvou sure you want to continue?

Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin Method Response Headers to
OPTIONS method

Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin Integration Response Header
Mappings to OPTIONS method

Add Access-Control-Allow-Origin Method Response Header to POST method

Add Access-Control-Allow-Origin Integration Response Header Mapping to POST method

Add Access-Control-Allow-Origin Method Response Header to GET method

Add Access-Control-Allow-Origin Integration Response Header Mapping to GET method

Cancel Yes, replace existing values

Click Yes, replace existing values to enable CORS.

Resources Actions~ @ Enable CORS

V' Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin

v [adduser Method Response Headers to OPTIONS method
GET + Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin
OPTIONS Integration Response Header Mappings to OPTIONS method

POS v Add Access-Control-Allow-Origin Method Response Header to POST method

+ Add Access-Control-Allow-Origin Integration Response Header Mapping to POST method

+ Add Access-Control-Allow-Origin Method Response Header to GET method

+ Add Access-Control-Allow-Origin Integration Response Header Mapping to GET method
Your resource has been configured for CORS. If you see any errors in the resulting output above please check the
error message and if necessary attempt to execute the failed step manually via the Method Editor.

The AWS Lambda code for POST API Gateway is as shown here:

const aws = require("aws-sdk");
const docClient = new aws.DynamoDB.DocumentClient({

region: 'us-east-1'

})s

exports.handler

function(event, context, callback) {
console.log(event);
console.log("Entering Data");
var data = {
TableName : "registeruser",

Item : {
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first_name:event.fname,
last_name:event.lname,
emailid:event.emailid,
mobile no : event.mphone,
otp:event.otp,
username:event.uname,
password:event.passwd,

confirm_password:event.cpasswd

}
}
docClient.put(data,function(err, value){
if (err) {
console.log("Error");
callback(err, null);
} else {
console.log("data added successfully");
callback(null, value);
}
})s

}

The event parameter in AWS Lambda handler will have all the details which are added earlier
in POST integration request. The details from event are added to the DynamodDB table as
shown in the code.

Now, we need to get the service details from AWS-SDK as shown below:

const aws = require("aws-sdk");
const docClient = new aws.DynamoDB.DocumentClient({
region: 'us-east-1'
1
var data = {
TableName : "registeruser"”,
Item : {
first_name:event.fname,
last_name:event.lname,

emailid:event.emailid,
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mobile no : event.mphone,
otp:event.otp,
username:event.uname,
password:event.passwd,
confirm_password:event.cpasswd
}
}
docClient.put(data,function(err, value){
if (err) {
console.log("Error");
callback(err, null);
} else {
console.log("data added successfully");
callback(null, value);
}
})s

Create AWS Lambda and APl Gateway to Read Data from DynamodDB
Table

Now, we will create AWS Lambda function to read data from DynamoDB table. We will trigger
API Gateway to the AWS Lambda function which will send data to the html form.

The AWS Lambda function created is as shown below:

Lambda Functions ARN - arn:aws:lambda:us-east-1:625297745038 function:lambdareaddataexample

[ambdareaddataexamp[e ‘ Throttle H Qualifiers ¥ || Actions ¥ av v

Configuration Monitoring

The corresponding AWS Lambda code is as follows:
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const aws = require("aws-sdk");
const docClient = new aws.DynamoDB.DocumentClient({
region: 'us-east-1'
})s
exports.handler = function(event, context, callback) {
var readdata = {
TableName : "registeruser",
Limit : 1@
}
docClient.scan(readdata,function(err, data){
if (err) {
console.log("Error");
callback(err, null);
} else {
console.log("Data is " + data);

callback(null, data);

})s
}

Here the data is read from the DynamoDB table and given to the callback. Now, we will create
API Gateway and add AWS Lambda function as the trigger.
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We will add get method to the API created earlier.

/- GET - Setup

Choose the integration point for your new method.

Integration type ® Lambda Function @
HTTE &
Mock 6@
AWS Senvice @
VRC Link €@

Use Lambda Proxy integration - @

Lambda Region (s-=3si-1 v

Lambda Function

| lambdareaddataexample

Use Default Timeout ¥/ €&

AWS

Lambda

Ll

Lambda function added is lambdareaddataexample. Click Save to save the method and

deploy the api.
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Final Working of the User Registration Form

The final display of the form is as shown below:

User Registration Form User Display

First Name~ : ‘ FiurstName LastName Mobile No EmaillD
Last Name™ :

Email Id* :

Mobile No™ :

validate phone

Username™:

Password™ :

Confirm Password™ :

Submit

Now, enter the details as shown above. Note that the submit button is disabled. It will be
enabled only when all the details are entered as shown:

ocalhost says

User Registration Forn “" "

First Name™ :

Last Name™ :

Email Id* :

Maohile No™ :

Usermame™:

Pazsword™ :

Confirm Password” ;

Sanya

Singh

sanyaf@gmail com

5403

validate phone
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Now, enter the mobile number and click validate phone button. It will display the alert
message saying "OTP is send to the mobile, please enter the OTP to continue”. OTP

sent to the mobile number is as follows:

il = [ 4:46 PM

BP-611630 e

Your otpis : 710312

=EILTE 2 a4 PR

[ype text message
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Enter the OTP and remaining details and submit the form.

User Registration Form User Display
First Name® Sanya Sarya-Singh 940 samya i grm com
Last Name" : Singh
Email Id* = sanyai@gmeil com
Mubile Mo 540
validata phons
Emnter OTP~: [RbikhF
Usermame®: sanyasingh
Fassword® @ eseee
Confirm Password 5 e

Subsril

The data in DynamoDB registeruser table after submit is as shown here:

registeruser Ciose 0 =@ B @

Dwerview ltams MiEtrics Blarms Capacity IngeEnes Global Tables Bachups Triggers Agccess contral Tags

Scan: |Table] regrateruser. emailid A wiewing 1 to 1 items
[ Tatibe] reeieruser emaiid » e
© Add fikes
1A seanch
amallid eonfinm_passward  firsl Rame 3%t Panse mabile no atg PaREward LR ae
SarTyaiy il com sanyanzs Sarya Sngh 240 T2 SANYETES sanyasingh
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The code details are as given below:

examplel.html

<html>
<head>

<script
src="https://ajax.googleapis.com/ajax/1libs/jquery/3.3.1/jquery.min.js"></script>

<script type="text/javascript" src="formdet.js"></script>
<style>
input[type=text],input[type=password],button {
width: 100%;
padding: 5px 5px;
margin: 5px 0;

box-sizing: border-box;

#maincontainer {
width: 80%;
margin: auto;
padding: 10px;
}
div#userregistration {
width: 60%;
float: left;
}
div#userdisplay {
margin-left: 60%;
}
</style>
</head>
<body>
<div id="maincontainer">
<div id="userregistration">
<hl>User Registration Form</hl>

<table border="0">
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<tr>

<td><b>First Name<span style="color:red;">*</span> : </b></td><td><input
type="text" value="" name="fname" id="fname" /></td>

<td id="tdfname" style="display:none;"><span style="color:red;">Enter First
Name</span></td>

</tr>
<tr>

<td><b>Last Name<span style="color:red;">*</span> : </b></td><td><input
type="text" value="" name="lname" id="lname" /> </td>

<td id="tdlname" style="display:none;"><span style="color:red;">Enter Last
Name</span></td>

</tr>
<tr>

<td><b>Email Id<span style="color:red;">*</span> : </b></td><td><input type="text"
value="" name="emailid" id="emailid" /> </td>

<td id="tdemailid" style="display:none;"><span style="color:red;">Enter
Email</span></td>

</tr>
<tr>

<td><b>Mobile No<span style="color:red;">*</span> : </b></td><td><input
type="text" name="mphone" id="mphone"/></td>

<td id="tdmphone" style="display:none;"><span style="color:red;">Enter Mobile
Number</span></td>

</tr>

<tr>
<td></td>
<td><button id="validatephone">validate phone</button></td>
<td></td>

</tr>

<tr id="otpdiv" style="display:none;">

<td><b>Enter OTP<span style="color:red;">*</span>:</b> </td><td><input
type="text" value="" name="otp" id="otp" /></td>

<td id="tdotp" style="display:none;"><span style="color:red;">Enter
OTP</span></td>

</tr>
<tr>

<td><b>Username<span style="color:red;">*</span>: </b></td><td><input type="text"
value="" name="uname" id="uname"/></td>
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<td id="tduname" style="display:none;"><span style="color:red;">Enter
Username</span></td>

</tr>

<tr><td><b>Password<span style="color:red;">*</span> :</b></td><td><input
type="password" value="" name="passwd" id="passwd"/></td>

<td id="tdpasswd" style="display:none;"><span style="color:red;">Enter
Password</span></td>

</tr>

<tr><td><b>Confirm Password<span style="color:red;">*</span> :</b> </td><td><input
type="password"” value="" name="cpasswd" id="cpasswd"/></td>

<td id="tdcpasswd" style="display:none;"><span style="color:red;">Enter
Confirm Password</span></td>

</tr>
<tr>
<td></td>

<td><button name="submit" id="submit" style="display:;"
disabled="true">Submit</button></td>

<td></td>
</tr>
</table>
</div>
<div id="userdisplay">
<hl>User Display</hl>

<table id="displaydetails" style="display:block;width:80%;padding:5px;margin:5px;
border: 1px solid black;">

<tr>
<td></td>
<td>FirstName</td>
<td>LastName</td>
<td>Mobile No</td>
<td>EmailID</td>

</tr>

</table>

</div>

</div>

</body>
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</html>

formdet.js

function validateform() {

var sError="";

if ($("#fname").val() === "") {
$("#tdfname").css("display","");
SError++;

}

if ($("#lname").val() === "") {
$("#tdlname").css("display","");
SError++;

}

if ($("#emailid").val() === "") {
$("#tdemailid").css("display","");
SError++;

}

if ($("#mphone").val() === "") {
$("#tdmphone").css("display","");
SError++;

}

if ($("#otp").val() === "") {
$("#tdotp").css("display","");
SError++;

}

if ($("#uname").val() === "") {
$("#tduname").css("display","");
SError++;

}

if ($("#passwd").val() === "") {
$("#tdpasswd").css("display","");
SError++;

}

if ($("#cpasswd").val() === "") {
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$("#tdcpasswd").css("display","");

SError++;

}

if (sError

") A

return true;
} else {

return false;

$("#fname").change(function(){
if ($("#fname").val() == "") {
$("#tdfname").css("display”, "none");
} else {
$("#tdfname").css("display”,"");

}
1)
$("#1name").change(function(){
if ($("#lname").val() !== "") {

$("#tdlname").css("display"”, "none");
} else {
$("#tdlname").css("display","");

}
})s
$("#emailid").change(function(){
if ($("#emailid").val() !=="") {
$("#tdemailid").css("display"”, "none");
} else {
$("#tdemailid").css("display","");
}
1)
$ ("#mphone").change(function(){
if ($("#mphone").val() !=="") {

$("#tdmphone").css("display", "none");
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} else {
$("#tdmphone").css("display","");

1)

$("#otp").change(function(){

if ($("#otp").val() !=="") {
$("#tdotp").css("display","none");
} else {

$("#tdotp").css("display”,"");

})s

$("#uname").change(function(){
if ($("#uname").val() == "") {
$("#tduname").css("display”, "none");
} else {
$("#tduname").css("display”,"");

})s

$("#passwd").change(function(){
if ($("#passwd").val() !=="") {
$("#tdpasswd").css("display", "none");
} else {
$("#tdpasswd").css("display","");

1)

$("#cpasswd").change(function(){
if ($("#cpasswd").val() == "") {
$("#tdcpasswd").css("display"”, "none");
} else {
$("#tdcpasswd").css("display","");
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})s

var posturl = "https://4rvwimyscl.execute-api.us-east-
1.amazonaws.com/prod/adduser”;

var phonevalidationurl = "https://wnvt@lyénc.execute-api.us-east-
1.amazonaws.com/prod/validate”;

var otpsend = 5

function getdata() {

var a =0;

$.ajax({
type: 'GET',
url:posturl,

success: function(data){
$("#displaydetails").html('");
$("#displaydetails").css("display", "");
console.log(data);

$("#displaydetails").append('<tr
style="padding:5px;margin:5px;background-color:gray;"><td>Name</td><td>Mobile
No</td><td>EmailID</td></tr>");

data.Items.forEach(function(registeruser){
var clr = (a%2 === @) ? "#teee": "white";
a++;

$("#displaydetails").append('<tr
style="padding:5px;margin:5px;background-
color: '+clr+'"><td>"'+registeruser.first_name+'-
'+registeruser.last_name+'</td><td>'+registeruser.mobile_no+'</td><td>"'+registerus
er.emailid+'</td></tr>");

})s
s

error: function(err) {

console.log(err);

1)

$(document).ready(function(){
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$("#otp").on("change", function(){
var otpentered = $("#otp").val();
if (otpsend == otpentered) {
document.getElementById("submit").disabled = false;
} else {

alert("OTP is not valid.Please enter the valid one or validate phone
again to continue!");

document.getElementById("submit").disabled = true;

1)

$("#validatephone").on("click",function(){
$.ajax({

type: 'POST’,

url:phonevalidationurl,

data:JSON.stringify({
"mphone" : $ ("#mphone").val()

1

success: function(data){
$("#otpdiv").css("display”, "");
alert("OTP is send to the mobile, please enter to continue");
console.log(data);
otpsend = data;

}s

error : function(err) {
$("#otpdiv").css("display", "none");

alert("Invalid mobile no.");

1)
})s
$("#submit").on("click",function(){
if (validateform()){
$.ajax({
type: 'POST’,

url:posturl,
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data:JSON.stringify({
"fname": $("#fname").val(),
"lname": $("#1lname").val(),
"emailid":$("#emailid").val(),
"mphone" :$("#mphone").val(),
"otp":$("#otp").val(),
"uname" :$("#uname").val(),
"passwd":$("#passwd").val(),
"cpasswd":$("#cpasswd").val()

1

success: function(data){

alert("Data added successfully");
console.log(data);

getdata();
1

})s
getdata();

})s

Till now, we have done AJAX call to the API created and posted the data as shown above.

The AJAX call to add the data to the table is as follows:

var posturl = "https://4rvwimyscl.execute-api.us-east-
1.amazonaws.com/prod/adduser”;

$(document).ready(function(){
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$("#submit").on("click",function(){
if (validateform()){
$.ajax({

type: 'POST’,

url:posturl,

data:JSON.stringify({
"fname": $("#fname").val(),
"lname": $("#1lname").val(),
"emailid":$("#emailid").val(),
"mphone" : $("#mphone").val(),
"otp":$("#otp").val(),
"uname" :$("#uname").val(),
"passwd":$("#passwd").val(),
"cpasswd":$("#cpasswd").val()

1

success: function(data){
alert("Data added successfully");
console.log(data);

getdata();

})s

})s
})s

Note that to read the data, a function is called, whose code is given below:

function getdata() {

var a =0;
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$.ajax({
type: 'GET',
url:posturl,
success: function(data){
$("#displaydetails").html("'");
$("#displaydetails").css("display", "");
console.log(data);

$("#displaydetails").append('<tr
style="padding:5px;margin:5px;background-color:gray;"><td>Name</td><td>Mobile
No</td><td>EmailID</td></tr>");

data.Items.forEach(function(registeruser){
var clr = (a%2 === @) ? "#eee": "white";
a++;

$("#displaydetails").append('<tr
style="padding:5px;margin:5px;background-
color: "+clr+'"><td>"'+registeruser.first_name+'-
'+registeruser.last_name+'</td><td>'+registeruser.mobile_no+'</td><td>"'+registerus
er.emailid+'</td></tr>");

})s
}s

error: function(err) {

console.log(err);

})s

When you click mobile number validate button, the following code is called and sends the
mobile number:
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var phonevalidationurl = "https://wnvt@ly6nc.execute-api.us-east-
1.amazonaws.com/prod/validate”;

var otpsend = 5
$("#validatephone").on("click",function(){
$.ajax({
type: 'POST’,
url:phonevalidationurl,
data:JSON.stringify({
"mphone" : $("#mphone").val()
1>
success: function(data){
$("#otpdiv").css("display”, "");

alert("OTP is send to the mobile, please enter the OTP to
continue");

console.log(data);
otpsend = data;

1

error : function(err) {
$("#otpdiv").css("display", "none");

alert("Invalid mobile no.");

})s

})s
//Validate otp

$("#otp").on("change", function(){
var otpentered = $("#otp").val();
if (otpsend == otpentered) {
document.getElementById("submit").disabled = false;
} else {

alert("OTP is not valid.Please enter the valid one or validate phone
again to continue!");

document.getElementById("submit").disabled = true;
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